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Ê 20-ëåòèþ
ÍÈÈ ïðèêëàäíûõ ïðîáëåì

ìàòåìàòèêè è èíôîðìàòèêè



ÏÐÅÄÈÑËÎÂÈÅ

Ìåæäóíàðîäíàÿ íàó÷íàÿ êîíôåðåíöèÿ �Òåîðåòè÷åñêàÿ è ïðèêëàäíàÿ êðèïòî-
ãðàôèÿ�, îðãàíèçîâàííàÿ Áåëîðóññêèì ãîñóäàðñòâåííûì óíèâåðñèòåòîì è Íàó÷íî-
èññëåäîâàòåëüñêèì èíñòèòóòîì ïðèêëàäíûõ ïðîáëåì ìàòåìàòèêè è èíôîðìàòè-
êè (ÍÈÈ ÏÏÌÈ ÁÃÓ) 20�21 îêòÿáðÿ 2020 ãîäà, ïîñâÿùåíà àêòóàëüíûì ïðîáëå-
ìàì ñîâðåìåííîé êðèïòîãðàôèè è ïðèóðî÷åíà ê äâàäöàòèëåòíåìó þáèëåþ ÍÈÈ
ÏÏÌÈ ÁÃÓ � âåäóùåé â Áåëàðóñè íàó÷íîé îðãàíèçàöèè â îáëàñòè êðèïòîëîãèè.

Ìàòåðèàëû êîíôåðåíöèè ñîäåðæàò 19 ñòàòåé. Òåìû ñòàòåé îòâå÷àþò ñëåäó-
þùèì íàïðàâëåíèÿì: ìàòåìàòè÷åñêèå îñíîâû êðèïòîãðàôèè; áóëåâû ôóíêöèè â
êðèïòîãðàôèè; âåðîÿòíîñòíî-ñòàòèñòè÷åñêèå ìåòîäû êðèïòîëîãèè; êðèïòîãðàôè-
÷åñêèå ãåíåðàòîðû ñëó÷àéíûõ è ïñåâäîñëó÷àéíûõ ÷èñåë; îöåíêà íàä¼æíîñòè êðèï-
òîãðàôè÷åñêèõ àëãîðèòìîâ è ïðîòîêîëîâ; ïîñòêâàíòîâàÿ êðèïòîãðàôèÿ; ñòåãàíî-
ãðàôèÿ; êðèïòîãðàôèÿ íà îñíîâå sponge-ôóíêöèé; ðàçäåëåíèå ñåêðåòà; íåéðîííûå
ñåòè â êðèïòîëîãèè; äîêàçàòåëüñòâà ñ íóëåâûì ðàçãëàøåíèåì; áëîê÷åéí-ñèñòåìû;
ýôôåêòèâíàÿ ðåàëèçàöèÿ êðèïòîãðàôè÷åñêèõ ïðèìèòèâîâ; ñðåäñòâà êðèïòîãðà-
ôè÷åñêîé çàùèòû èíôîðìàöèè; èíôðàñòðóêòóðà îòêðûòûõ êëþ÷åé è ýëåêòðîí-
íûé äîêóìåíòîîáîðîò; ìàññîâàÿ àóòåíòèôèêàöèÿ; ID-êàðòû.

Îðãàíèçàöèîííûé êîìèòåò êîíôåðåíöèè âûðàæàåò áëàãîäàðíîñòü Áåëîðóññêî-
ìó ãîñóäàðñòâåííîìó óíèâåðñèòåòó è Íàó÷íî-èññëåäîâàòåëüñêîìó èíñòèòóòó ïðè-
êëàäíûõ ïðîáëåì ìàòåìàòèêè è èíôîðìàòèêè çà ôèíàíñîâóþ è îðãàíèçàöèîííóþ
ïîääåðæêó.

Þ.Ñ. Õàðèí



ÂÛÏÓÑÊ ÏÐÎÌÅÆÓÒÎ×ÍÛÕ
ÈÌÈÒÎÂÑÒÀÂÎÊ ÏÐÈ

ÀÓÒÅÍÒÈÔÈÖÈÐÎÂÀÍÍÎÌ ØÈÔÐÎÂÀÍÈÈ

C.Â. Àãèåâè÷

ÍÈÈ ïðèêëàäíûõ ïðîáëåì ìàòåìàòèêè è èíôîðìàòèêè
Áåëîðóññêèé ãîñóäàðñòâåííûé óíèâåðñèòåò

Ìèíñê, ÁÅËÀÐÓÑÜ
e-mail: agievich@bsu.by

Âûïóñê ïðîìåæóòî÷íûõ èìèòîâñòàâîê â ïðîöåññå àóòåíòèôèöèðîâàííîãî
øèôðîâàíèÿ ÿâëÿåòñÿ óäîáíûì ìåõàíèçìîì òåêóùåãî êîíòðîëÿ ïðè îáðàáîò-
êå äàííûõ áîëüøîãî îáúåìà. Â ðàáîòå ðàññìàòðèâàþòñÿ ðåæèìû àóòåíòèôè-
öèðîâàííîãî øèôðîâàíèÿ CHE è DWP èç íîâîé ðåäàêöèè ÑÒÁ 34.101.31.
Îáîñíîâûâàåòñÿ ñîõðàíåíèå ãàðàíòèé ñòîéêîñòè ðåæèìîâ ïðè ðàçðåøåíèè
íà âûïóñê ïðîìåæóòî÷íûõ èìèòîâñòàâîê.
Êëþ÷åâûå ñëîâà: àóòåíòèôèöèðîâàííîå øèôðîâàíèå; èìèòîâñòàâêà; îðà-
êóë; íåîòëè÷èìîñòü; ïðåîáëàäàíèå

1 Ââåäåíèå

Àóòåíòèôèöèðîâàííîå øèôðîâàíèå îïðåäåëÿåòñÿ àëãîðèòìàìè óñòàíîâêè çàùè-
òûWrap è ñíÿòèÿ çàùèòû Unwrap. ÀëãîðèòìWrap ïðèíèìàåò íà âõîä îòêðû-
òûé òåêñò X, àññîöèèðîâàííûå äàííûå I, ñåêðåòíûé êëþ÷ K è ñèíõðîïîñûëêó
(ñëóæåáíûå âîëàòèëüíûå äàííûå) S. Àëãîðèòì âîçâðàùàåò øèôðòåêñò Y è èìè-
òîâñòàâêó T . Øèôðòåêñò Y ÿâëÿåòñÿ ðåçóëüòàòîì çàøèôðîâàíèÿ X, èìèòîâñòàâ-
êà T � ýòî êîíòðîëüíàÿ õàðàêòåðèñòèêà ïàðû (X, I), êîòîðàÿ ïîçâîëÿåò ïðîâåñòè
åå àóòåíòèôèêàöèþ, ò. å. ïðîâåðêó öåëîñòíîñòè è ïîäëèííîñòè. ÀëãîðèòìUnwrap
ïðèíèìàåò íà âõîä íàáîð (Y, I, T,K, S) è âîçâðàùàåò ëèáî îòêðûòûé òåêñò X, ëèáî
ñèìâîë ⊥ � ïðèçíàê îøèáêè àóòåíòèôèêàöèè.

Ïðè ïðèåìå äàííûõ ïîëó÷àòåëü ðàñøèôðîâûâàåò ïîñëåäîâàòåëüíûå ôðàãìåí-
òû Y , íî íå ìîæåò èñïîëüçîâàòü ðåçóëüòàòû ðàñøèôðîâàíèÿ âïëîòü äî çàâåðøåíèÿ
ïðèåìà, êîãäà íàêîíåö îòêðûòûé òåêñò X áóäåò îïðåäåëåí ïîëíîñòüþ è ìîæíî áó-
äåò ïðîâåñòè àóòåíòèôèêàöèþ (X, I). Òàêàÿ ñèòóàöèÿ íåäîïóñòèìà, åñëè ðå÷ü èäåò
îá îáðàáîòêå äàííûõ áîëüøîãî îáúåìà, íàïðèìåð, âèäåîïîòîêîâ.

Îäíî èç ðåøåíèé çäåñü � âûïóñê ïðîìåæóòî÷íûõ èìèòîâñòàâîê. Îíè âû÷èñ-
ëÿþòñÿ â ïðîöåññå âûïîëíåíèÿ Wrap ïî ìåðå îáðàáîòêè ÷àñòåé X. Òî÷íåå, åñ-
ëè X ′ � ïðåôèêñ X, òî ñîîòâåòñòâóþùèå ïðîìåæóòî÷íûå øèôðòåêñò è èìèòîâ-
ñòàâêè � ýòî (Y ′, T ′) = Wrap(X ′, I,K, S). Ïàðà (Y ′, T ′) ïðîâåðÿåòñÿ ñ ïîìîùüþ
àëãîðèòìà Unwrap. Ïðè óñïåøíîé ïðîâåðêå îïðåäåëÿåòñÿ X ′. Ýòà ÷àñòü X ìîæåò
áûòü èñïîëüçîâàíà íåìåäëåííî (íàïðèìåð, îòîáðàæåíà â ñëó÷àå âèäåîäàííûõ), íå
äîæèäàÿñü ïîëó÷åíèÿ âñåãî øèôðòåêñòà. Ïîñëå îïðåäåëåíèÿ X ′ ïðîâåðÿåòñÿ ñëå-
äóþùàÿ ïðîìåæóòî÷íàÿ èìèòîâñòàâêà T ′′, îïðåäåëÿåòñÿ ñëåäóþùèé ïðåôèêñ X ′′
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(îí ÿâëÿåòñÿ ðàñøèðåíèåì X ′), è òàê äàëåå, äî òåõ ïîð ïîêà îòêðûòûé òåêñò X íå
áóäåò îïðåäåëåí ïîëíîñòüþ èëè íå áóäåò îáíàðóæåíà îøèáêà àóòåíòèôèêàöèè.

Â ñîâðåìåííîé êðèïòîãðàôèè ñèñòåìû àóòåíòèôèöèðîâàííîãî øèôðîâàíèÿ â
îñíîâíîì ñòðîÿòñÿ íà îñíîâå áëî÷íûõ øèôðîâ èëè sponge-ôóíêöèé. Ïðè ýòîì ñè-
ñòåìû ÷àñòî íàçûâàþò ðåæèìàìè, ïîäðàçóìåâàÿ ñïîñîá èñïîëüçîâàíèÿ øèôðà /
ôóíêöèè. Âûïóñê ïðîìåæóòî÷íûõ èìèòîâñòàâîê ÿâëÿåòñÿ ñòàíäàðòíîé ïðàêòèêîé
äëÿ ñèñòåì íà îñíîâå sponge-ôóíêöèé, íî ðåäêî ðàçðåøàåòñÿ â ñèñòåìàõ íà îñíîâå
áëî÷íûõ øèôðîâ. Íàïðèìåð, äëÿ ðåæèìà GCM [4], âîçìîæíî ñàìîãî ðàñïðîñòðà-
íåííîãî íà ñåãîäíÿøíèé äåíü, âûïóñê ïðîìåæóòî÷íûõ èìèòîâñòàâîê íåïðèåìëåì:
èìèòîâñòàâêè âû÷èñëÿþòñÿ ñ ïîâòîðÿþùèìèñÿ ñèíõðîïîñûëêàìè, à ïîâòîð ñèí-
õðîïîñûëîê êàòàñòðîôè÷åñêè ñíèæàåò ñòîéêîñòü GCM.

Äàëåå â ðàáîòå ìû îáñóæäàåì ðåæèìû DWP è CHE, îïèñàííûå â [3] è îñíîâàí-
íûå íà ñõåìå àóòåíòèôèêàöèè ñîîáùåíèé èç [2]. Ïåðâûé ðåæèì áûë ââåäåí â ÑÒÁ
34.101.31-2011 [1], âòîðîé � ñòàíäàðòèçèðóåòñÿ â íîâîé ðåäàêöèè ÑÒÁ â íàñòîÿùåå
âðåìÿ. Â ðàçäåëå 4 ìû ïîêàçûâàåì, ÷òî âûïóñê ïðîìåæóòî÷íûõ èìèòîâñòàâîê â
ðåæèìàõ DWP è CHE ÿâëÿåòñÿ áåçîïàñíûì. Ïðåäâàðèòåëüíî â ðàçäåëå 2 ìû îïè-
ñûâàåì ðåæèìû, à â ðàçäåëå 3 ââîäèì ìîäåëü áåçîïàñíîñòè.

2 Ðåæèìû DWP è CHE

Ïóñòü E � áëî÷íûé øèôð ñ äëèíîé áëîêà n è ìíîæåñòâîì êëþ÷åé K. Ýòî ìóëü-
òèìíîæåñòâî, ñîñòàâëåííîå èç ïîäñòàíîâîê EK ∈ Perm(n), êîòîðûå èíäåêñèðóþò-
ñÿ ñåêðåòíûìè êëþ÷àìè K ∈ K. Çäåñü Perm(n) � ìíîæåñòâî âñåõ ïîäñòàíîâîê
íà {0, 1}n. Ýëåìåíòû {0, 1}n íàçûâàþòñÿ áëîêàìè. Îáîçíà÷èì ÷åðåç N = 2n èõ
÷èñëî.

Ìû òàêæå áóäåì îáîçíà÷àòü ÷åðåç {0, 1}∗ ìíîæåñòâî äâîè÷íûõ ñëîâ êîíå÷íîé
äëèíû. Äëèíà ñëîâà u ∈ {0, 1}∗ îáîçíà÷àåòñÿ ÷åðåç |u|. Åñëè u, v � ñëîâà îäèíàêî-
âîé äëèíû, òî u⊕ v åñòü èõ ïîðàçðÿäíàÿ ñóììà ïî ìîäóëþ 2 (XOR).

Áóäåì èíòåðïðåòèðîâàòü áëîêè èç {0, 1}n êàê ýëåìåíòû êîíå÷íîãî ïîëÿ F ïî-
ðÿäêà N . Ïóñòü èñïîëüçóåòñÿ îáû÷íîå ñîîòâåòñòâèå ìåæäó F è {0, 1}n, êîãäà ⊕
çàäàåò ñëîæåíèå â F. Ïóñòü

next(λ) = a ∗ λ⊕ b, λ ∈ F,

ãäå a � ïðèìèòèâíûé ýëåìåíò F, b � íåíóëåâîé ýëåìåíò. Ïðåîáðàçîâàíèå next

ÿâëÿåòñÿ ïîäñòàíîâêîé íà F ∼ {0, 1}n, ïðè÷åì ýòà ïîäñòàíîâêà ÿâëÿåòñÿ ïðîèçâå-
äåíèåì íåçàâèñèìûõ öèêëîâ äëèí 1 è N − 1.

Àëãîðèòìû ðåæèìà CHE îïðåäåëÿþòñÿ íèæå. Â ýòèõ àëãîðèòìàõ X ∈ {0, 1}∗,
I ∈ {0, 1}∗, K ∈ K, S ∈ {0, 1}n, Y ∈ {0, 1}|X|, T ∈ {0, 1}n. Èñïîëüçóåòñÿ ôèêñèðî-
âàííîå íåíóëåâîå ñëîâî T0 ∈ {0, 1}n. Îïåðàöèÿ

n← îçíà÷àåò ðàçáèåíèå äâîè÷íîãî
ñëîâà íà n-áèòîâûå áëîêè, ïðè÷åì ðàçáèåíèþ ïðåäøåñòâóåò äîïîëíåíèå ñëîâà äî
ãðàíèöû áëîêà íóëÿìè. Îáðàòíàÿ îïåðàöèÿ ←

m
îçíà÷àåò ñáîðêó ñëîâà èç íåñêîëü-

êèõ áëîêîâ, ïðè÷åì ïîñëå ñáîðêè âûïîëíÿåòñÿ îáðåçêà ñëîâà (ñïðàâà) äî m áèòîâ.
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Àëãîðèòì Wrap Àëãîðèòì Unwrap

Âõîä: X, I, K, S.
Âûõîä: Y , T .
Øàãè:

1. H ← EK(S), C ← H, T ← T0.
2. (I1, . . . , Ir′)

n← I.
3. Äëÿ i = 1, 2, . . . , r′:

(a) T ← (T ⊕ Ii) ∗H.

4. (X1, . . . , Xr)
n← X.

5. Äëÿ i = 1, 2, . . . , r:

(a) C ← next(C);
(b) Yi ← Xi ⊕ EK(C);
(c) T ← (T ⊕ Yi) ∗H.

6. Y ←
|X|

(Y1, . . . , Yr).

7. Êîäèðîâàòü |I| è |X| ñëîâîì W ∈
{0, 1}n.

8. T ← (T ⊕W ) ∗H.
9. T ← EK(T ).
10. Âîçâðàòèòü (Y, T ).

Âõîä: Y , I, K, S, T .
Âûõîä: X èëè ⊥ (îøèáêà).
Øàãè:

1. H ← EK(S), C ← H, T ′ ← T0.
2. (I1, . . . , Ir′)

n← I.
3. Äëÿ i = 1, 2, . . . , r′:

(a) T ′ ← (T ′ ⊕ Ii) ∗H.

4. (Y1, . . . , Yr)
n← Y .

5. Äëÿ i = 1, 2, . . . , r:

(a) T ′ ← (T ′ ⊕ Yi) ∗H;
(b) C ← next(C);
(c) Xi ← Yi ⊕ EK(C).

6. X ←
|Y |

(X1, . . . , Xr).

7. Êîäèðîâàòü |I| è |X| ñëîâîì W ∈
{0, 1}n.

8. T ′ ← (T ′ ⊕W ) ∗H.
9. T ′ ← EK(T ′).
10. Âîçâðàòèòü X åñëè T = T ′ èëè ⊥

â ïðîòèâíîì ñëó÷àå.

Ïðåäïîëàãàåòñÿ, ÷òî íà øàãå 7 êàæäîãî èç àëãîðèòìîâ ðàçëè÷íûå ïàðû
(|I|, |X|) äàþò ðàçëè÷íûå ñëîâà W , è ñëîâî W ÿâëÿåòñÿ íóëåâûì òîãäà è òîëü-
êî òîãäà, êîãäà |I| = |X| = 0.

Ðåæèì DWP îòëè÷àåòñÿ îò CHE òåì, ÷òî next ÿâëÿåòñÿ ïîëíîöèêëîâîé ïîä-
ñòàíîâêîé. Êðîìå ýòîãî, ìåíÿåòñÿ øàã 1. Îí ïðèíèìàåò âèä:

C ← EK(S), H ← EK(C), T ′ ← T0.

Ðåæèì DWP ëó÷øå ñîâìåñòèì ñî ñòàíäàðòíûìè ðåàëèçàöèÿìè ðåæèìà øèôðî-
âàíèÿ CTR2 (îïèñàíèå ìîæíî íàéòè â [3]), ïîçâîëÿÿ ëåãêî äîïîëíèòü øèôðîâàíèå
àóòåíòèôèêàöèåé. Ðåæèì CHE áîëåå ýôôåêòèâåí: îí òðåáóåò íà îäèí âûçîâ EK
ìåíüøå.

3 Ìîäåëü áåçîïàñíîñòè

Äëÿ îáîñíîâàíèÿ íàäåæíîñòè ðåæèìà Mode ∈ {CHE,DWP} ìû èñïîëüçóåì ñòàí-
äàðòíûé ïîäõîä (ñì. íàïð. [5]), îïèñûâàåìûé íèæå.

1. Ïðîòèâíèê (âåðîÿòíîñòíûé àëãîðèòì) A ïîëó÷àåò äîñòóï ê îðàêóëó àóòåí-
òèôèöèðîâàííîãî øèôðîâàíèÿ O. Ïðîòèâíèê îòïðàâëÿåò îðàêóëó çàïðî-
ñû (X, I, S) è ïîëó÷àåò îòâåòû (Y, T ). Ïðîòèâíèê ñîáëþäàåò îäèí èç äâóõ
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êîíòðàêòîâ: ñèíõðîïîñûëêè â çàïðîñàõ ëèáî ñëó÷àéíûå íåçàâèñèìûå ðàâíî-
âåðîÿòíûå, ëèáî ïðîèçâîëüíûå íåïîâòîðÿþùèåñÿ. Ïðîòèâíèêó ðàçðåøàåòñÿ
óêàçûâàòü â çàïðîñàõ ïóñòûå X è I.

2. Îðàêóë O ìîæåò áûòü ðåàëèçîâàí äâóìÿ ñïîñîáàìè. Â ïåðâîé (øòàòíîé) ðåà-
ëèçàöèè îðàêóë ðåàëèçóåò àóòåíòèôèöèðîâàííîå øèôðîâàíèå ðåæèìà Mode,
â êîòîðîì èñïîëüçóåòñÿ ïîäñòàíîâêà EK , âûáðàííàÿ ñëó÷àéíî ðàâíîâåðîÿòíî
èç E. Ýòà ðåàëèçàöèÿ îáîçíà÷àåòñÿ ÷åðåç Mode[EK ]. Âî âòîðîé (èäåàëüíîé)
ðåàëèçàöèè ïðè îòâåòå íà êàæäûé íîâûé çàïðîñ (X, I, S) îðàêóë âûáèðà-
åò (Y, T ) ñëó÷àéíî ðàâíîâåðîÿòíî èç {0, 1}|X|×{0, 1}n. Èäåàëüíàÿ ðåàëèçàöèÿ
îáîçíà÷àåòñÿ ÷åðåç ρ.

3. Ïðîòèâíèê ïîñûëàåò îðàêóëó O çàïðîñû, ïîëó÷àåò è àíàëèçèðóåò îòâåòû.
Çàäà÷à ïðîòèâíèêà � îòëè÷èòü øòàòíóþ ðåàëèçàöèþ îò èäåàëüíîé. Ïðî-
òèâíèê âîçâðàùàåò 1 (øòàòíàÿ ðåàëèçàöèÿ) èëè 0 (èäåàëüíàÿ). Ïóñòü AO �
îòâåò A.

4. Âîçìîæíîñòè A ïî ðàñïîçíàâàíèþ ðåàëèçàöèé õàðàêòåðèçóåò ïðåîáëàäàíèå

AdvprivMode[E](A) =
∣∣P {AMode[EK ] = 1

}
− P {Aρ = 1}

∣∣ .
Çäåñü âåðîÿòíîñòè îïðåäåëÿþòñÿ ñëó÷àéíûì âûáîðîì K, à òàêæå ñëó÷àé-
íîé ëåíòàìè, êîòîðûå A è ρ èñïîëüçóþò â ñâîåé ðàáîòå. Àááðåâèàòóðà priv

ÿâëÿåòñÿ óñòîÿâøåéñÿ.

Åñëè ïðåîáëàäàíèå AdvprivMode[E](A) ìàëî äëÿ ëþáîãî ïðîòèâíèêà A ñ ðàçóì-
íûìè îãðàíè÷åíèÿìè íà åãî ðåñóðñû, òî ðåæèì Mode íà îñíîâå E ïðèçíàåòñÿ
ñòîéêèì.

Âûïîëíèì ñòàíäàðòíîå óïðîùåíèå, çàìåíèâ EK , ñëó÷àéíîãî ïðåäñòàâèòåëÿ
øèôðà E, íà π, ñëó÷àéíóþ ïîäñòàíîâêó èç Perm(n). Ýòà çàìåíà ïðåâðàùà-
åò AdvprivMode[E](A) â ïðåîáëàäàíèå

AdvprivMode[Perm(n)](A) =
∣∣P {AMode[π] = 1

}
− P {Aρ = 1}

∣∣ .
Çàìåíà ìîòèâèðîâàíà îáùèì ïðåäñòàâëåíèåì î òîì, ÷òî ïîäñòàíîâêè íàäåæíî-
ãî øèôðà E òðóäíîîòëè÷èìû îò ñëó÷àéíûõ ïîäñòàíîâîê. Çàìåíà ñîïðîâîæäàåòñÿ
øòðàôîì (åùå îäíèì ïðåîáëàäàíèåì), êîòîðûé õàðàêòåðèçóåò òðóäíîîòëè÷èìîñòü
ñëó÷àéíûõ ïðåäñòàâèòåëåé E è Perm(n). Ýòîò øòðàô íîñèò ôîðìàëüíûé õàðàê-
òåð � îí îöåíèâàåòñÿ ëèøü êîñâåííî â ðàìêàõ îáùåé îöåíêè ñòîéêîñòè E. Äëÿ
íàäåæíîãî øèôðà E øòðàô ñ÷èòàåòñÿ ìàëûì. Ìû íå ââîäèì øòðàô äëÿ ïðîñòî-
òû.

Äëÿ çàäàííûõ íåîòðèöàòåëüíûõ q, r è ïîëîæèòåëüíîãî d íàñ èíòåðåñóåò îöåíêè
ñâåðõó äëÿ ïðåîáëàäàíèÿ AdvprivMode[Perm(n)](A), â êîòîðîì ôèãóðèðóåò ïðîòèâíèê ñî
ñëåäóþùèì îãðàíè÷åíèÿìè: ðàçðåøàåòñÿ âûïîëíèòü q çàïðîñîâ ê îðàêóëó, îáùåå
÷èñëî áëîêîâ X â ýòèõ çàïðîñàõ íå äîëæíî ïðåâîñõîäèòü r, ñóììàðíîå ÷èñëî áëî-
êîâ â êàæäîé îòäåëüíîé ïàðå (X, I) äîëæíî áûòü ìåíüøå d. Ó÷èòûâàþòñÿ, â òîì
÷èñëå, ïîñëåäíèå, âîçìîæíî íåïîëíûå áëîêè X è I.

10



Èñêîìûå îöåíêè äëÿ ïðåîáëàäàíèÿ ïîëó÷åíû â [3]. Îíè èìåþò âèä

AdvprivMode[Perm(n)](A) ≤ (r + q)(r + q − 1)

2N
+ α− β + αβ,

ãäå α = α(q, r, d), β = β(q, r). Âûðàæåíèÿ äëÿ α è β (äîâîëüíî ãðîìîçäêèå) ìîæíî
íàéòè â [3].

4 Ñòîéêîñòü ïðè âûïóñêå èìèòîâñòàâîê

Ðàçðåøåíèå íà âûïóñê ïðîìåæóòî÷íûõ èìèòîâñòàâîê òðåáóåò óòî÷íåíèÿ ìîäåëè
áåçîïàñíîñòè. Òåïåðü ïðîòèâíèê äîïîëíèòåëüíî ê ðåãóëÿðíûì çàïðîñàì (X, I, S)
ìîæåò äåëàòü âëîæåííûå çàïðîñû (X ′, I, S), â êîòîðûõ X ′ ÿâëÿåòñÿ ïðåôèêñîì X.
Â çàïðîñ (X ′, I, S) ìîæåò áûòü âëîæåí äðóãîé çàïðîñ èëè (X ′, I, S) ìîæåò áûòü
âëîæåí â çàïðîñ (X ′′, I, S), â ñâîþ î÷åðåäü âëîæåííûé â (X, I, S).

Øòàòíàÿ ðåàëèçàöèÿ îðàêóëà îïðåäåëÿåòñÿ êàê è ïðåæäå. Èäåàëüíàÿ ðåà-
ëèçàöèÿ ρ êîððåêòèðóåòñÿ: îòâåò (Y ′, T ′) = ρ(X ′, I, S) âêëàäûâàåòñÿ â îòâåò
(Y, T ) = ρ(X, I, S) â òîì ñìûñëå, ÷òî Y ′ ÿâëÿåòñÿ ïðåôèêñîì Y . Êàê è ïðåæäå,
T ′ è T âûáèðàþòñÿ ñëó÷àéíî ðàâíîâåðîÿòíî íåçàâèñèìî, à Y ëèáî ÿâëÿåòñÿ ñëó-
÷àéíûì ðàñøèðåíèåì ñëó÷àéíîãî Y ′ èç ïðåäûäóùåãî îòâåòà, ëèáî, íàîáîðîò, Y ′

ïîëó÷åí â ðåçóëüòàòå óêîðà÷èâàíèÿ ñëó÷àéíîãî Y èç ïðåäûäóùåãî îòâåòà. Îðàêóë
ðàñïîçíàåò âëîæåíèÿ è íå âûïîëíÿåò áåñïîëåçíûå âû÷èñëåíèÿ, ïîâòîðíî èñïîëü-
çóÿ ðåçóëüòàòû îáðàáîòêè îäíîãî çàïðîñà ïðè îáðàáîòêå äðóãîãî. Â ÷àñòíîñòè,
âëîæåííûå çàïðîñû íå èçìåíÿþò âåëè÷èíû r � îáùåãî ÷èñëà áëîêîâ îòêðûòûõ
òåêñòîâ X. Îäíàêî, âëîæåííûå çàïðîñû ó÷èòûâàþòñÿ â q � îáùåì ÷èñëå çàïðîñîâ.

Òåîðåìà. Îöåíêè òåîðåì 2 è 4 èç [3] äëÿ Advpriv
Mode[Perm(n)](A) îñòàþòñÿ ñïðà-

âåäëèâûìè, åñëè ïðîòèâíèê êðîìå ðåãóëÿðíûõ çàïðîñîâ (X, I, S) ìîæåò äåëàòü
âëîæåííûå çàïðîñû (X ′, I, S) ñ âûïóñêîì ïðîìåæóòî÷íûõ èìèòîâñòàâîê T ′.

Äîêàçàòåëüñòâî. Äîêàçàòåëüñòâà òåîðåì íåçíà÷èòåëüíî êîððåêòèðóþòñÿ. Ñîõðà-
íÿþòñÿ îáîçíà÷åíèÿ, ïîñòðîåíèÿ è îáùèé õîä ðàññóæäåíèé.

Â êîíòåêñòå äîêàçàòåëüñòâ, âëîæåííûé çàïðîñ (X ′, I, S) ìîæåò áûòü èíòåð-
ïðåòèðîâàí êàê çàïðîñ ñ ïóñòûì îòêðûòûì òåêñòîì. Äåéñòâèòåëüíî, X ′ ìîæåò
áûòü îáðàáîòàí íåÿâíî: âûõîäíîé øèôðòåêñò Y ′ ÿâëÿåòñÿ ïðåôèêñîì øèôðòåê-
ñòà Y äëÿ ðåãóëÿðíîãî çàïðîñà (X, I, S). Îäíàêî, ïðîìåæóòî÷íàÿ èìèòîâñòàâêà T ′

äîëæíà áûòü âû÷èñëåíà ÿâíî. Èìèòîâñòàâêà îïðåäåëÿåòñÿ êàê T ′ = π(Z ′), ãäå Z ′

ÿâëÿåòñÿ ðåçóëüòàòîì ïîëèíîìèàëüíîãî õýøèðîâàíèÿ:

Z ′ = f(Y ′,I)(H).

Çäåñü H = π(S) (â ðåæèìå CHE) èëè H = π2(S) (â DWP).
Åñëè Y ′′ � ýòî äðóãîé ïðåôèêñ Y è Z ′′ = f(Y ′′,I)(H), òî

P {Z ′ = Z ′′} = P
{

(f(Y ′,I) − f(Y ′′,I))(H)
}
≤ d

N
.

Òàêèì îáðàçîì, îöåíêà ñâåðõó âåðîÿòíîñòè êîëëèçèè Zi = Zj ñîõðàíÿåòñÿ. Îöåí-
êè âåðîÿòíîñòåé âñåõ äðóãèõ êîëëèçèé, âñåõ ñîáûòèé è, òàêèì îáðàçîì, èòîãîâûå
îöåíêè ïðåîáëàäàíèé òàêæå ñîõðàíÿþòñÿ.
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ÑÒÎÉÊÎÑÒÜ ÏÀÐÎËÜÍÛÕ ÑÈÑÒÅÌ
ÀÓÒÅÍÒÈÔÈÊÀÖÈÈ Â ÑÎÖÈÀËÜÍÛÕ ÑÅÒßÕ

Ì.Í. Áîáîâ

Áåëîðóññêèé ãîñóäàðñòâåííûé óíèâåðñèòåò èíôîðìàòèêè è ðàäèîýëåêòðîíèêè
Ìèíñê, ÁÅËÀÐÓÑÜ

e-mail: bobov-mn@agat.by

Â ñòàòüå èññëåäóåòñÿ ñòîéêîñòü ïàðîëüíûõ ñèñòåì àóòåíòèôèêàöèè â ñî-
öèàëüíûõ ñåòÿõ. Ïîëó÷åí êðèòåðèé ñòîéêîñòè ê àòàêå ¾äåíü ðîæäåíèÿ¿, ðå-
êîìåíäóåìûé ê èñïîëüçîâàíèþ â ïàðîëüíûõ ñèñòåìàõ àóòåíòèôèêàöèè, èñ-
ïîëüçóåìûõ â áîëüøèõ ðàñïðåäåë¼ííûõ ñåòÿõ.
Êëþ÷åâûå ñëîâà: àóòåíòèôèêàöèÿ; ñîöèàëüíàÿ ñåòü; ïàðîëüíàÿ ñèñòåìà;
àòàêà ¾äåíü ðîæäåíèÿ¿

Â íàñòîÿùåå âðåìÿ øèðîêîå ðàñïðîñòðàíåíèå ïîëó÷èëè ðàñïðåäåë¼ííûå èí-
ôîðìàöèîííûå ñåòè, ñîçäàííûå äëÿ îáåñïå÷åíèÿ ïîòðåáíîñòåé øèðîêîãî êðóãà
ïîëüçîâàòåëåé è èìåþùèå óñëîâíîå íàèìåíîâàíèå ¾ñîöèàëüíûå ñåòè¿. Êàæäûé
ïîëüçîâàòåëü äëÿ ïîëó÷åíèÿ äîñòóïà ê òàêîé ñåòè íà ïåðâîì ýòàïå ïðîõîäèò ïðî-
öåäóðó ðåãèñòðàöèè, â ïðîöåññå êîòîðîé ñîîáùàåò ñèñòåìå ñâî¼ ó÷¼òíîå èìÿ è
ïàðîëü, à òàêæå äðóãèå ó÷¼òíûå ïåðñîíàëüíûå äàííûå. Â äàëüíåéøåì, ïðè îá-
ðàùåíèè ê ñåòè äëÿ ïîëó÷åíèÿ å¼ óñëóã ïîëüçîâàòåëü ââîäèò ñâîè ó÷¼òíîå èìÿ
è ïàðîëü è ïðè èõ ñîâïàäåíèè ñ èìåíåì è ïàðîëåì, ââåä¼ííûì ïðè ðåãèñòðàöèè,
ïîëó÷àåò äîñòóï ñåòè.

ßâëÿÿñü ñðåäñòâàìè çàùèòû êàíàëîâ äîñòóïà ê òåëåêîììóíèêàöèîííûì ñè-
ñòåìàì, ìåõàíèçìû àóòåíòèôèêàöèè äîëæíû îáëàäàòü ðÿäîì ñïåöèôè÷åñêèõ êà-
÷åñòâ, îáåñïå÷èâàþùèõ èõ ñòîéêîñòü ê âçëîìó, êîòîðûé ìîæåò ïðîèñõîäèòü ïóò¼ì
ïîäáîðà ïàðîëÿ, êîìïðîìåòàöèè ïàðîëÿ èëè êðàæè ôàéëà ïàðîëåé [1]. Âåðîÿò-
íîñòü ïîäáîðà ïàðîëÿ çàâèñèò â îñíîâíîì îò äâóõ ïàðàìåòðîâ: äëèíû ïàðîëÿ è
îáú¼ìà àëôàâèòà è, åñëè ïàðîëü âûáèðàåòñÿ ñëó÷àéíî è ðàâíîâåðîÿòíî, òî äëÿ å¼
îöåíêè èñïîëüçóþòñÿ ôîðìóëû, øèðîêî ïðèìåíÿåìûå äëÿ ïàðîëüíûõ ìåõàíèçìîâ
àóòåíòèôèêàöèè [3]:

à) âåðîÿòíîñòü ïîäáîðà ïàðîëÿ ñ ïåðâîé ïîïûòêè

PΠ1 =
1

AS
, ãäå A � îáú¼ì àëôàâèòà, S � äëèíà ïàðîëÿ.

á) âåðîÿòíîñòü ïîäáîðà ïàðîëÿ ñ i-îé ïîïûòêè

PΠi =
1

AS + 1− i

â) âåðîÿòíîñòü ïîäáîðà ïàðîëÿ çà k ïîïûòîê

PΠk =
k

AS
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ã) âåðîÿòíîñòü ïîäáîðà ïàðîëÿ â ïåðèîä åãî áåçîïàñíîãî âðåìåíè äåéñòâèÿ

PTÁ =
3600TÁ
AStÏ

, ãäå TÁ � áåçîïàñíîå âðåìÿ äåéñòâèÿ, tÏ � âðåìÿ íàáîðà ïàðîëÿ.

Âìåñòå ñ òåì, øèðîêî èçâåñòíûå ñîâðåìåííûå ñîöèàëüíûå ñåòè îáúåäèíÿþò
îãðîìíîå êîëè÷åñòâî ïîëüçîâàòåëåé è ïîýòîìó îöåíêó ñòîéêîñòè èñïîëüçóåìûõ â
íèõ ïàðîëüíûõ ñèñòåì àóòåíòèôèêàöèè ê àòàêàì ïîäáîðà ïàðîëÿ, êîìïðîìåòàöèè
ïàðîëÿ è êðàæè ôàéëà ïàðîëåé íåäîñòàòî÷íî. Â äàííîì ñëó÷àå, ïàðîëüíûå ñè-
ñòåìû àóòåíòèôèêàöèè íåîáõîäèìî îöåíèâàòü íà ñòîéêîñòü ê àòàêàì ¾äåíü ðîæ-
äåíèÿ¿. Àòàêà ¾äíåé ðîæäåíèÿ¿ � èñïîëüçóåìîå â êðèïòîàíàëèçå íàçâàíèå äëÿ
ìåòîäà âçëîìà øèôðîâ èëè ïîèñêà êîëëèçèé õåø-ôóíêöèé íà îñíîâå ïàðàäîêñà
äíåé ðîæäåíèÿ [4]. Ïàðàäîêñ äíåé ðîæäåíèÿ � ïîëîæåíèå, óòâåðæäàþùåå, ÷òî
åñëè äàíà ãðóïïà èç 23 èëè áîëåå ÷åëîâåê, òî âåðîÿòíîñòü òîãî, ÷òî õîòÿ áû ó äâóõ
èç íèõ äíè ðîæäåíèÿ (÷èñëî è ìåñÿö) ñîâïàäóò, ïðåâûøàåò 50 %. Äëÿ ãðóïïû èç
60 èëè áîëåå ÷åëîâåê, âåðîÿòíîñòü ñîâïàäåíèÿ äíåé ðîæäåíèÿ õîòÿ áû ó äâóõ å¼
÷ëåíîâ ñîñòàâëÿåò áîëåå 99 %, õîòÿ 100 % îíà äîñòèãàåò, òîëüêî êîãäà â ãðóïïå íå
ìåíåå 367 ÷åëîâåê (ñ ó÷¼òîì âèñîêîñíûõ ëåò).

Îïðåäåëèì âèä ôîðìàëüíîãî âûðàæåíèÿ äëÿ ðàñ÷¼òà âåðîÿòíîñòè ñîâïàäåíèÿ
õîòÿ áû äâóõ ïàðîëåé ðàçìåðíîñòè n â ãðóïïå èç m ïîëüçîâàòåëåé. Ðàññ÷èòàåì
ñíà÷àëà, êàêîâà âåðîÿòíîñòü p(m) òîãî, ÷òî â ãðóïïå èç m ïîëüçîâàòåëåé âñå èõ
ïàðîëè áóäóò ðàçëè÷íûìè. Åñëè N > m (N = An), òî â ñèëó ïðèíöèïà Äèðèõ-
ëå âåðîÿòíîñòü ðàâíà íóëþ. Åñëè æå N ≤ m, òî áóäåì ðàññóæäàòü ñëåäóþùèì
îáðàçîì. Âîçüì¼ì íàóãàä îäíîãî ïîëüçîâàòåëÿ èç ãðóïïû è çàïîìíèì åãî ïàðîëü.
Çàòåì âîçüì¼ì íàóãàä âòîðîãî ïîëüçîâàòåëÿ, ïðè ýòîì âåðîÿòíîñòü òîãî, ÷òî åãî
ïàðîëü íå ñîâïàä¼ò ñ ïàðîëåì ïåðâîãî ïîëüçîâàòåëÿ, ðàâíà 1−1/N . Çàòåì âîçüì¼ì
òðåòüåãî ïîëüçîâàòåëÿ, ïðè ýòîì âåðîÿòíîñòü òîãî, ÷òî åãî ïàðîëü íå ñîâïàä¼ò ñ
ïàðîëÿìè ïåðâûõ äâóõ, ðàâíà 1 − 2/N . Ðàññóæäàÿ ïî àíàëîãèè, ìû äîéä¼ì äî
ïîñëåäíåãî ïîëüçîâàòåëÿ, äëÿ êîòîðîãî âåðîÿòíîñòü íåñîâïàäåíèÿ åãî ïàðîëÿ ñî
âñåìè ïðåäûäóùèìè áóäåò ðàâíà 1− (m− 1)/N . Ïåðåìíîæàÿ âñå ýòè âåðîÿòíîñòè,
ïîëó÷àåì âåðîÿòíîñòü òîãî, ÷òî âñå ïàðîëè â ãðóïïå áóäóò ðàçëè÷íûìè:

p(m) = 1 ·
(

1− 1

N

)(
1− 2

N

)
· · ·
(

1− m− 1

N

)
=

=
N(N − 1) · · · (N −m+ 1)

Nm
=

N !

(N −m)!Nm
.

(1)

Òîãäà âåðîÿòíîñòü òîãî, ÷òî, ïî êðàéíåé ìåðå, îäèí ïîëüçîâàòåëü èìååò òîò æå
ïàðîëü, ÷òî è ëþáîé äðóãîé èç ãðóïïû m, ðàâíà:

P (m) = 1− N !

(N −m)!Nm
(2)

Âîñïîëüçóåìñÿ ôîðìóëîé Ñòèðëèíãà äëÿ ïðèáëèæåííîãî âû÷èñëåíèÿ çíà÷åíèÿ
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ôàêòîðèàëà n! ∼
√

2πn
(n
e

)n
äëÿ ðàñ÷åòà ïîëó÷åííîé ôóíêöèè:

P (m) = 1− N !

Nm

1

(N −m)!
∼ 1−

√
2πN

(
N
e

)N
Nm ∗

√
2π (N −m)

(
N−m
e

)(N−m)
=

= 1−
√

N

N −m
· 1

em
·
(

N

N −m

)(N−m)

Òàêèì îáðàçîì, èìååì:

P (m) ∼ 1−
√

N

N −m
· 1

em
·
(

N

N −m

)(N−m)

(3)

Íèæå íà ðèñóíêàõ 1�3 ïðèâåäåíû ãðàôèêè âåðîÿòíîñòè ïîÿâëåíèÿ îäèíàêîâûõ
ïàðîëåé ó äâóõ ïîëüçîâàòåëåé èç ïðåäïîëîæåíèÿ, ÷òî ïàðîëè âûáèðàþòñÿ ñëó÷àé-
íî è ðàâíîâåðîÿòíî. Ðàñ÷åò âûïîëíåí â ïðîãðàììå Mathematica äëÿ ñëåäóþùèõ
èñõîäíûõ óñëîâèé:

êîëè÷åñòâî çíàêîâ â àëôàâèòå N � 32, 42,57;
äëèíà ïàðîëÿ n � 6,7,8;
êîëè÷åñòâî ïîëüçîâàòåëåé m � îò 1 äî 1, 7 · 107

Ïî îòíîøåíèþ ê àòàêå ¾äåíü ðîæäåíèÿ¿ ñôîðìóëèðóåì ñëåäóþùèé êðèòåðèé
ñòîéêîñòè ïàðîëüíîé ñèñòåìû àóòåíòèôèêàöèè. Ïàðîëüíàÿ ñèñòåìà àóòåíòèôèêà-
öèè ñ÷èòàåòñÿ ñòîéêîé, åñëè âåëè÷èíà âåðîÿòíîñòè ñîâïàäåíèÿ äâóõ íàçíà÷àåìûõ
â íåé ïàðîëåé ìåíüøå 0,5, ò.å.

P (m) < 0, 5. (4)

Äðóãèìè ñëîâàìè, ïàðîëüíàÿ ñèñòåìà àóòåíòèôèêàöèè ñ÷èòàåòñÿ íå ñòîéêîé, åñëè
âåëè÷èíà âåðîÿòíîñòè ñîâïàäåíèÿ äâóõ íàçíà÷àåìûõ â íåé ïàðîëåé P (m) ≥ 0, 5.

Äàííûå î êîëè÷åñòâå ïîëüçîâàòåëåé, ñîîòâåòñòâóþùèõ ïðèíÿòîìó êðèòåðèþ,
íà ðèñóíêàõ 1-3 îòìå÷åíû âåðòèêàëüíûìè ëèíèÿìè è ïðèâåäåíû â òàáëèöå 1.

Òàáëèöà 1

�
ï/ï

Ðàçìåð
àëôàâèòà

P (m) = 0, 5 P (m) = 0, 9

n n
6 7 8 6 7 8

1 36 3, 7 · 104 4, 0 · 105 1, 8 · 106 1, 1 · 105 6, 0 · 105 3, 5 · 106

2 42 9, 5 · 104 6, 0 · 105 3, 5 · 106 1, 8 · 105 1, 2 · 106 7, 2 · 106

3 57 2, 2 · 105 1, 6 · 106 1, 3 · 107 4, 0 · 105 3, 0 · 106 ∼ 109

Òîãäà äëÿ óêàçàííûõ ïàðàìåòðîâ ñèñòåìû ñ ÷èñëîì ïîëüçîâàòåëåé, ðàñïîëî-
æåííûõ ñëåâà îò ïðÿìûõ, ÿâëÿþòñÿ íå ñòîéêèìè.

Â êà÷åñòâå ïðèìåðà îöåíèì ñòîéêîñòü íàèáîëåå ðàñïðîñòðàí¼ííûõ ñîöèàëüíûõ
ñåòåé, äàííûå ïî êîòîðûì ïðèâîäÿòñÿ â èññëåäîâàíèè êîìïàíèè ¾WebCanape¿ îò
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Ðèñ. 1. Ãðàôèêè âåðîÿòíîñòè P (m) ïðè äëèíå ïàðîëÿ n = 6

Òàáëèöà 2

� ï/ï Íàèìåíîâàíèå ñåòè Êîëè÷åñòâî ïîëüçîâàòåëåé
1 Facebook 2,27ìëðä. = 2, 27 · 109

2 Youtube 1,9 ìëðä. = 1, 9 · 109

3 Instagram 1,0 ìëðä. = 1, 0 · 109

4 Ozone 536 ìëí. = 5, 31 · 108

5 Twitter 326 ìëí. = 3, 26 · 108

6 Linkedn 303 ìëí. = 3, 03 · 108

ÿíâàðÿ 2019 ãîäà [5]. Òàê, êîëè÷åñòâî ó÷¼òíûõ çàïèñåé ïîëüçîâàòåëåé íàèáîëåå
èçâåñòíûõ ñîöèàëüíûõ ñåòåé ñîñòàâëÿåò (Òàáëèöà 2):

Ïðè ðåãèñòðàöèè óêàçàííûå ñåòè ïðåäúÿâëÿþò ðàçëè÷íûå òðåáîâàíèÿ ê ïà-
ðîëüíûì ñèñòåìàì àóòåíòèôèêàöèè, ïàðàìåòðû êîòîðûõ ïðèâåäåíû â òàáëèöå 3.

Ñðàâíèòåëüíûå äàííûå ïî ñóùåñòâóþùåìó è äîïóñòèìîìó ÷èñëó ïîëüçîâàòå-
ëåé â àíàëèçèðóåìûõ ñîöèàëüíûõ ñåòÿõ, èñïîëüçóþùèõ ïàðîëüíûå ñèñòåìû àóòåí-
òèôèêàöèè ñ óêàçàííûìè ïðè ðåãèñòðàöèè ïàðàìåòðàìè, â ñîîòâåòñòâèè ñ êðèòå-
ðèåì ñòîéêîñòè ê àòàêå ¾äåíü ðîæäåíèÿ¿ ïðèâåäåíû â òàáëèöå 4.
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Ðèñ. 2. Ãðàôèêè âåðîÿòíîñòè P (m) ïðè äëèíå ïàðîëÿ n = 7

Òàáëèöà 3

�
ï/ï

Íàèìåíîâàíèå
ñåòè

Êîëè÷åñòâî
ïîëüçîâàòåëåé

Àëôàâèò A Äëèíà
ïàðîëÿ n

PΠ1

1 Facebook 2, 27 · 109 42 6 5, 5 · 109

2 Youtube 1, 9 · 109 42 8 9, 6 ·1012

3 Instagram 1, 0 · 109 62 15 4, 8 ·1028

4 Ozone 5, 31 · 108 36 6 2, 1 · 109

5 Twitter 3, 26 · 108 36 6 2, 1 · 109

6 Linkedn 3, 03 · 108 36 6 2, 1 · 109

Êàê ñëåäóåò èç äàííûõ, ïðèâåäåííûõ â òàáëèöå 4, èç àíàëèçèðóåìûõ ñîöèàëü-
íûõ ñåòåé òîëüêî ñåòü Èíñòàãðàì ÿâëÿåòñÿ ñòîéêîé ïî îòíîøåíèþ ê àòàêå ¾äåíü
ðîæäåíèÿ¿. Îïðåäåëèì òåïåðü àíàëèòè÷åñêîå âûðàæåíèå äëÿ ïðàêòè÷åñêîãî ðàñ-

17



Ðèñ. 3. Ãðàôèêè âåðîÿòíîñòè P (m) ïðè äëèíå ïàðîëÿ n = 8

Òàáëèöà 4

�
ï/ï

Íàèìåíîâàíèå
ñåòè

Êîëè÷åñòâî
ïîëüçîâàòåëåé

Äîïóñòèìîå
êîëè÷åñòâî
ïîëüçîâàòåëåé
ïî êðèòåðèþ
P (m) = 0, 5

PΠ1

1 Facebook 2, 27 · 109 9, 5 · 104 5, 5 · 109 -
2 Youtube 1, 9 · 109 3, 6 · 106 9, 6 ·1012 -
3 Instagram 1, 0 · 109 ∼ 1012 4, 8 ·1028 Ñîîòâ.
4 Ozone 5, 31 · 108 3, 7 · 104 2, 1 · 109 -
5 Twitter 3, 26 · 108 3, 7 · 104 2, 1 · 109 -
6 Linkedn 3, 03 · 108 3, 7 · 104 2, 1 · 109 -

÷¼òà ñòîéêîñòè ñåòè ê àòàêå ¾äåíü ðîæäåíèÿ¿. Èç âûðàæåíèÿ (1) ïîëó÷èì [2]:

P (m) = 1− 1 ·
(

1− 1

N

)(
1− 2

N

)
· · ·
(

1− m− 1

N

)
= 1−

m−1∏
i=1

(
1− i

N

)
≈

≈ 1−
m−1∏
i=1

e−
i
N = 1− e−

m(m−1)
N
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Ñîãëàñíî êðèòåðèÿ (4) èìååì:

1− e−
m(m−1)

N =
1

2
, 2 = e

m(m−1)
2N , ln 2 =

m(m− 1)

2N
.

Ïðèíèìàÿ m(m− 1) ≈ m2, ïîëó÷èì

m =
√

2N ln 2 = 1, 17
√
N =

√
An = A

n
2 .

Òàêèì îáðàçîì, ïàðîëüíûå ñèñòåìû àóòåíòèôèêàöèè, èñïîëüçóåìûå â áîëüøèõ
ðàñïðåäåë¼ííûõ ñåòÿõ, â êîòîðûõ ÷èñëî ïîëüçîâàòåëåé m ñðàâíèìî èëè áîëüøå
âîçìîæíîãî êîëè÷åñòâà âûáèðàåìûõ èìè äëÿ äîñòóïà ê óñëóãàì àóòåíòèôèêàòî-
ðîâ N , äîëæíû îöåíèâàòüñÿ íà ñòîéêîñòü ê àòàêå ¾äåíü ðîæäåíèÿ¿ â ñîîòâåòñòâèè
ñ êðèòåðèåì

m = A
n
2 .
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Â ñòàòüå èññëåäóþòñÿ àïïðîêñèìèðóþùèå ñâîéñòâà êëàññà ïîðîãîâûõ áó-
ëåâûõ ôóíêöèé îò n ïåðåìåííûõ. Ïîêàçàíî, ÷òî ïðè n→∞ ôóíêöèÿ ðàññòî-
ÿíèÿ îò ñëó÷àéíîé áóëåâîé ôóíêöèè äî ýëåìåíòîâ íåêîòîðîãî êîäà ñõîäèò-
ñÿ ê ãàóññîâîìó ñëó÷àéíîìó ïîëþ ñ êîððåëÿöèîííûì ÿäðîì, çàâèñÿùèì îò
ìåòðè÷åñêèõ ñâîéñòâ êîäà. Ðàçðàáîòàí àëãîðèòì ïîñòðîåíèÿ àïïðîêñèìàöèè
ôóíêöèåé èç êîäà ñëó÷àéíîé áóëåâîé ôóíêöèè. Èññëåäîâàíû ìåòðè÷åñêèå
ñâîéñòâà êîäà, îáðàçîâàííîãî ïîðîãîâûìè ôóíêöèÿìè, è ýíòðîïèéíûå ñâîé-
ñòâà ñîîòâåòñòâóþùåãî êîððåëÿöèîííîãî ÿäðà.
Êëþ÷åâûå ñëîâà: ñëó÷àéíàÿ áóëåâà ôóíêöèÿ; ïîðîãîâàÿ ôóíêöèÿ; àïïðîê-
ñèìàöèÿ; ãàóññîâñêîå ñëó÷àéíîå ïîëå; êîððåëÿöèîííîå ÿäðî

1 Ïîðîãîâûå áóëåâû ôóíêöèè

Äëÿ óäîáñòâà áóäåì ðàññìàòðèâàòü áóëåâû ôóíêöèè âèäà f : {±1}n → {±1} (èõ
ìíîæåñòâî îáîçíà÷èì Φn) è öåíòðèðîâàííîå ðàññòîÿíèå Õýììèíãà ìåæäó íèìè
(ñêàëÿðíîå ïðîèçâåäåíèå):

∆(f, f ′) = 〈f, f ′〉 =
∑

x∈{±1}n
f(x)f ′(x) ∈ [−2n, 2n]. (1)

Ìàêñèìàëüíîå çíà÷åíèå ∆ = 2n îçíà÷àåò, ÷òî ôóíêöèè ñîâïàäàþò, ìèíèìàëü-
íîå çíà÷åíèå ∆ = −2n îòâå÷àåò íàèáîëåå óäàëåííûì (âçàèìíî èíâåðòèðîâàííûì)
ôóíêöèÿì.

Çàôèêñèðóåì íåêîòîðûé áàçèñ äåéñòâèòåëüíîçíà÷ûõ ôóíêöèé íà áóëåâîì êóáå
Ψ = {ψi}mi=1, ψi : {±1} → R, è ðàññìîòðèì ñîîòâåòñòâóþùèé êëàññ ïîðîãîâûõ
áóëåâûõ ôóíêöèé:

ΠΨ = {fw}w, fw(x) = sign 〈w,Ψ(x)〉 , x ∈ {±1}n, (2)

ãäå
w ∈ Rm \ {0}, Ψ(x) = (ψi(x))mi=1 ∈ Rm.

Âåêòîð w íàçûâàåòñÿ âåêòîðîì âåñîâ è íåîäíîçíà÷íî îïðåäåëÿåò áóëåâó ôóíêöèþ
âèäà (2). Â êëàññè÷åñêîì ñëó÷àå áàçèñ Ψ = Λ = {λi} ñîñòîèò èçm = n+1 ôóíêöèé:

λi(x) = xi, i = 1, 2, . . . , n, λn+1(x) ≡ 1. (3)
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Î÷åâèäíî, óìíîæåíèå âåêòîðà âåñîâ w íà ïîëîæèòåëüíóþ êîíñòàíòó íå ìåíÿ-
åò ôóíêöèþ fw â (2), à óìíîæåíèå w íà îòðèöàòåëüíóþ êîíñòàíòó èíâåðòèðóåò
ôóíêöèþ fw. Ïîýòîìó â äàëüíåéøåì áóäåì â îñíîâíîì ðàññìàòðèâàòü âåêòîðà
âåñîâ w, ëåæàùèå íà åäèíè÷íîé ñôåðå Sm−1 ⊂ Rm. Ìíîæåñòâî ïîðîãîâûõ ôóíê-
öèé (2) îïðåäåëÿåòñÿ ÷àñòÿìè, íà êîòîðûå åâêëèäîâî ïðîñòðàíñòâî âåñîâûõ âåê-
òîðîâ {w} = Rm (è ñôåðà Sm−1) ðàçáèâàåòñÿ 2n ãèïåðïëîñêîñòÿìè 〈Ψ(x), w〉 = 0,
x ∈ {±1}n. Êàæäîé òàêîé ÷àñòè îòâå÷àåò îäíà ïîðîãîâàÿ ôóíêöèÿ. Â ñëó÷àå îáùå-
ãî ïîëîæåíèÿ ýòèõ 2n ãèïåðïëîñêîñòåé ÷èñëî ÷àñòåé ñîîòâåòñòâóþùåãî ðàçáèåíèÿ
óñòàíîâëåíî ôîðìóëîé Øëåôëè [5], êîòîðàÿ ñëóæèò âåðõíåé îöåíêîé ìîùíîñòè
ìíîæåñòâà ïîðîãîâûõ ôóíêöèé:

#ΠΨ ≤ 2
m−1∑
i=0

(
2n − 1

i

)
= 2mn(1+o(1)), (4)

ãäå ñîîòâåòñòâóþùàÿ àñèìïòîòèêà èìååò ìåñòî ïðè m,n → ∞ è logm = o(n). Â
ñëó÷àå ñòàíäàðòíîãî ëèíåéíîãî áàçèñà (3) ýòà àñèìïòîòèêà îêàçûâàåòñÿ òî÷íîé
[1]:

#ΠΛ = 2n
2(1+o(1)), n→∞. (5)

Äàííàÿ ñòàòüÿ ïîñâÿùåíà äâóì âîïðîñàì: àëãîðèòìó ïîñòðîåíèÿ è ñâîéñòâàì
àïïðîêñèìàöèè ñëó÷àéíîé áóëåâîé ôóíêöèè â êëàññå ïîðîãîâûõ ôóíêöèé (2). Äëÿ
íà÷àëà êðàòêî ðàññìîòðèì ýòè âîïðîñû ïðè àïïðîêñèìàöèè â êëàññå ôóíêöèé èç
íåêîòîðîãî êîäà C ⊂ Φn îáùåãî âèäà.

2 Îáùèå ñâîéñòâà êîäîâûõ ðàññòîÿíèé äî ñëó÷àé-
íîé áóëåâîé ôóíêöèè

Ëåììà 1. Ïóñòü f ∈ Φn � ðàâíîìåðíî ðàñïðåäåëåííàÿ ñëó÷àéíàÿ áóëåâà ôóíêöèÿ
è d ∈ N ôèêñèðîâàíî. Òîãäà ïðè n → ∞ âåêòîð ðàññòîÿíèé (1) ìåæäó f è
íåêîòîðûìè d ôóíêöèÿìè c1, . . . , cd ∈ Φn èìååò àñèìïòîòè÷åñêè íîðìàëüíîå
ðàñïðåäåëåíèå:

δ(f, c) = 2−n/2(∆(f, ci))
d
i=1 ∼ Nd(0d, 2−n(∆(ci, cj))

d
i,j=1) (6)

ïðè ñõîäèìîñòè ñîîòâåòñòâóþùåé àñèìïòîòè÷åñêîé ìàòðèöû êîâàðèàöèé.

Òàêèì îáðàçîì, ñëó÷àéíûé ïðîöåññ δ : C → R, îáðàçîâàííûé íîðìèðîâàííûìè
ðàññòîÿíèÿìè (1) ìåæäó ÷èñòî ñëó÷àéíîé áóëåâîé ôóíêöèåé f ∈ Φn è ýëåìåíòàìè
êîäà C:

δ(c) = 2−n/2∆(f, c), c ∈ C, (7)

ÿâëÿåòñÿ öåíòðèðîâàííûì àñèìïòîòè÷åñêè íîðìàëüíûì è èìååò àñèìïòîòè÷åñêîå
êîððåëÿöèîííîå ÿäðî:

K(c, c′) = 2−n∆(c, c′), c, c′ ∈ C, (8)
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ñ åäèíè÷íîé äèàãîíàëüþ K(c, c) ≡ 1, çàâèñÿùåå ëèøü îò ìåòðè÷åñêèõ ñâîéñòâ êîäà
C (íàáîðà ïîïàðíûõ ðàññòîÿíèé).

Îïèñàííûå âïîëíå ýëåìåíòàðíûå ñâîéñòâà ïîçâîëÿþò â ïåðâîì ïðèáëèæåíèè
ïîëó÷èòü íåêîòîðûå èçâåñòíûå ðåçóëüòàòû î ïðåäåëüíîì ðàñïðåäåëåíèè êîäîâîãî
ðàññòîÿíèÿ maxc∈C δ(c) îò êîäà C äî ÷èñòî ñëó÷àéíîé áóëåâîé ôóíêöèè. Â ÷àñò-
íîñòè, äëÿ êîäà Ðèäà-Ìàëëåðà ïåðâîãî ïîðÿäêà C = RM1

n, ñîñòîÿùåãî èç 2n+1

àôôèííûõ ôóíêöèé, ïðîöåññ (7) ñîñòîèò èç 2n íåêîððåëèðîâàííûõ ñëó÷àéíûõ âå-
ëè÷èí è èõ �ìèíóñ-êîïèé�. Ðàñïðåäåëåíèå ñîîòâåòñòâóþùåãî êîäîâîãî ðàññòîÿíèÿ
maxc∈C δ(c) àïïðîêñèìèðóåòñÿ ðàñïðåäåëåíèåì ñëó÷àéíîé âåëè÷èíû max1≤i≤2n |ξi|,
ãäå ξi ∼ N (0, 1) íåçàâèñèìû. Äëÿ êîäà, ñîñòîÿùåãî òîëüêî èç ëèíåéíûõ ôóíêöèé
(àôôèííûõ ñ íóëåâûì ñâîáîäíûì ÷ëåíîì), ñëó÷àéíûé ïðîöåññ δ(·) íå ñîäåðæèò
ìèíóñ-êîïèé, è ðàñïðåäåëåíèå êîäîâîãî ðàññòîÿíèÿ àïïðîêñèìèðóåòñÿ ðàñïðåäå-
ëåíèåì ñëó÷àéíîé âåëè÷èíû max1≤i≤2n ξi. Â îáîèõ ñëó÷àÿõ, èñïîëüçóÿ òåîðèþ ýêñ-
òðåìóìîâ ñëó÷àéíûõ âåëè÷èí [2], ïðèõîäèì ê òàê íàçûâàåìûì äâàæäû ýêñïîíåí-
öèàëüíûì ïðåäåëàì.

3 Èäåÿ àëãîðèòìà àïïðîêñèìàöèè ñëó÷àéíîé áóëå-
âîé ôóíêöèè

Êàê ïðàâèëî, çàäà÷à íàõîæäåíèÿ íàèëó÷øåãî ïðèáëèæåíèÿ áóëåâîé ôóíêöèè
f ∈ Φn â êëàññå ôóíêöèé èç íåêîòîðîãî êîäà C, çàòðóäíåíà áîëüøîé âåëè÷èíîé
èñïîëüçóåìûõ íà ïðàêòèêå êîäîâ. Ïîêàæåì, êàê äëÿ ïîñòðîåíèÿ àëãîðèòìà àï-
ïðîêñèìàöèè ìîæíî èñïîëüçîâàòü òîò ôàêò, ÷òî íà âõîä ïîäàåòñÿ áóëåâà ôóíêöèÿ,
èìåþùàÿ ñâîéñòâà ÷èñòî ñëó÷àéíîé. Ïóñòü íàì óæå èçâåñòíû íåêîòîðûå d = #S
çíà÷åíèé δ(S) = (δ(s))s∈S⊂C ìàêñèìèçèðóåìîãî ïðîöåññà (7). Òîãäà, ïðèíèìàÿ âî
âíèìàíèå àñèìïòîòè÷åñêóþ íîðìàëüíîñòü óêàçàííîãî ïðîöåññà, ìû ìîæåì ïîñòðî-
èòü ãàóññîâñêóþ ëèíåéíóþ ðåãðåññèþ (ïðîãíîç) îñòàëüíûõ çíà÷åíèé:

δ̂(c|S) ::= Eδ∼N{δ(c)|δ(S)} =
∑
s∈S

aS(s, c)δ(s). (9)

Äàëåå, ÷òîáû êàæäûé ðàç íå äåëàòü îãîâîðêè, áóäåì ñ÷èòàòü ïðîöåññ (7) â
òî÷íîñòè ãàóññîâñêèì ñ êîððåëÿöèîííûì ÿäðîì (8). Åñëè ìàòðèöà êîâàðèàöèé
K(S) ::= K(S, S) âåêòîðà èçâåñòíûõ çíà÷åíèé δ(S) íåâûðîæäåíà, âåêòîð êîýôôè-
öèåíòîâ ïðîãíîçèðîâàíèÿ (9) äîïóñêàåò ñëåäóþùåå ÿâíîå âûðàæåíèå:

|aS(S, c)〉 = K(S)−1 |K(S, c)〉 , (10)

è (9) ïåðåïèøåòñÿ â âèäå:

δ̂(c|S) = 〈δ(S)| K(S)−1 |K(S, c)〉 . (11)

Ïðè ýòîì â ñèëó ñâîéñòâ íîðìàëüíîãî çàêîíà óñëîâíîå êîððåëÿöèîííîå ÿäðî
K(t, t′|S), t, t′ ∈ T , íà T = C \ S íå çàâèñèò îò çíà÷åíèé δ(S):

K(t, t′|S) ::= Cov(δ(t), δ(t′)|δ(S)) = K(t, t′)− 〈K(t, S)| K(S)−1 |K(t′, S)〉 . (12)
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Êàê âèäèì, äëÿ ïîñòðîåíèÿ ïðîãíîçà â (11) íåîáõîäèìî îáðàòèòü ìàòðèöó ðàç-
ìåðà d × d, ÷òî èìååò âû÷èñëèòåëüíóþ ñëîæíîñòü O (d3) (íàèëó÷øèé èçâåñòíûé
àëãîðèòì Êîïïåðñìèòà-Âèíîãðàäà [4] è åãî âàðèàöèè èìåþò ñëîæíîñòü O (d2.37),
êîòîðàÿ äîñòèãàåòñÿ òîëüêî ïðè î÷åíü áîëüøèõ d). Îäíàêî îáðàùàåìàÿ ìàòðè-
öà K(S) ñèììåòðè÷íà, ïîëîæèòåëüíî îïðåäåëåíà è ïðè èòåðàòèâíîì ðàñøèðå-
íèè ìíîæåñòâà S (äîáàâëåíèè ýëåìåíòà s ∈ C \ S) âõîäèò â êà÷åñòâå ïîäìàò-
ðèöû â K(S ∪ {s}). Â òàêîì ñëó÷àå äëÿ âû÷èñëèòåëüíîé îïòèìèçàöèè ïðèìå-
íèì ïðîöåññ îðòîãîíàëèçàöèè Ãðàìà-Øìèäòà, êîòîðûé ïðåäïîëàãàåò õðàíåíèå
O (d2) âñïîìîãàòåëüíûõ êîýôôèöèåíòîâ íà øàãå d: îáðàòíîé ìàòðèöû Ãðàìà
Qd ::= K(S)−1 ∈ Rd×d è åå ðàçëîæåíèÿ Õîëåöêîãî Qd = R′R, ãäå R = (Ri,j)

d
i,j=1 �

íèæíåòðåóãîëüíàÿ ìàòðèöà. Åå êîýôôèöèåíòû îïðåäåëåíû ñëåäóþùèìè ñîîòíî-
øåíèÿìè:

ξi ::=
i∑

j=1

Ri,jδj, i = 1, . . . , d. (13)

Çäåñü {ξi}di=1 ïðåäñòàâëÿåò ñîáîé îðòîãîíàëèçîâàííóþ (Cov(ξi, ξj) = 1 {i = j}) ïî-
ñëåäîâàòåëüíîñòü ñëó÷àéíûõ âåëè÷èí {δi ::= δ(si)}di=1, S = {si}di=1. Êðîìå òîãî, íà
êàæäîì íîâîì øàãå âû÷èñëÿåòñÿ d-âåêòîð êîýôôèöèåíòîâ ïðîãíîçèðîâàíèÿ:〈

fd
∣∣ ::= 〈δ(S)| K(S)−1, (14)

êîòîðûé ìîæåò áûòü ðåêóðñèâíî ïîñòðîåí ïî fd−1 çà O (d) îïåðàöèé:

fd = fd−1 + ξdRd, fdi = fd−1
i + Rd,i

d∑
j=1

Rd,jδj, i = 1, . . . , d, (15)

ãäå ïîëàãàåì f ij ≡ 0 ïðè j > i. Ôîðìóëà (11) ïðèâîäèòñÿ ê ïðîñòîìó âèäó:

δ̂(c|S) =
〈
fd|K(S, c)

〉
=

d∑
i=1

fdi K(c, si). (16)

Ðåêóððåíòíûå ôîðìóëû îðòîãîíàëèçàöèè òðåáóþò O (d2) îïåðàöèé íà d-ì øàãå
(âñþäó Ki,j ::= K(si, sj)):

Rd,d =

1−
d−1∑
i=1

(
i∑

j=1

Ri,jKd,j

)2
−1/2

, (17)

Rd,j = −Rd,d

d−1∑
j′=1

Kd,j′Qd−1
j,j′ , j = 1, . . . , d− 1, (18)

Qd
j,j′ = Qd−1

j,j′ + |Rd〉 〈Rd| , Qd
j,j′ = Qd−1

j,j′ + Rd,jRd,j′ , j, j
′ = 1, . . . , d, (19)

ãäå ñ÷èòàåì Qd−1
j,j′ ≡ 0 ïðè max{j, j′} = d. Íà÷àëüíûå çíà÷åíèÿ ïðè d = 1 çàäàþòñÿ

òàê:
Q1 = 1, R1,1 = 1, f1 = δ(s1). (20)

Ïðåäëàãàåòñÿ ñëåäóþùàÿ ñõåìà àëãîðèòìà ìàêñèìèçàöèè ôóíêöèè δ íà
êîäå C:
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1: Íåêîòîðûì ñïîñîáîì âûáèðàåì íà÷àëüíûé ýëåìåíò s1 ∈ C, èíèöèàëèçèðóåì
âåëè÷èíû (20), ïîëàãàåì S = {s1}, d = 1, δ∗ = δ(s1), c∗ = s1, ïåðåõîäèì ê
øàãó 2;

2: Åñëè d > 1, âû÷èñëÿåì âåëè÷èíû Qd, Rd è fd ïî ôîðìóëàì (15), (17)-(19),
ïåðåõîäèì ê øàãó 3;

3: Ìàêñèìèçèðóåì ïðîãíîç (16) ñðåäè c ∈ T = C \ S è ïîëàãàåì

sd+1 = arg max
c∈T

δ̂(c|S),

åñëè âûïîëíåíî íåêîòîðîå óñëîâèå îñòàíîâêè � âûõîäèì èç ïðîãðàììû è
âîçâðàùàåì ïàðó (c∗, δ∗), èíà÷å âû÷èñëÿåì δd+1 = δ(sd+1), â ñëó÷àå δd+1 > δ∗
îáíîâëÿåì çíà÷åíèÿ δ∗ = δd+1 è c∗ = sd+1, ïîëàãàåì S = S ∪ {sd+1}, d = d+ 1
è ïåðåõîäèì ê øàãó 2.

Çàìå÷àíèå 1. Îïèñàííûé àëãîðèòì èìååò ñìûñë òîëüêî ïðè íàëè÷èè ñòàòèñòè÷å-
ñêèõ çàâèñèìîñòåé ìåæäó ñëó÷àéíûìè âåëè÷èíàìè δ(c), c ∈ C, äðóãèìè ñëîâàìè,
êîãäà êîððåëÿöèîííîå ÿäðî K ñóùåñòâåííî îòëè÷àåòñÿ îò åäèíè÷íîé ìàòðèöû.
Â ÷àñòíîñòè, êàê áûëî îòìå÷åíî ðàíåå, ýòî óñëîâèå íå âûïîëíÿåòñÿ äëÿ êîäà
Ðèäà-Ìàëëåðà ïåðâîãî ïîðÿäêà C = RM1

n.

Ïîêàæåì, ÷òî äëÿ êîäà C = ΠΨ, îáðàçîâàííîãî ïîðîãîâûìè áóëåâûìè ôóíêöè-
ÿìè (2), êîððåëÿöèîííîå ÿäðî K ñóùåñòâåííî îòëè÷àåòñÿ îò åäèíè÷íîé ìàòðèöû
ïðè äîâîëüíî îáùèõ îãðàíè÷åíèÿõ íà áàçèñ Ψ.

4 Ñôåðè÷åñêàÿ ñòðóêòóðà ìíîæåñòâà ïîðîãîâûõ
ôóíêöèé

Ðàññìîòðèì ìíîæåñòâî âåñîâûõ âåêòîðîâ {w} = Sm−1 ñ íîðìèðîâàííîé ñôåðè÷å-
ñêîé ìåòðèêîé d è êîððåëÿöèîííûì ÿäðîì K âèäà:

d(w,w′) =
1

π
arccos 〈w,w′〉 , K(w,w′) =

2

π
arcsin 〈w,w′〉 = 1− 2d(w,w′). (21)

Íåòðóäíî ïðîâåðèòü, ÷òî ÿäðî (21) äåéñòâèòåëüíî ÿâëÿåòñÿ êîððåëÿöèîííûì, òî
åñòü íåîòðèöàòåëüíî îïðåäåëåííûì, ïîñêîëüêó ïðåäñòàâèìî â âèäå êâàäðàòà äðó-
ãîãî ñèììåòðè÷åñêîãî ÿäðà:

K = L
2, K(w,w′) =

∫
Sm−1

L(w, v)L(v, w′)µ(dv), L(w,w′) = sign 〈w,w′〉 . (22)

Çäåñü µ � ðàâíîìåðíàÿ âåðîÿòíîñòíàÿ ìåðà íà ñôåðå Sm−1.
Îêàçûâàåòñÿ, ïðè íåêîòîðûõ äîâîëüíî îáùèõ îãðàíè÷åíèÿõ íà áàçèñ Ψ ìåò-

ðèêà è êîððåëÿöèîííîå ÿäðî (21) õîðîøî àïïðîêñèìèðóþò ìåòðèêó Õýììèíãà íà
ìíîæåñòâå C = ΠΨ ïîðîãîâûõ ôóíêöèé è ñîîòâåòñòâóþùåå ÿäðî (8):

K(fw, fw′) ≈ K(w,w′), w, w′ ∈ Sm−1. (23)
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Âîçüìåì äëÿ íà÷àëà àôôèííûé áàçèñ Ψ = Λ è äâà âåñîâûõ âåêòîðà w, u ∈ Sm−1 =
Sn. Òîãäà ïî îïðåäåëåíèþ äëÿ ïîðîãîâûõ áóëåâûõ ôóíêöèé fw è fu èìååì:

K(fw, fu) = E {sign 〈w,Λ(x)〉 sign 〈u,Λ(x)〉} = E {sign(αβ)} ,
ãäå α = 〈w, γΛ(x)〉, β = 〈u, γΛ(x)〉, x ∈ {±1}n ðàâíîìåðíî ðàñïðåäåëåí, γ ∈ {±1} �
âñïîìîãàòåëüíûé ñëó÷àéíûé ðàâíîâåðîÿòíûé ýëåìåíò, íå çàâèñÿùèé îò x. Âåêòîð
γΛ(x) = (y1, . . . , yn+1) î÷åâèäíî ðàâíîìåðíî ðàñïðåäåëåí íà {±1}n+1, è äëÿ ñóììû

(α, β) =
n+1∑
i=1

yi(wi, ui)

ñïðàâåäëèâà ÖÏÒ, åñëè âûïîëíåíî óñëîâèå Ëèíäåáåðãà [3]:

∀ε > 0,
n+1∑
i=1

(w2
i + u2

i )1
{
w2
i + u2

i > ε
}
−→
n→∞

0. (24)

Â ýòîì ñëó÷àå α è β èìåþò àñèìïòîòè÷åñêè (ïðè n→∞) íîðìàëüíîå ñîâìåñòíîå
ðàñïðåäåëåíèå ñ êîððåëÿöèåé 〈w, u〉, îòêóäà

K(fw, fu) = E {sign(αβ)} −→
n→∞

2

π
arcsin 〈w, u〉 = K(w, u).

Ïðè n → ∞ óñëîâèå (24) âûïîëíåíî ïî÷òè äëÿ âñåõ ïàð w, u. Â ñàìîì äåëå,
çàäàäèì íåçàâèñèìûå ðàâíîìåðíî ðàñïðåäåëåííûå w, u ∈ Sn â âèäå: w = W/‖W‖,
u = U/‖U‖, ãäå W è U � íåçàâèñèìûå ñòàíäàðòíûå ãàóññîâñêèå (n + 1)-âåêòîðû.
Òîãäà ïî÷òè íàâåðíîå ‖W‖2 ∼ ‖U‖2 ∼ n è ñóììà â (24) ýêâèâàëåíòíà âåëè÷èíå

1

n

n+1∑
i=1

(W 2
i + U2

i )1
{
W 2
i + U2

i > nε
}
∼ E {2ζ · 1 {2ζ > nε}} ∼ nεe−nε/2 → 0,

ãäå ζ = χ2
2/2 � ñòàíäàðòíàÿ ýêñïîíåíöèàëüíàÿ ñëó÷àéíàÿ âåëè÷èíà.

Äëÿ ïðîèçâîëüíîãî áàçèñà Ψ àïïðîêñèìàöèÿ (23) òåì òî÷íåå, ÷åì áîëåå �ðàâíî-
ìåðíî� ðàñïðåäåëåíû íà ñôåðå Sm−1 âåêòîðû ±Ψ(x), x ∈ {±1}n (íå îãðàíè÷èâàÿ
îáùíîñòè, ìîæåì ñ÷èòàòü ‖Ψ(x)‖ ≡ 1). Ðàçîáðàííûé ïðèìåð àôôèííîãî áàçèñà
Ψ = Λ ïîêàçûâàåò, ÷òî âåêòîðû ±Λ(x) (2n+1 âåðøèí ãèïåðêóáà, âïèñàííîãî â Sn)
äîñòàòî÷íî ðàâíîìåðíî çàïîëíÿþò Sn ïðè áîëüøèõ n. Áóäåì äàëåå ñ÷èòàòü, ÷òî
èìååì äåëî èìåííî ñ òàêèì �ðàâíîìåðíûì� áàçèñîì Ψ.

Çàäà÷à ìàêñèìèçàöèè ôóíêöèè δ íà êîäå C = ΠΨ ñ ïîìîùüþ îïèñàííîé àï-
ïðîêñèìàöèè ÿäåð çàìåíÿåòñÿ çàäà÷åé ìàêñèìèçàöèè ãàóññîâñêîãî ñëó÷àéíîãî ïî-
ëÿ δ : Sm−1 → R ñ íóëåâûì ñðåäíèì è êîððåëÿöèîííûì ÿäðîì (21). Êàê óæå áûëî
îòìå÷åíî, ñîîòâåòñòâèå w 7→ fw âåñîâûõ âåêòîðîâ è ïîðîãîâûõ ôóíêöèé íå áèåê-
òèâíî. Â èñõîäíîé çàäà÷å ñôåðà Sm−1 ðàçáèòà íà êîíå÷íîå ÷èñëî ÷àñòåé (êàæäàÿ
÷àñòü � îäíà ïîðîãîâàÿ ôóíêöèÿ), è ïîëå δ êóñî÷íî ïîñòîÿííî íà ýòèõ ÷àñòÿõ.
×èñëî ÷àñòåé #ΠΨ îãðàíè÷åíî ñâåðõó îöåíêîé Øëåôëè (4), à èõ óñëîâíûì ñðåä-
íèì ðàçìåðîì (äèàìåòðîì), ñîãëàñíî àïïðîêñèìàöèè (23), ìîæíî ñ÷èòàòü âåëè÷è-
íó d = 2−n, ïîñêîëüêó, ïåðåõîäÿ ïî áîëüøîé äóãå îò w ∈ Sm−1 ê −w, ìû ïåðåõîäèì
îò ïîðîãîâîé ôóíêöèè fw ê åå èíâåðñèè f−w, ïðåîäîëåâàÿ ðàññòîÿíèå Õýììèíãà
2n (÷èñëî ïåðåñå÷åííûõ ÷àñòåé), ÷òî â íîðìèðîâàííîé ñôåðè÷åñêîé ìåòðèêå (21)
îòâå÷àåò ðàññòîÿíèþ d(w,−w) = 1.
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5 Àíàëèç ýíòðîïèéíûõ õàðàêòåðèñòèê êîððåëÿöè-
îííîãî ÿäðà K

Äëÿ ãàóññîâñêèõ ïðîöåññîâ ýíòðîïèÿ íàïðÿìóþ ñâÿçàíà ñî ñðåäíåêâàäðàòè÷åñêîé
îøèáêîé àïïðîêñèìàöèè. Ïðè ïîñëåäîâàòåëüíîì äèñêðåòíîì íàáëþäåíèè çíà÷å-
íèé ζt òàêîãî ïðîöåññà êàæäîå íîâîå çíà÷åíèå ïðè èçâåñòíûõ ïðåäûäóùèõ èìååò
íåîïðåäåëåííîñòü D {ζt|ζs, s < t} = Dt. Ñðåäíåå ãåîìåòðè÷åñêîå ýòèõ íåîïðåäåëåí-
íîñòåé íå çàâèñèò îò òîãî, â êàêîì ïîðÿäêå íàáëþäàëèñü ñëó÷àéíûå âåëè÷èíû ζt,
è âûðàæàåòñÿ ÷åðåç óäåëüíóþ ýíòðîïèþ h, ïðèõîäÿùóþñÿ íà îäíî íàáëþäåíèå:

D = (D1 . . . Dt)
1/t =

e2h−1

2π
. (25)

Íàñ áóäåò èíòåðåñîâàòü ýíòðîïèÿ äèñêðåòíûõ ïîäìíîæåñòâ ñôåðû Sm−1 îòíîñè-
òåëüíî êîððåëÿöèîííîãî ÿäðà (21), ïîñêîëüêó îò ýòîé ýíòðîïèè çàâèñèò ñêîðîñòü
óìåíüøåíèÿ �îñòàâøåéñÿ íåîïðåäåëåííîñòè� â õîäå íàáëþäåíèÿ íîâûõ çíà÷åíèé
ïðîöåññà, à òàêæå âðåìÿ ðàáîòû ïðåäëîæåííîãî àëãîðèòìà ìàêñèìèçàöèè, åñëè,
ê ïðèìåðó, â êà÷åñòâå óñëîâèÿ îñòàíîâêè âûáðàòü äîñòèæåíèå íåêîòîðîãî ïîðîãà
ñðåäíåé íåîïðåäåëåííîñòè:

D ≤ ε.

Ðàññìîòðèì äâà äèñêðåòíûõ ìíîæåñòâà íà Sm−1 � áóëåâ êóá Cm è äâîéñòâåííûé
åìó îðòîãîíàëüíûé êàíîíè÷åñêèé áàçèñ Bm:

Cm = {w = (±m−1/2, . . . ,±m−1/2)}, Bm = {w = (1 {i = j})mj=1, i = 1, . . . ,m}. (26)

Î÷åâèäíî #C = 2m, #Bm = m. Ïîäìíîæåñòâî èç 2m−1 âåêòîðîâ w ∈ Cm ñ ïîëî-
æèòåëüíîé ïîñëåäíåé êîìïîíåíòîé wm > 0 îáîçíà÷èì C+

m, äîïîëíèòåëüíîå ê íåìó
C−m = Cm \ C+

m.

Çàìå÷àíèå 2. Áóëåâ êóá Cm ïðåäñòàâëÿåò ñîáîé ìíîæåñòâî òî÷åê ñôåðû Sm−1,
íàèáîëåå óäàëåííûõ îò áàçèñà Bm è åãî èíâåðñèè −Bm, è íàîáîðîò. Ïðè ýòîì
ââèäó èíâàðèàíòíîñòè ÿäðà (21) ê îðòîãîíàëüíûì ïðåîáðàçîâàíèÿì ñôåðû Sm−1

âûáîð ëþáîãî äðóãîãî îðòîãîíàëüíîãî áàçèñà è äâîéñòâåííîãî åìó áóëåâà êóáà íå
ïîâëèÿåò íà èññëåäóåìûå ýíòðîïèéíûå õàðàêòåðèñòèêè.

Ëåììà 2. Ïóñòü S ⊂ Sm−1 � êîíå÷íîå ìíîæåñòâî m-âåêòîðîâ åäèíè÷íîé äëè-
íû. Òîãäà ìàòðèöà K(S) âûðîæäåíà òîãäà è òîëüêî òîãäà, êîãäà S ñîäåðæèò
ïàðó {w,−w}.

Ñëåäñòâèå 1. ßäðî K íåâûðîæäåíî â îãðàíè÷åíèè íà ïîëîâèíó áóëåâà êóáà C+
m,

è âûðîæäåíî â îãðàíè÷åíèè íà âåñü Cm.

Íåâûðîæäåííîñòü ÿäðà K â îãðàíè÷åíèè íà áàçèñ Bm î÷åâèäíà è áåç Ëåììû
2, ïîñêîëüêó K(Bm) = Im.

Ñëåäñòâèå 2. ßäðî K áåñêîíå÷íîìåðíî.
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Ïîñëåäíåå ïîíèìàåòñÿ â òîì ñìûñëå, ÷òî ñóùåñòâóþò íåâûðîæäåííûå êîíå÷-
íûå ìèíîðû K(S) ëþáîãî ðàçìåðà.

Òåîðåìà 1. Ïóñòü w � ëþáàÿ èç âåðøèí áóëåâà êóáà Cm. Òîãäà óñëîâíàÿ äèñ-
ïåðñèÿ çíà÷åíèÿ ïîëÿ δ(w) â ýòîé òî÷êå ïðè m èçâåñòíûõ çíà÷åíèÿõ ïîëÿ δ íà
ìíîæåñòâå Bm ïðè m→∞ èìååò ñëåäóþùóþ àñèìïòîòèêó:

K(w,w|Bm) ∼ 1−
(

2

π

)2

. (27)

Äðóãèìè ñëîâàìè, åñëè ìû çíàåì çíà÷åíèÿ ãàóññîâñêîãî ïîëÿ δ ∼ K â òî÷êàõ
ìíîæåñòâà Bm, òî ïðè áîëüøèõ m ìàêñèìàëüíàÿ óñëîâíàÿ äèñïåðñèÿ ñðåäè îñòàâ-
øèõñÿ òî÷åê w ∈ Sm−1 (â ñàìûõ óäàëåííûõ îò Bm òî÷êàõ w � íà áóëåâîì êóáå Cm)
äîñòèãàåò çíà÷åíèÿ ∼ 1− 4/π2. Îïèøåì òåïåðü çåðêàëüíóþ ñèòóàöèþ.

Òåîðåìà 2. Â ñëó÷àå 2m èçâåñòíûõ çíà÷åíèé ïîëÿ δ íà áóëåâîì êóáå Cm óñëîâíîå
ÿäðî K íà ìíîæåñòâå Bm èìååò ñëåäóþùóþ àñèìïòîòèêó ïðè m→∞:

K(Bm|Cm) ∼ κ · Im, κ = 1− 2

π
. (28)

Êàê âèäèì, ïðè m èçâåñòíûõ çíà÷åíèÿõ ïîëÿ δ íà Bm íàèáîëüøàÿ óñëîâíàÿ
íåîïðåäåëåííîñòü ñðåäè îñòàëüíûõ òî÷åê àñèìïòîòè÷åñêè ðàâíà 1 − 4/π2 ≈ 0.59,
â òî âðåìÿ êàê ïðè 2m èçâåñòíûõ çíà÷åíèÿõ íà Cm ýòîò ïîêàçàòåëü ñíèæàåòñÿ äî
1− 2/π ≈ 0.36.

Îòìåòèì, ÷òî ìàòðèöà K(S) = L
2(S) äëÿ äîñòàòî÷íî �ðàâíîìåðíûõ� è áîëüøèõ

êîíå÷íûõ ìíîæåñòâ S ⊂ Sm−1 ìîæåò áûòü ïðèáëèæåíà ìàòðèöåé (L(S))2. Ýòî
ïîçâîëÿåò ïîëó÷èòü îöåíêó âåëè÷èíû (25) äëÿ ìíîæåñòâà C+

m ïðè m→∞:

D(C+
m) ∼ 4

√
e

πm
.

Äðóãèìè ñëîâàìè, ñðåäíÿÿ íåîïðåäåëåííîñòü (25) â ñëó÷àå íàáëþäåíèÿ 2m−1 çíà-
÷åíèé ïîëÿ δ ∼ K íà C+

m àñèìïòîòè÷åñêè ïðîïîðöèîíàëüíà m−1.
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Äëÿ îðãàíèçàöèè êîíôèäåíöèàëüíîãî îáùåíèÿ ìåæäó êëèåíòàìè ìîæíî
èñïîëüçîâàòü äîâåðåííûé ñåðâåð. Íî òàêîé ñåðâåð íå ìîæåò ïðåäîñòàâèòü
ãàðàíòèè òîãî, ÷òî îí ïðèäåðæèâàåòñÿ ïðåäïèñàííîãî åìó ïîâåäåíèÿ. Ïîýòî-
ìó â ñîâðåìåííûõ èíôîðìàöèîííûõ ñèñòåìàõ, â ïåðâóþ î÷åðåäü â ñèñòåìàõ
ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè, èñïîëüçóåòñÿ êîíöåïöèÿ ñêâîçíîãî øèô-
ðîâàíèÿ, êîòîðàÿ ïîçâîëÿåò ãàðàíòèðîâàòü, ÷òî ðàñøèôðîâàòü ïåðåäàâàåìûå
ñîîáùåíèÿ ìîãóò òîëüêî êëèåíòû, ó÷àñòâóþùèå â îáùåíèè. Â ðàáîòå ðàñ-
ñìàòðèâàþòñÿ èçâåñòíûå ïðîòîêîëû ñêâîçíîãî øèôðîâàíèÿ, à òàêæå ïðîâî-
äèòñÿ ñðàâíèòåëüíûé àíàëèç áåçîïàñíîñòè ïîïóëÿðíûõ ñèñòåì ìãíîâåííîãî
îáìåíà ñîîáùåíèÿìè.
Êëþ÷åâûå ñëîâà: ñêâîçíîå øèôðîâàíèå; OTR; Signal Protocol; MTProto;
ñèñòåìà ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè

1 Ââåäåíèå

Áîëüøèíñòâî ñîâðåìåííûõ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ îñíîâàíî íà âçàèìî-
äåéñòâèè êëèåíòîâ ñ ñåðâåðîì. Êàê ïðàâèëî, â òàêèõ ñèñòåìàõ îáùåíèå êëèåíòîâ
ìåæäó ñîáîé ñâîäèòñÿ ê îòïðàâêå àäðåñàíòîì ñîîáùåíèé íà ñåðâåð, êîòîðûé çàòåì
ïåðåñûëàåò èõ àäðåñàòó. Ïðè ýòîì äåêëàðèðóåòñÿ àáñîëþòíîå äîâåðèå ê ñåðâåðó:
ñ÷èòàåòñÿ, ÷òî îí êîððåêòíî âûïîëíÿåò ïðîòîêîë, íå äåëàÿ íè÷åãî èíîãî. Òàêîé
ïîäõîä íå âñåãäà óñòðàèâàåò êëèåíòîâ, ïîñêîëüêó ñåðâåð íå ìîæåò ïðåäîñòàâèòü
ãàðàíòèè òîãî, ÷òî îí ïðèäåðæèâàåòñÿ ïðåäïèñàííîãî åìó ïîâåäåíèÿ.

Ïîýòîìó âîçíèêëà àëüòåðíàòèâíàÿ êîíöåïöèÿ îðãàíèçàöèè çàùèùåííîãî âçà-
èìîäåéñòâèÿ � ñêâîçíîå øèôðîâàíèå (end-to-end encryption � E2EE): òîëüêî êëè-
åíòû, ó÷àñòâóþùèå â îáùåíèè, èìåþò âîçìîæíîñòü ðàñøèôðîâàòü ïåðåäàâàåìûå
ñîîáùåíèÿ, à ñåðâåð ëèøü ïîìîãàåò â îðãàíèçàöèè çàùèùåííîãî êàíàëà äëÿ îá-
ùåíèÿ, íå îáëàäàÿ èíôîðìàöèåé, äîñòàòî÷íîé äëÿ ðàñêðûòèÿ ïåðåïèñêè. Â äàí-
íîé ðàáîòå ðàññìàòðèâàþòñÿ êðèïòîãðàôè÷åñêèå àðõèòåêòóðû èçâåñòíûõ ïðîòî-
êîëîâ ñêâîçíîãî øèôðîâàíèÿ: O�-the-Record Messaging (OTR), Signal Protocol è
MTProto. Òàêæå ôîðìóëèðóþòñÿ êðèòåðèè áåçîïàñíîñòè ñèñòåì ìãíîâåííîãî îá-
ìåíà ñîîáùåíèÿìè, ñ ïîìîùüþ êîòîðûõ ïðîâîäèòñÿ ñðàâíèòåëüíûé àíàëèç íàè-
áîëåå ïîïóëÿðíûõ èç ñèñòåì: Telegram, Signal, Viber, WhatsApp, FB Messenger è
Skype.
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2 Ïðîòîêîëû ñêâîçíîãî øèôðîâàíèÿ

Ðàññìàòðèâàþòñÿ íåñêîëüêî èçâåñòíûõ ïðîòîêîëîâ ñêâîçíîãî øèôðîâàíèÿ. Ïðî-
òîêîë OTR [3] áûë ïðåäëîæåí â 2004 ãîäó äëÿ èñïîëüçîâàíèÿ â ñèñòåìàõ ìãíî-
âåííîãî îáìåíà ñîîáùåíèÿìè Íèêèòîé Áîðèñîâûì è Èàíîì Ãîëäáåðãîì. Ïðîòîêîë
MTProto [2] áûë ðàçðàáîòàí â 2013 ãîäó Íèêîëàåì Äóðîâûì ñïåöèàëüíî äëÿ ñè-
ñòåìû ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè Telegram. Ïðîòîêîë Signal [1] (ðàíåå �
TextSecure) íà÷àë ñîçäàâàòüñÿ â 2013 ãîäó Òðåâîðîì Ïåððèíîì è Ìîêñè Ìàðëèí-
ñïàéêîì äëÿ îáåñïå÷åíèÿ ñêâîçíîãî øèôðîâàíèÿ ìãíîâåííûõ ñîîáùåíèé, àóäèî è
âèäåîçâîíêîâ.

Êàæäûé èç ýòèõ ïðîòîêîëîâ ìîæåò áûòü óñëîâíî ðàçäåëåí íà òðè ôàçû.

1. Çàïðîñ íà óñòàíîâëåíèå ñîåäèíåíèÿ � ñòîðîíû ñîãëàñóþò èñïîëüçóåìûå
êðèïòîíàáîðû.

2. Âûðàáîòêà îáùåãî êëþ÷à � ñòîðîíû âûïîëíÿþò ïðîòîêîë, ðåçóëüòàòîì êî-
òîðîãî ÿâëÿåòñÿ îáùèé êëþ÷.

3. Îáìåí ñîîáùåíèÿìè � âûïîëíÿåòñÿ ïðîòîêîë îáìåí ñîîáùåíèÿìè, â êîòîðîì
èñïîëüçóåìûé äëÿ øèôðîâàíèÿ ñîîáùåíèÿ êëþ÷ ïîñòîÿííî ìåíÿåòñÿ.

Âòîðàÿ ôàçà âî âñåõ òðåõ ïðîòîêîëà îñíîâàíà íà ïðîòîêîëå Äèôôè-Õåëëìàíà,
ïðè÷åì â Signal îí âûïîëíÿåòñÿ òðè ðàçà [4]. Ïðè ýòîì èñïîëüçóþòñÿ ðàçëè÷íûå
ãðóïïû: â OTR è MTProto ýòî ìóëüòèïëèêàòèâíàÿ ãðóïïà êîëüöà âû÷åòîâ, à â
Signal � ãðóïïà òî÷åê ýëëèïòè÷åñêîé êðèâîé. Ïðîòîêîëû èìåþò ìåõàíèçìû, ïîç-
âîëÿþùèå óáåäèòüñÿ, ÷òî ïîñòðîåííûé îáùèé êëþ÷ ñîâïàäàåò: â OTR èñïîëüçóåò-
ñÿ ìåõàíèçì, îñíîâàííûé íà âûðàáîòêå èìèòîâñòàâîê, â MTProto � íà ñðàâíåíèè
ïîëó÷åííûõ õýø-çíà÷åíèé îáùåãî êëþ÷à, â Signal � íà ðåçóëüòàòàõ ðàñøèôðîâà-
íèÿ çàøèôðîâàííîãî â AEAD ðåæèìå ñîîáùåíèÿ. Âñå òðè ïðîòîêîëà ïîäâåðæåíû
àòàêå òèïà ¾ïðîòèâíèê ïîñåðåäèíå¿. Äëÿ çàùèòû îò äàííîé àòàêè â OTR ïðåä-
ëàãàåòñÿ èñïîëüçîâàòü ïðîòîêîë ¾ìèëëèîíåðîâ-ñîöèàëèñòîâ¿, êîòîðûé ïîçâîëÿåò
ñòîðîíàì ïðîâåðèòü ïîäëèííîñòü äðóã äðóãà ïðè íàëè÷èè ó íèõ îáùåãî ñåêðåòà. Â
ïðîòîêîëàõ MTProto è Signal ïðåäóñìîòðåíî ñîçäàíèå è âèçóàëüíîå îòîáðàæåíèå
îòïå÷àòêîâ (ñôîðìèðîâàííûõ ñ ïîìîùüþ îäíîñòîðîííèõ ôóíêöèé çíà÷åíèé) îá-
ùåãî êëþ÷à (MTProto) èëè îòêðûòûõ èäåíòèôèêàöèîííûõ êëþ÷åé ïîëüçîâàòåëåé
(Signal).

Íà òðåòüåé ôàçå ïåðåäàâàåìûå êëèåíòàìè ñîîáùåíèÿ øèôðóþòñÿ ñ ïîìîùüþ
ñèììåòðè÷íîãî àëãîðèòìà øèôðîâàíèÿ (êàê ïðàâèëî, AES-256). Äîïîëíèòåëüíî
âûïîëíÿåòñÿ êîíòðîëü öåëîñòíîñòè ñ ïîìîùüþ èìèòîâñòàâêè. Â OTR øèôðîâà-
íèå âûïîëíÿåòñÿ â ðåæèìå CTR (ñõåìà Encrypt-then-mac), â MTProto � â ðåæèìå
IGE (ñõåìà Mac-then-encrypt), â Signal � ðåæèìû CBC èëè AEAD (ñõåìà Encrypt-
then-mac) [5]. Äëÿ çàùèòû îò ¾÷òåíèÿ íàçàä¿ (Perfect Forward Secrecy) ñ ïîìîùüþ
ïðîòîêîëà Äèôôè-Õåëëìàíà ïåðèîäè÷åñêè ôîðìèðóåòñÿ íîâûé îáùèé êëþ÷. Â
OTR è Signal ïðåäóñìîòðåíà ñìåíà îáùåãî êëþ÷à ïîñëå îòïðàâêè èëè ïîëó÷åíèÿ
îäíîãî ñîîáùåíèÿ, à â MTProto � ïîñëå 100 ñîîáùåíèé èëè ÷åðåç 7 äíåé ñóùå-
ñòâîâàíèÿ ñòàðîãî îáùåãî êëþ÷à. Ïðè ýòîì ñåêðåòíûé êëþ÷ äëÿ øèôðîâàíèÿ
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ïåðåäàâàåìûõ ñîîáùåíèé âñåãäà ðàçíûé (â OTR è Signal ìåíÿåòñÿ îáùèé êëþ÷ ïî
êîòîðîìó ñòðîèòñÿ ñåêðåòíûé, à â MTProto ñåêðåòíûé êëþ÷ ôîðìèðóåòñÿ â òîì
÷èñëå ñ èñïîëüçîâàíèåì îòêðûòîãî òåêñòà è ñëó÷àéíûõ äàííûõ).

3 Êðèòåðèè áåçîïàñíîñòè

Ñðàâíèòåëüíûé àíàëèç ñèñòåì ìãíîâåííîãî îáìåíà ñîîáùåíèÿ áûë ïðîâåäåí ïî
äåâÿòè êðèòåðèÿì, õàðàêòåðèçóþùèì áåçîïàñíîñòü ñèñòåìû. Ðåçóëüòàòû ñðàâíè-
òåëüíîãî àíàëèçà ñâåäåíû â òàáëèöó 1.

Íèæå ïðèâåäåíû ñôîðìóëèðîâàííûå êðèòåðèè è ïðàâèëà çàïîëíåíèÿ ñâîäíîé
òàáëèöû:

1. Îòêðûòîñòü èñõîäíîãî êîäà
Ïîçâîëÿåò íåçàâèñèìûì ñïåöèàëèñòàì óáåäèòüñÿ â êîððåêòíîñòè ðåàëèçà-
öèè ïðîòîêîëîâ ñêâîçíîãî øèôðîâàíèÿ, à òàêæå â îòñóòñòâèè â èñõîäíîì
êîäå óÿçâèìîñòåé è íåçàäåêëàðèðîâàííûõ âîçìîæíîñòåé, ïîçâîëÿþùèõ ðàñ-
êðûâàòü ïåðåïèñêó. Ïðè çàïîëíåíèè òàáëèöû åñëè èñõîäíûé êîä ïðèëîæå-
íèÿ ïðîïðèåòàðíûé ñòàâèëñÿ ¾�¿, åñëè îòêðûòà òîëüêî êëèåíòñêàÿ ÷àñòü �
¾+/�¿, åñëè èñõîäíûé êîä ïîëíîñòüþ îòêðûò � ¾+¿.

2. Äåöåíòðàëèçàöèÿ
Èñïîëüçîâàíèå äåöåíòðàëèçîâàííîé ñõåìû îðãàíèçàöèè ðàáîòû ñèñòåìû
ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè ïîëîæèòåëüíî ñêàçûâàåòñÿ íà åãî áåçîïàñ-
íîñòè, òàê êàê ñíèìàþòñÿ âîïðîñû îòêàçà â îáñëóæèâàíèè, õðàíåíèÿ çàøèô-
ðîâàííîé ïåðåïèñêè è äðóãèõ çëîíàìåðåííûõ äåéñòâèé ñåðâåðà. Ïðè çàïîë-
íåíèè òàáëèöû åñëè ïðèëîæåíèå ðàáîòàåò â öåíòðàëèçîâàííîé ñåòè ñòàâèëñÿ
¾�¿, åñëè â ôåäåðàòèâíîé èëè P2P � ¾+¿.

3. Àíîíèìíîñòü
Â áîëüøèíñòâå ñèñòåì ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè ðåãèñòðàöèÿ îñó-
ùåñòâëÿåòñÿ ïî íîìåðó ìîáèëüíîãî òåëåôîíà, òî åñòü ñóùåñòâóåò îäíîçíà÷-
íàÿ ïðèâÿçêà êëèåíòà ê íîìåðó åãî òåëåôîíà. Íàëè÷èå àëüòåðíàòèâíûõ ñïî-
ñîáîâ ðåãèñòðàöèè è ïîèñêà êîíòàêòîâ óñèëèâàåò áåçîïàñíîñòü îáùåíèÿ. Ïðè
çàïîëíåíèè òàáëèöû åñëè ïðèëîæåíèå îáÿçàòåëüíî òðåáóåò íîìåð ìîáèëüíî-
ãî òåëåôîíà, ñòàâèëñÿ ¾�¿, åñëè ìîæíî çàðåãèñòðèðîâàòüñÿ àëüòåðíàòèâíûì
ñïîñîáîì (íàïðèìåð, ñ ïîìîùüþ ýëåêòðîííîé ïî÷òû � ¾+¿).

4. Ñêâîçíîå øèôðîâàíèå (E2EE) ÷àòîâ
Îñíîâíîé êðèòåðèé, îáåñïå÷èâàþùèé êîíôèäåíöèàëüíîñòü îáìåíà ñîîáùå-
íèÿìè â ñèñòåìå áåç äîâåðåííûõ ñòîðîí. Ïðè çàïîëíåíèè òàáëèöû åñëè ïðè-
ëîæåíèå íå ïîääåðæèâàåò ñêâîçíîå øèôðîâàíèå, ñòàâèëñÿ ¾�¿, åñëè ïîääåð-
æèâàåò, íî íå ïî óìîë÷àíèþ � ¾+/�¿, åñëè âñå ÷àòû ïî óìîë÷àíèþ èñïîëü-
çóþò ñêâîçíîå øèôðîâàíèå � ¾+¿.

5. Ïðîâåðêà ëè÷íîñòè ó÷àñòíèêîâ ÷àòà ñ E2EE
Áîëüøèíñòâî ñèñòåì ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè íå ïðèíóæäàþò
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ó÷àñòíèêîâ ïðîâîäèòü ïðîâåðêó ëè÷íîñòè äðóã äðóãà ïî ñòîðîííèì êàíàëàì
(íàïðèìåð, ñâåðÿÿ îòïå÷àòêè êëþ÷åé) èëè ÷åðåç çíàíèå îáùåãî ñåêðåòà (ñ
ïîìîùüþ ïðîòîêîëà ¾ìèëëèîíåðîâ-ñîöèàëèñòîâ¿). Ïîýòîìó âîçìîæíî îñó-
ùåñòâëåíèå àòàêè òèïà ¾ïðîòèâíèê ïîñåðåäèíå¿. Ïðè çàïîëíåíèè òàáëèöû
åñëè ïðèëîæåíèå íå ïîääåðæèâàåò ïðîâåðêó ëè÷íîñòè ñòàâèëñÿ ¾�¿, åñëè
ïîääåðæèâàåò, íî åå îñóùåñòâëåíèå íåîáÿçàòåëüíî � ¾+/�¿, åñëè ïðîâåðêà
ëè÷íîñòè îñóùåñòâëÿåòñÿ â îáÿçàòåëüíîì ïîðÿäêå � ¾+¿.

6. Óâåäîìëåíèå î ñìåíå îòïå÷àòêà îáùåãî êëþ÷à
Â ñèñòåìàõ ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè ñìåíà îáùåãî êëþ÷à ìîæåò
áûòü ñëåäñòâèåì îñóùåñòâëåíèÿ àòàêè òèïà ¾ïðîòèâíèê ïîñåðåäèíå¿. Ïîýòî-
ìó â òàêîé ñèòóàöèè îáÿçàòåëüíî ñëåäóåò óâåäîìëÿòü êëèåíòà î ñìåíå îòïå-
÷àòêà. Ïðè çàïîëíåíèè òàáëèöû åñëè ïðèëîæåíèå íå ïîääåðæèâàåò óâåäîì-
ëåíèÿ î ñìåíå îòïå÷àòêà ñòàâèëñÿ ¾�¿, åñëè ïîääåðæèâàåò, íî èõ íåîáõîäèìî
âêëþ÷àòü â íàñòðîéêàõ � ¾+/�¿, åñëè óâåäîìëåíèå êëèåíòà îñóùåñòâëÿåòñÿ
â îáÿçàòåëüíîì ïîðÿäêå � ¾+¿.

7. Ãðóïïîâûå ÷àòû ñ E2EE
Îáû÷íî â ïðîòîêîëå ñêâîçíîãî øèôðîâàíèÿ ðàññìàòðèâàåòñÿ çàùèùåííîå
îáùåíèå ìåæäó äâóìÿ ñòîðîíàìè: Àëèñîé è Áîáîì. Íî ñóùåñòâóåò íåîáõîäè-
ìîñòü ñîçäàíèÿ ÷àòîâ ñ áîëüøèì ÷èñëîì ó÷àñòíèêîâ. Ïðè êîððåêòíîì ðàñ-
øèðåíèè ïðîòîêîëà ñêâîçíîãî øèôðîâàíèÿ çàùèùåííîå îáùåíèå âîçìîæíî
è â ýòîì ñëó÷àå. Ïðè çàïîëíåíèè òàáëèöû åñëè ïðèëîæåíèå íå ïîääåðæèâà-
åò ñîçäàíèå ãðóïïîâûõ ÷àòîâ ñî ñêâîçíûì øèôðîâàíèåì ñòàâèëñÿ ¾�¿, åñëè
ïîääåðæèâàåò � ¾+¿.

8. Çàùèòà ñîöèàëüíîãî ãðàôà
Ìíîãèå ñèñòåìû ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè ñîõðàíÿþò èíôîðìàöèþ
î êðóãå îáùåíèÿ ñâîèõ êëèåíòîâ, èìåÿ òàêèì îáðàçîì â ñâîåì ðàñïîðÿæåíèè
ñîöèàëüíûé ãðàô, âåðøèíàìè â êîòîðîì âûñòóïàþò êëèåíòû, à äóãàìè �
ôàêò îáùåíèÿ ìåæäó äâóìÿ êëèåíòàìè. Ïðè ýòîì èíîãäà ñàì ôàêò îáùåíèÿ
äâóõ êîíêðåòíûõ àáîíåíòîâ ìîæåò ïðåäñòàâëÿòü èíòåðåñ äëÿ ïðîòèâíèêà.
Áîëåå òîãî, òàêîé ïîäõîä ïîçâîëÿåò äåàíîíèìèçèðîâàòü êëèåíòà, ïðîàíàëè-
çèðîâàâ åãî êðóã îáùåíèÿ. Ïðè çàïîëíåíèè òàáëèöû åñëè ïðèëîæåíèå íå
ïðèíèìàåò ìåð äëÿ îáåñïå÷åíèÿ ñåêðåòíîñòè ñàìîãî ôàêòà îáùåíèÿ êëèåí-
òîâ ñòàâèëñÿ ¾�¿, åñëè òàêèå ìåðû ïðèíèìàþòñÿ � ¾+¿.

9. Èñïîëüçóåìûå êðèïòîãðàôè÷åñêèå ïðèìèòèâû
Áîëüøèíñòâî ñèñòåì ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè èñïîëüçóþò ñòàí-
äàðòíûé íàáîð íàäåæíûõ êðèïòîãðàôè÷åñêèõ ïðèìèòèâîâ, îáåñïå÷èâàþùèé
çàäàííûé óðîâåíü ñòîéêîñòè Ïðè ýòîì ñóùåñòâóþò ñèñòåìû, èñïîëüçóþùèå
àëüòåðíàòèâíûå àëãîðèòìû èëè ïðîòîêîëû (íàïðèìåð, âû÷èñëåíèå èìèòîâ-
ñòàâêè â MTProto). Íåêîòîðûå ñèñòåìû ïðîäîëæàþò èñïîëüçîâàòü àëãîðèò-
ìû, ïðèçíàííûå êðèïòîãðàôè÷åñêèì ñîîáùåñòâîì íåäîñòàòî÷íî áåçîïàñíû-
ìè (RSA-1280 äëÿ àñèììåòðè÷íîãî øèôðîâàíèÿ, SHA-1 äëÿ õýøèðîâàíèÿ).
Ïðè çàïîëíåíèè òàáëèöû åñëè ïðèëîæåíèå èñïîëüçóåò íåáåçîïàñíûå êðèï-
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òîãðàôè÷åñêèå ïðèìèòèâû ñòàâèëñÿ ¾�¿, åñëè ïðèëîæåíèå èñïîëüçóåò àëü-
òåðíàòèâíûå êðèïòîãðàôè÷åñêèå ïðèìèòèâû � ¾+/�¿, åñëè ïðèëîæåíèå èñ-
ïîëüçóåò ñòàíäàðòíûå êðèïòîãðàôè÷åñêèå ïðèìèòèâû � ¾+¿.

Òàáëèöà 1 Ñðàâíèòåëüíûé àíàëèç ñèñòåì ìãíîâåííîãî îáìåíà ñîîáùåíèÿìè

Ñèñòåìà (1) (2) (3) (4) (5) (6) (7) (8) (9)

Telegram +/� � � +/� +/� � � � +/�
Signal + � � + +/� + + + +
Viber � � � + +/� + + � +
WhatsApp � � � + +/� +/� + � +
FB Messenger � � + +/� +/� � � � +
Skype � � + +/� +/� � � � �
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Èíôîðìàòèçàöèÿ ñîâðåìåííîãî îáùåñòâà ïðèâåëà ê ôîðìèðîâàíèþ íî-
âûõ âèäîâ ïðåñòóïëåíèé, ïðè ñîâåðøåíèè êîòîðûõ èñïîëüçóåòñÿ ñêâîçíîå
øèôðîâàíèå äàííûõ, ñðåäñòâà áåñïðîâîäíîé ñâÿçè, íåãëàñíîãî ïîëó÷åíèÿ èí-
ôîðìàöèè. Íåîáõîäèìîñòü ðàññìîòðåíèÿ èíôîðìàöèîííîé áåçîïàñíîñòè êàê
îáîñîáëåííîãî íîðìàòèâíîãî èíñòèòóòà, ÿâëÿåòñÿ îäíèì èç íàïðàâëåíèé êîí-
öåïöèè èíôîðìàöèîííîé áåçîïàñíîñòè â Ðåñïóáëèêå Áåëàðóñü.
Çàùèòà èíôîðìàöèè â ñåòÿõ áåñïðîâîäíîãî äîñòóïà, îò íåñàíêöèîíèðîâàí-
íîãî âîçäåéñòâèÿ, òðåáóåò ñîâåðøåíñòâîâàíèÿ, â ÷àñòíîñòè êîíòðîëÿ çà èñ-
ïîëüçîâàíèåì ðàäèî÷àñòîòíîãî ñïåêòðà áåñïðîâîäíîé ñåòè Wi-Fi.
Êëþ÷åâûå ñëîâà: áåñïðîâîäíûå ñåòè; øèôðîâàíèå äàííûõ; Wi-Fi; WPA;
WPA2

1 Ââåäåíèå

Ñåòè áåñïðîâîäíîãî äîñòóïà èñïîëüçóþòñÿ ãðàæäàíàìè â òîðãîâûõ, îôèñíûõ öåí-
òðàõ, Èíòåðíåò-êàôå. Äîñòóï â ñåòü Èíòåðíåò, ñ èñïîëüçîâàíèåì îáùåäîñòóïíûõ
ñåòåé Wi-Fi îñóùåñòâëÿåòñÿ ïîñðåäñòâîì ÑÌÑ ðåãèñòðàöèè íà òåëåôîííûé íî-
ìåð, óêàçàííûé â ïîëüçîâàòåëüñêîì ñîãëàøåíèè. Äàííàÿ ìåðà àóòåíòèôèêàöèè
îáóñëîâëåíà ñîçäàíèåì óñëîâèé äëÿ áåçîïàñíîãî èñïîëüçîâàíèÿ ñåòè Èíòåðíåò.
Èäåíòèôèêàöèÿ âûïîëíÿåò ôóíêöèþ ïðîôèëàêòèêè äåéñòâèé ïîëüçîâàòåëåé â ñå-
òè Èíòåðíåò, ïîñêîëüêó ïîíèìàíèå ïîëüçîâàòåëåì òîãî, ÷òî îí ìîæåò áûòü èäåí-
òèôèöèðîâàí, áóäåò ñäåðæèâàòü åãî îò ñîâåðøåíèÿ ïðîòèâîïðàâíûõ äåéñòâèé.
Ïðîáëåìíûì âîïðîñîì èäåíòèôèêàöèè ïîëüçîâàòåëåé, ÿâëÿåòñÿ âîçìîæíîñòü èñ-
ïîëüçîâàíèÿ ñåòåâîé êàðòû â ðåæèìå ìîíèòîðèíãà, ïîçâîëÿþùèì ïðîèçâîäèòü
çàõâàò ïåðåäàâàåìûõ ñèãíàëîâ â äèàïàçîíå ðàäèî÷àñòîòíîãî ñïåêòðà áåñïðîâîä-
íûõ ñåòåé ñòàíäàðòà IEEE 802.11ac. Ñîõðàíåíèå èíôîðìàöèè î ÷àñòíîé æèçíè
ôèçè÷åñêèõ ëèö è íåðàçãëàøåíèå ïåðñîíàëüíûõ äàííûõ, ñîäåðæàùèõñÿ â èíôîð-
ìàöèîííûõ ñèñòåìàõ ÿâëÿåòñÿ öåëüþ çàùèòû èíôîðìàöèè â Ðåñïóáëèêå Áåëàðóñü
[1].
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2 Óÿçâèìîñòü áåñïðîâîäíûõ ñåòåé ñòàíäàðòà IEEE
802.11ac

Îïðåäåëåíèå 1. Ñîâåðøåíñòâîâàíèå ïðàâîâîãî ðåãóëèðîâàíèÿ, ñâÿçàííîãî ñ
íåñàíêöèîíèðîâàííûì äîñòóïîì ê êîìïüþòåðíîé èíôîðìàöèè íåîáõîäèìî äëÿ
îáåñïå÷åíèÿ êîìïëåêñíîé çàùèòû ïåðåäà÷è äàííûõ â ñåòÿõ áåñïðîâîäíîãî äîñòó-
ïà, èíôîðìàöèîííîé áåçîïàñíîñòè ãðàæäàí è ãîñóäàðñòâà. Òîðãîâàÿ ìàðêà Wi-Fi
Alliance, èìååò áîëüøîé ðÿä ñòàíäàðòîâ äëÿ ïåðåäà÷è èíôîðìàöèè. Â 1997 ãîäó
èíñòèòóòîì èíæåíåðîâ ýëåêòðîòåõíèêè âïåðâûå áûë ðàçðàáîòàí àëãîðèòì WEP
ïðåäíàçíà÷åííûé äëÿ ïåðåäà÷è äàííûõ â ñåòÿõ áåñïðîâîäíîãî äîñòóïà. Àëãîðèòì
WEP îñíîâûâàåòñÿ íà ïîäñ÷åòå êîíòðîëüíîé ñóììû, ïðîâåðêè öåëîñòíîñòè äàí-
íûõ. Çàùèòà èíôîðìàöèè â ñåòÿõ Wi-Fi, îñíîâûâàåòñÿ íà ïðîòîêîëå WPA èWPA2.
Áåñïðîâîäíàÿ òî÷êà äîñòóïà, âûïîëíÿåò ôóíêöèþ áàçîâîé ñòàíöèè, êîòîðàÿ èìååò
îãðàíè÷åííûé ðàäèóñ äåéñòâèÿ ñòàíäàðòà 802.11ax è ðàáîòàåò â äèàïàçîíå ÷àñòî-
òû 2,4 ÃÃö. Âûøåóêàçàííûé äèàïàçîí ïðèøåë íà çàìåíó ñòàíäàðòó IEEE 802.11ac
ôóíêöèîíèðóþùåìó íà ÷àñòîòå 5 ÃÃö. Ïîääåðæêà ïðîòîêîëà WPA2 ÿâëÿåòñÿ îáÿ-
çàòåëüíîé äëÿ ñåðòèôèöèðîâàííûõ óñòðîéñòâà Wi-Fi, ïîñêîëüêó â íåì ðåàëèçîâàí
àëãîðèòì øèôðîâàíèÿ AES è ïðîòîêîë áëî÷íîãî øèôðîâàíèÿ äàííûõ CCMP ñ
ïîääåðæêîé óâåëè÷åíèÿ ðàçìåðà êëþ÷à. Îñíîâíàÿ öåëü ëþáîé ñèñòåìû èíôîð-
ìàöèîííîé áåçîïàñíîñòè çàêëþ÷àåòñÿ â ïðåäîòâðàùåíèè óãðîç îò íåñàíêöèîíèðî-
âàííîãî âîçäåéñòâèÿ. Äîñòóï ê èíôîðìàöèè, îñóùåñòâëÿåìûé ñ íàðóøåíèåì åå
ïðàâîâîãî ðåæèìà, ðàññìàòðèâàåòñÿ êàê íåñàíêöèîíèðîâàííûé äîñòóï, òàêîâûì
îí ñòàíîâèòñÿ, åñëè ëèöî íå èìååò ïðàâà äîñòóïà ê èíôîðìàöèè, îäíàêî îñóùåñòâ-
ëÿåò åãî ïîìèìî óñòàíîâëåííîãî ïîðÿäêà. Ïåðåõâàò êîìïüþòåðíîé èíôîðìàöèè -
ýòî íåïðàâîìåðíîå ïîëó÷åíèå èíôîðìàöèè ñ èñïîëüçîâàíèåì òåõíè÷åñêèõ ñðåäñòâ,
îñóùåñòâëÿþùèõ îáíàðóæåíèå, ïðèåì è îáðàáîòêó èíôîðìàòèâíûõ ñèãíàëîâ â ñå-
òÿõ áåñïðîâîäíîãî äîñòóïà [3]. Ñåòåâàÿ êàðòà â ðåæèìå ìîíèòîðèíãà, ôèêñèðóåò
MAC àäðåñ áàçîâîé ñòàíöèè, îáúåì ïîëó÷åííûõ äàííûõ, àëãîðèòì øèôðîâàíèÿ,
îòêðûòûå ñåòåâûå ïîðòû. Âûøåóêàçàííûå ñâåäåíèÿ íàõîäÿòñÿ â îñíîâå ïðèíöè-
ïîâ, ïðàâîâîãî ðåãóëèðîâàíèÿ îáùåñòâåííûõ îòíîøåíèé â ñôåðå èíôîðìàòèçà-
öèè è çàùèòû èíôîðìàöèè â Ðåñïóáëèêå Áåëàðóñü è ïîäëåæàò çàùèòå, ïîñêîëü-
êó îòíîñÿòñÿ ê ïåðñîíàëüíûì äàííûì ðàñïðîñòðàíåíèå èëè ïðåäîñòàâëåíèå êîòî-
ðûõ îãðàíè÷åíî. Ðàçðåøåíèå íà ñáîð, îáðàáîòêó, õðàíåíèå èíôîðìàöèè î ÷àñòíîé
æèçíè ôèçè÷åñêîãî ëèöà è ïåðñîíàëüíûõ äàííûõ, à òàêæå ïîëüçîâàíèå èìè îñó-
ùåñòâëÿåòñÿ ñ ïèñüìåííîãî ñîãëàñèÿ äàííîãî ôèçè÷åñêîãî ëèöà [1]. Ïåðåõâàò êîì-
ïüþòåðíîé èíôîðìàöèè îñóùåñòâëÿåòñÿ íà îñíîâå äåàóíòåôèêàöèè íàïðàâëåííîé
íà ðàçúåäèíåíèå êëèåíòà è òî÷êè äîñòóïà â ñåòÿõ áåñïðîâîäíîé ñâÿçè. Ñèãíàëû
äåàóíòåôèêàöèè íå øèôðóþòñÿ ñòàíäàðòîì áåçîïàñíîñòè 802.11ac è îáóñëîâëåíû
óÿçâèìîñòüþ íàïðàâëåííîé íà îáìåí äàííûìè ìåæäó ìàðøðóòèçàòîðîì è ïîäêëþ-
÷åííûì êëèåíòîì. Â ìîìåíò ðàçúåäèíåíèÿ áàçîâîé ñòàíöèè è êëèåíòà, ìàðøðó-
òèçàòîð ïðèíèìàåò ñåòåâûå ïàêåòû "deauth"ïîñëå ÷åãî ïðîèñõîäèò ðàçúåäèíåíèå
ñåòåâîãî îáîðóäîâàíèÿ. Ïðè ïîâòîðíîì ïîäêëþ÷åíèè ñåòåâûå ïàêåòû, ïîäâåðæåíû
ïåðåõâàòó ñ ðàñøèôðîâêîé ñåòåâîãî òðàôèêà. Ñíèæåíèå óðîâíÿ çàùèòû èíôîðìà-
öèè â ñåòÿõ áåñïðîâîäíîãî äîñòóïà, îáóñëîâëåíî îòñóòñòâèåì çàïèñè ïàðàìåòðîâ
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ðàáîòû ìàðøðóòèçàòîðà. Âûáîð àëãîðèòìà øèôðîâàíèÿ â ñåòÿõ áåñïðîâîäíîãî äî-
ñòóïà, ÿâëÿåòñÿ âàæíûì ôàêòîðîì, îáåñïå÷åíèÿ èíôîðìàöèîííîé áåçîïàñíîñòè.
×èñëîâîé êîä áåç ñïåöèàëüíûõ ñèìâîëîâ ïîäâåðæåí ðàñøèôðîâêå, ñ ïîñëåäóþùåé
âîçìîæíîñòüþ ïîäêëþ÷åíèÿ ê ñåòåâîìó ïðîòîêîëó "telnet"ïðåäíàçíà÷åííîìó äëÿ
ñàìîòåñòèðîâàíèÿ îáîðóäîâàíèÿ, à òàêæå óäàëåííîé íàñòðîéêå ìàðøðóòèçàòîðà.
Â áîëüøèíñòâå ñîñòàâîâ ïðåñòóïëåíèé ïðîòèâ èíôîðìàöèîííîé áåçîïàñíîñòè
ïðåäìåòîì ÿâëÿåòñÿ êîìïüþòåðíàÿ èíôîðìàöèÿ, õðàíÿùàÿñÿ â êîìïüþòåðíîé ñå-
òè, ñèñòåìå, íà êîìïüþòåðíûõ íîñèòåëÿõ ëèáî ïåðåäàâàåìàÿ ñèãíàëàìè, ðàñïðî-
ñòðàíÿåìûìè ïî ïðîâîäàì, îïòè÷åñêèì âîëîêíàì èëè ðàäèîñèãíàëàìè. Ñ öåëüþ
ñîâåðøåíñòâîâàíèÿ òåõíè÷åñêèõ íîðìàòèâíî-ïðàâîâûõ àêòîâ â Ðåñïóáëèêå Áåëà-
ðóñü, è îáåñïå÷åíèÿ êîìïëåêñíîé èíôîðìàöèîííîé áåçîïàñíîñòè â îáëàñòè ñåòåé
áåñïðîâîäíîãî äîñòóïà, íåîáõîäèìî ðàññìîòðåòü âîïðîñ î âíåñåíèè òåðìèíà ìî-
íèòîðèíã êîìïüþòåðíîé ñåòè â "Ïîëîæåíèå î òåõíè÷åñêîé è êðèïòîãðàôè÷åñêîé
çàùèòå èíôîðìàöèè â Ðåñïóáëèêå Áåëàðóñü îò 29.11.2013 ã. �529"Ñóùåñòâåííûé
íåäîñòàòîê îòñóòñòâèÿ êîíòðîëÿ â îòêðûòîé ñåòè Wi-Fi, ñâÿçàí ñ òåì ÷òî ïðè îò-
ñóòñòâèè â ìîäåìå àëãîðèòìà øèôðîâàíèÿ, âñå äàííûå áóäóò ïåðåäàâàòüñÿ â íåçà-
øèôðîâàííîì âèäå, è ìîãóò áûòü ïîäâåðæåíû ïåðåõâàòó ñî ñòîðîíû çëîóìûø-
ëåííèêîâ, êîòîðûå â ïîñëåäóþùåì ìîãóò áûòü èñïîëüçîâàíû â öåëÿõ ëè÷íîé çà-
èíòåðåñîâàííîñòè.
Óñèëåíèå çàùèòû áåñïðîâîäíîé òî÷êè äîñòóïà, âîçìîæíî ðåàëèçîâàòü ïóòåì ñî-
çäàíèÿ ñëîæíîãî êëþ÷à èäåíòèôèêàöèè, ëèáî ïðèìåíåíèåì ôèëüòðà ïî MAC àä-
ðåñó. Îäíàêî îáíàðóæåíèå áåñïðîâîäíîé ñåòè â ðåæèìå ìîíèòîðèíãà ñòàâèò ïîä
óãðîçó ïåðñîíàëüíûå äàííûå, ñîäåðæàùèåñÿ â ñåòÿõ áåñïðîâîäíîãî äîñòóïà.
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ÀÃÐÅÃÈÐÎÂÀÍÍÀß ÏÎÄÏÈÑÜ ÍÀ
ÝËËÈÏÒÈ×ÅÑÊÈÕ ÊÐÈÂÛÕ

Ã.Ë. Êîçèíà

Íàöèîíàëüíûé óíèâåðñèòåò �Çàïîðîæñêàÿ ïîëèòåõíèêà�
Çàïîðîæüå, ÓÊÐÀÈÍÀ
e-mail: ainc00@gmail.com

Ïðåäëàãàåòñÿ ïðîòîêîë àãðåãèðîâàííîé ïîäïèñè íàáîðà ýëåêòðîííûõ äî-
êóìåíòîâ íà ýëëèïòè÷åñêèõ êðèâûõ. Ðàçìåð àãðåãèðîâàííîé ïîäïèñè ðàâåí
ðàçìåðó ïîäïèñè îäíîãî äîêóìåíòà. Äëÿ ïðîâåðêè ïîäïèñè èñïîëüçóþòñÿ îò-
êðûòûå êëþ÷è âñåõ ó÷àñòíèêîâ ïîäïèñàíèÿ. Ïðîâåðêà îñóùåñòâëÿåòñÿ ñ ïî-
ìîùüþ ñïàðèâàíèÿ Âåéëÿ.
Êëþ÷åâûå ñëîâà: ýëëèïòè÷åñêàÿ êðèâàÿ; àãðåãèðîâàííàÿ ïîäïèñü; áèëè-
íåéíîå ñïàðèâàíèå Âåéëÿ

1 Ââåäåíèå

Â ñëó÷àå, êîãäà íåîáõîäèìî çàâåðèòü íàáîð ýëåêòðîííèõ äîêóìåíòîâ åäèíîé ïîä-
ïèñüþ, ïðèìåíÿþò ìåõàíèçì àãðåãèðîâàííîé ïîäïèñè [1,2,3]. Â îòëè÷èå îò ìóëüòè-
ïîäïèñè, êîãäà ïîäïèñûâàåòñÿ îäèí äîêóìåíò ãðóïïîé ïîäïèñàíòîâ è ïîñëå ýòîãî
êîîðäèíàòîðîì ôîðìèðóåòñÿ åäèíàÿ ïîäïèñü, â ïðîòîêîëå àãðåãèðîâàííîé ïîäïè-
ñè êàæäûé ó÷àñòíèê ïîäïèñàíèÿ ïîäïèñûâàåò ñâîé äîêóìåíò, è ïîñëå ýòîãî ôîðìè-
ðóåòñÿ åäèíàÿ ïîäïèñü. Ðàçìåð àãðåãèðîâàííîé ïîäïèñè íàáîðà äîêóìåíòîâ ðàâåí
ðàçìåðó ïîäïèñè îäíîãî äîêóìåíòà.

Â ïðåäëàãàåìîì ïðîòîêîëå â êà÷åñòâå ìàòåìàòè÷åñêîãî àïïàðàòà èñïîëüçóþòñÿ
ýëëèïòè÷åñêèå êðèâûå è ñïàðèâàíèå òî÷åê ýëëèïòè÷åñêîé êðèâîé. Äëÿ ôîðìèâà-
íèÿ àãðåãèðîâàííîé ïîäïèñè èñïîëüçóþòñÿ ñåêðåòíûå êëþ÷è ïîäïèñàíòîâ. Ïðî-
âåðêà àãðåãèðîâàííîé ïîäïèñè îñóùåñòâëÿåòñÿ ñ ïîìîùüþ ñïàðèâàíèÿ Âåéëÿ [4]
ïîäïèñè è îòêðûòûõ êëþ÷åé ó÷àñòíèêîâ ïîäïèñàíèÿ.

2 Ñïàðèâàíèå Âåéëÿ

Ðàññìîòðèì ýëëèïòè÷åñêóþ êðèâóþ íàä êîíå÷íûì ïîëåì GF (p):

y2 = x3 + axmod p,

ãäå p = 3mod 4, a ∈ GF (p), G - àääèòèâíàÿ ãðóïïà òî÷åê ýëëèïòè÷åñêîé êðèâîé
ïðîñòîãî ïîðÿäêà n ñ áàçîâîé òî÷êîé P , nP = O, O - áåñêîíå÷íî óäàëåííàÿ òî÷êà;
V - ìóëüòèïëèêàòèâíàÿ ãðóïïà ïðîñòîãî ïîðÿäêà n ñ íåéòðàëüíûì ýëåìåíòîì 1.

Áèëèíåéíûì ñïàðèâàíèåì òî÷åê íàçûâàåòñÿ ôóíêöèÿ

e : G×G→ V,
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äëÿ êîòîðîé âûïîëíÿþòñÿ ñëåäóþùèå ñâîéñòâà:
1. e(P +Q,R) = e(P,R) · e(Q,R), e(P,Q+R) = e(P,Q) · e(P,R).
2. e(k · P,Q) = e(P,Q)k, e(P, k ·Q) = e(P,Q)k.
3. e(k · P,Q) = e(P, k ·Q).
4. e(k · P,m ·Q) = e(P,Q)k·m.
5. e(P, P ) 6= 1.
Ñïàðèâàéíèå Âåéëÿ e(P,Q) òî÷åê P , Q ýëëèïòè÷åñêîé êðèâîé çàäàåòñÿ ôîð-

ìóëîé

e(P,Q) =
F (P,Q+ S) · F (Q,−S)

F (P, S) · F (Q,P − S)
∀S ∈ G,

ãäå F (T,Q) = - ôóíêöèÿ Âåéëÿ òî÷åê T , Q.
Ôóíêöèþ Âåéëÿ òî÷åê T , Q ïîðÿäêà n ìîæíî âû÷èñëèòü ñ ïîìîùüþ ðåêóðñèâ-

íîãî àëãîðèòìà Ìèëëåðà:
f1,T (Q) = 1 ∀Q ∈ G
fi+j,T (Q) = fi,T (Q) · fj,T (Q) · li,j

vi+j
(Q) i+ j < n

F (T,Q) = fn,T (Q).
ãäå li,j = αx + βy + γ - óðàâíåíèå ïðÿìîé, ïðîõîäÿùåé ÷åðåç òî÷êè i · T , j · T ,

vi+j = x− xR, R = (i+ j) · T = (xR, yR) .
Äëÿ îáåñïå÷åíèÿ ñâîéñòâ 1-5 áóäåì èñïîëüçîâàòü èñêàæàþùåå îòîáðàæåíèå

ϕ(x, y) = (−x, y · i).
Â ïðåäëàãàåìîì íèæå ïðîòîêîëå ñïàðèâàíèå Âåéëÿ òî÷åê ýëëèïòè÷åñêîé êðè-

âîé âû÷èñëÿåòñÿ ïî ïðàâèëó: e(P,Q)→ e(P, ϕ(Q)).

3 Ïðîòîêîë àãðåãèðîâàííîé ïîäïèñè

Â ïðîòîêîëå ó÷àñòâóþò ãðóïïà ïîäïèñàíòîâ, êàæäûé èç êîòîðûõ ïîäïèñûâàåò
ñâîé äîêóìåíò, äîâåðèòåëüíûé öåíòð, êîîðäèíèðóþùèé ðàáîòó ïîäïèñàíòîâ è
ôîðìèðóþùèé àãðåãèðîâàííóþ ïîäïèñü, è âåðèôèêàòîð.

Îáùåñèñòåìíûìè ïàðàìåòðàìè ÿâëÿþòñÿ ýëëèïòè÷åñêàÿ êðèâàÿ íàä ïðîñòûì
ïîëåì GF (p): GF (p):

y2 = x3 + axmod p,

ãäå p = 3mod 4, a ∈ GF (p), áàçîâàÿ òî÷êà P ïðîñòîãî ïîðÿäêà n, âûáðàííàÿ
õåø-ôóíêöèÿ H.

3.1 Ãåíåðàöèÿ êëþ÷åé

Ïóñòü â ïðîòîêîëå ó÷àñòâóþò t ïîäïèñàíòîâ. Êàæäûé ïîäïèñàíò i âûáèðàåò ñåê-
ðåòíûé êëþ÷ di - öåëîå ÷èñëî, ìåíüøåå n. Îòêðûòûé êëþ÷ âû÷èñëÿåòñÿ ïî ôîð-
ìóëå Qi = diP .
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3.2 Ôîðìèðîâàíèå àãðåãèðîâàííîé ïîäïèñè

Ïåðåä ïîäïèñàíèåì êàæäûé ïîäïèñàíò i õåøèðóåò ñâîé äîêóìåíò Mi. Õåø-îáðàç
äîêóìåíòà H(Mi) ïîäïèñàíò ïðåîáðàçîâûâàåò â òî÷êó Hi ýëëèïòè÷åñêîé êðèâîé.
Ïîäïèñüþ äîêóìåíòà Mi ÿâëÿåòñÿ òî÷êà ýëëèïòè÷åñêîé êðèâîé Si = diHi.

Ïàðà < Mi, Si > - äîêóìåíò è ïîäïèñü - îòïðàâëÿåòñÿ â äîâåðèòåëüíûé öåíòð,
ãäå ïðîõîäèò ïðîâåðêó ïðàâèëüíîñòè ïîäïèñè ñ èñïîëüçîâàíèåì ñïàðèâàíèÿ Âåé-
ëÿ: e(Si, P ) = e(Hi, Qi). Åñëè ïîäïèñü êàæäîãî ïîäïèñàíòà i âåðíà, äîâåðèòåëüíûé
öåíòð ôîðìèðóåò àãðåãèðîâàííóþ ïîäïèñü S =

∑t
i=1 Si.

3.3 Ïðîâåðêà àãðåãèðîâàííîé ïîäïèñè

Äëÿ ïðîâåðêè àãðåãèðîâàííîé ïîäïèñè S äîêóìåíòîâ M1,M2, ...,Mt âåðèôèêàòîð
çàïðàøèâàåò îòêðûòûå êëþ÷è ïîäïèñàíòîâ Q1, Q2, ..., Qt , õåøèðóåò ïîëó÷åííûå
äîêóìåíòû, ïðåîáðàçóåò êàæäûé õåø-îáðàç H(Mi) â òî÷êó Hi ýëëèïòè÷åñêîé êðè-
âîé. Åñëè âûïîëíÿåòñÿ ñîîòíîøåíèå e(S, P ) =

∏t
i=1 e(Hi, Qi), âåðèôèêàòîð ïðè-

çíàåò ïîäïèñü ïðàâèëüíîé.
Ïîêàæåì êîððåêòíîñòü ïðîöåäóðû ïðîâåðêè.
Ïîñêîëüêó e(Hi, Qi) = e(Si, P ), òî∏t

i=1 e(Hi, Qi) =
∏t

i=1 e(Si, P ) = e(
∑t

i=1 Si, P ) = e(S, P ).

4 Ïðèìåð

Â ïðîòîêîëå ó÷àñòâóþò ãðóïïà èç t = 3 ïîäïèñàíòîâ - A1, A2, A3, êàæäûé èç
êîòîðûõ ïîäïèñûâàåò ñâîé äîêóìåíò - M1, M2, M3 ñîîòâåòñòâåííî, äîâåðèòåëü-
íûé öåíòð, êîîðäèíèðóþùèé ðàáîòó ïîäïèñàíòîâ è ôîðìèðóþùèé àãðåãèðîâàí-
íóþ ïîäïèñü, è âåðèôèêàòîð B.

Îáùåñèñòåìíûìè ïàðàìåòðàìè ÿâëÿþòñÿ ýëëèïòè÷åñêàÿ êðèâàÿ íàä ïðîñòûì
ïîëåì GF (2383): y2 = x3 − 3xmod 2383 , áàçîâàÿ òî÷êà P = (81, 787) ïðîñòîãî
ïîðÿäêà n = 149, õåø-ôóíêöèÿ H. Äëÿ âû÷èñëåíèÿ ñïàðèâàíèÿ Âåéëÿ âûáðàíî
S = (O,O).

4.1 Ãåíåðàöèÿ êëþ÷åé

Êàæäûé ïîäïèñàíò Ai âûáèðàåò ñåêðåòíûé êëþ÷ di < 149:
d1 = 46, d2 = 102, d3 = 40.
Îòêðûòûìèé êëþ÷àìè ñîîòâåòñòâåííî ÿâëÿþòñÿ
Q1 = (1890, 1038), Q2 = (134, 303), Q3 = (929, 873).

4.2 Ôîðìèðîâàíèå àãðåãèðîâàííîé ïîäïèñè

Ïåðåä ïîäïèñàíèåì êàæäûé ïîäïèñàíò Ai õåøèðóåò ñâîé äîêóìåíòMi. Õåø-îáðàç
äîêóìåíòà H(Mi) ïîäïèñàíò ïðåîáðàçîâûâàåò â òî÷êó Hi ýëëèïòè÷åñêîé êðèâîé:
H1 = (195, 1426), H2 = (134, 2080), H3 = (931, 1400) ñîîòâåòñòâåííî.

Ïîäïèñüþ äîêóìåíòà Mi ÿâëÿåòñÿ òî÷êà ýëëèïòè÷åñêîé êðèâîé Si = diHi:
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S1 = (695, 320), S2 = (379, 1068), S3 = (1273, 2045).
Ïàðû < Mi, Si > - äîêóìåíò è ïîäïèñü - îòïðàâëÿþòñÿ â äîâåðèòåëüíûé öåíòð,

ãäå ïðîõîäÿò ïðîâåðêó ïðàâèëüíîñòè ïîäïèñè ñ èñïîëüçîâàíèåì ñïàðèâàíèÿ Âåé-
ëÿ:

e(S1, P ) = e(H1, Q1) = 1686 + 18 · i,
e(S2, P ) = e(H2, Q2) = 698 + 2076 · i,
e(S3, P ) = e(H3, Q3) = 247 + 898 · i.
Ïîñêîëüêó ïîäïèñü êàæäîãî ïîäïèñàíòà Ai âåðíà, äîâåðèòåëüíûé öåíòð ôîð-

ìèðóåò àãðåãèðîâàííóþ ïîäïèñü S = (387, 289).

4.3 Ïðîâåðêà àãðåãèðîâàííîé ïîäïèñè

Äëÿ ïðîâåðêè àãðåãèðîâàííîé ïîäïèñè S = (387, 289) äîêóìåíòîâ M1,M2,M3

âåðèôèêàòîð B çàïðàøèâàåò îòêðûòûå êëþ÷è ïîäïèñàíòîâ Q1 = (1890, 1038),
Q2 = (134, 303), Q3 = (929, 873), õåøèðóåò ïîëó÷åííûå äîêóìåíòû, ïðåîáðàçóåò
êàæäûé õåø-îáðàç H(Mi) â òî÷êó Hi ýëëèïòè÷åñêîé êðèâîé: H1 = (195, 1426),
H2 = (134, 2080), H3 = (931, 1400) ñîîòâåòñòâåííî.

Äàëåå âåðèôèêàòîð B âû÷èñëÿåò ïðîèçâåäåíèå
∏3

i=1 e(Hi, Qi) = 1118 + 1991 · i,
à òàêæå ñïàðèâàíèå Âåéëÿ òî÷åê S è P : e(S, P ) = 1118 + 1991 · i.

Ïîñêîëüêó âûïîëíÿåòñÿ ñîîòíîøåíèå

e(S, P ) =
3∏
i=1

e(Hi, Qi),

âåðèôèêàòîð B ïðèçíàåò ïîäïèñü ïðàâèëüíîé.
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È ÍÀÄÅÆÍÎÑÒÈ
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1Íàöèîíàëüíûé áàíê Óêðàèíû, ÍÒÓÓ �ÊÏÈ èìåíè Èãîðÿ Ñèêîðñêîãî�
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Ðåøåíèå çàäà÷ àíàëèçà è ñèíòåçà ñòîéêèõ ê êðèïòîàíàëèçó êðèïòîãðà-
ôè÷åñêèõ ïðîòîêîëîâ ïðèâåëî ê èññëåäîâàíèþ ñâîéñòâ ôóíäàìåíòàëüíûõ
êðèïòîãðàôè÷åñêèõ áëîêîâ, èç êîòîðûõ ìîæíî ïîñòðîèòü êðèïòîãðàôè÷å-
ñêèé ïðîòîêîë ïðîèçâîëüíîé ñëîæíîñòè. Íàçîâåì òàêèå áëîêè ïðèìèòèâíû-
ìè êðèïòîãðàôè÷åñêèìè ïðîòîêîëàìè. Â íàñòîÿùåå âðåìÿ îñíîâíûìè ïðè-
ìèòèâíûìè êðèïòîãðàôè÷åñêèìè ïðîòîêîëàìè ñ÷èòàþòñÿ ïðîòîêî-ëû ðàçäå-
ëåíèÿ ñåêðåòà (secret sharing) è ïðîòîêîëû íå èíòåðàêòèâíûõ äîêàçàòåëüñòâ
(non-interactive). Â ðàáîòàõ R. Goyal è V. Goyaly áûëî ïîêàçàíî, ÷òî âñå
ïðèìèòèâíûå êðèïòîãðàôè÷åñêèå ïðîòîêîëû ìîæíî çàìåíèòü áëîê÷åéíîì.
Â ýòîì ñëó÷àå èíòåðåñåí âîïðîñ ñóùåñòâîâàíèÿ àíàëîãà ñòîéêèì â òåîðåòèêî-
èíôîðìàöèîííîì ñìûñëå ïðèìèòèâíûì ïðîòîêîëàì ïðîòîêîëîâ, èñïîëüçóþ-
ùèõ áëîê÷åéí. Â äîêëàäå ïîêàçàí óòâåðäèòåëüíûé îòâåò íà ýòîò âîïðîñ è
ðàññìîòðåí ìåòîä ïîñòðîåíèÿ ïðîòîêîëîâ ñîãëàøåíèÿ áëîê÷åéíîâ, ñòîéêèõ â
òåîðåòèêî-èíôîðìàöèîííîì ñìûñëå. Èäåÿ ïîñòðîåíèÿ ïðîòîêîëîâ îñíîâàíà
íà ïðèíöèïèàëüíîé íåâîçìîæíîñòè âû÷èñëåíèÿ îáðàòíîé ôóíêöèè ñ òðåáó-
åìîé òî÷íîñòüþ. Ïðåäëîæåííûå ïðîòîêîëû îáëàäàþò ýôôåêòèâíîñòüþ ïî
áûñòðîäåéñòâèþ íà óðîâíå ¾âèçàíòèéñêèõ¿ ïðîòîêîëîâ, íî ìåíåå òðåáîâà-
òåëüíû ê ñîîòíîøåíèþ êîëè÷åñòâà ÷åñòíûõ/íå÷åñòíûõ ó÷àñòíèêîâ ïðîòîêî-
ëà. Ðàññìîòðåíû âîïðîñû ïîëó÷åíèÿ îöåíîê ñòîéêîñòè ïðîòîêîëà ê èçâåñò-
íûì àòàêàì ïîäìåíû áëîêà, ðåàëèçàöèè ïðîòîêîëà è îöåíêè åãî íàäåæíîñòè
äëÿ ðàçëè÷íûõ ñöåíàðèåâ ïðàêòè÷åñêîãî ïðèìåíåíèÿ.
Êëþ÷åâûå ñëîâà: ñèñòåìû íåèíòåðàêòèâíûõ äîêàçàòåëüñòâ; áëîê÷åéí; èí-
ôîðìàöèîííàÿ íåîïðåäåëåííîñòü; ðàäèóñ èíôîðìàöèè

1 Ââåäåíèå

Èäåè àêñèîìàòè÷åñêîãî ïîñòðîåíèÿ êðèïòîãðàôè÷åñêèõ ïðåîáðàçîâàíèé èç
íåáîëüøîãî êîëè÷åñòâà êðèïòîãðàôè÷åñêèõ ïðèìèòèâîâ èçâåñòíû äîñòàòî÷íî äàâ-
íî [4]: ëþáîé, ñêîëü óãîäíî ñëîæíûé êðèïòîãðàôè÷åñêèõ àëãîðèòì åñòü ñóïåðïî-
çèöèÿ îäíîíàïðàâëåííûõ ãåíåðàòîðîâ ïñåâäîñëó÷àéíîé ïîñëåäîâàòåëüíîñòè, õåø-
ôóíêöèé, ôóíêöèé îäíîñòîðîííåé ïåðåñòàíîâêè è ò.ä.). Ïîäîáíî ýòîìó êðèïòî-
ãðàôè÷åñêèé ïðîòîêîë ëþáîé ñëîæíîñòè � ñóïåðïîçèöèÿ ïðèìèòèâíûõ êðèïòî-
ãðàôè÷åñêèõ ïðîòîêîëîâ, îñíîâíûìè èç êîòîðûõ ÿâëÿþòñÿ ïðîòîêîëû ðàñïðåäå-
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ëåíèÿ ñåêðåòà (secret sharing), ïðîòîêîëû èíòåðàêòèâíûõ è íåèíòåðàêòèâíûõ äî-
êàçàòåëüñòâ (àðãóìåíòàöèè), ïðîòîêîëû ïðèâÿçêè ê áèòó (bit commitment), ïðîòî-
êîëû ïåðåäà÷è ñ çàáûâàíèåì (oblivious transfer), ïðîòîêîëû ïåðåäà÷è ñ ñåêðåòîì
(àíãë. - trapdoor commitment) è òîìó ïîäîáíîå.

Ñ ïîÿâëåíèåì áëîê÷åéíîâ áûñòðî âîçíèêëà èäåÿ èñïîëüçîâàíèÿ èõ êàê ÿä-
ðà ïðèíöèïèàëüíî íîâîé ôîðìàëüíîé òåîðèè êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ, à
èìåííî, èñïîëüçîâàíèÿ áëîê÷åéíîâ âìåñòî ïðîòîêîëîâ àðãóìåíòàöèè è äîêàçà-
òåëüñòâ ñ íóëåâûìè çíàíèÿìè [6].

Â òàêîì ïîäõîäå, ïðàâäà ñóùåñòâóåò îäíà ôóíäàìåíòàëüíàÿ ïðîáëåìà: èçâåñò-
íû ïðîòîêîëû äîêàçàòåëüñòâ ñ íóëåâûìè çíàíèÿìè ñ òåîðåòèêî-èíôîðìàöèîííîé
(èëè áåçóñëîâíîé) ñòîéêîñòüþ [3], â òî âðåìÿ êàê ñ÷èòàëîñü ñòîéêîñòü ïðî-
òîêîëîâ êîíñåíñóñà áëîê÷åéíîâ îòíîñèòñÿ ìàêñèìóì ê òåîðåòèêî-ñëîæíîñòíîé
(èëè ïðàêòè÷åñêîé ïî Øåííîíó) ñòîéêîñòè. Â ñëåäóþùåì ðàçäåëå ïðèâîäèòñÿ
ïðîòîêîë êîíñåíñóñà áëîê÷åéíà, ñòîéêîãî ê àòàêàì öåíòðàëèçàöèè â òåîðåòèêî-
èíôîðìàöèîííîì ñìûñëå.

2 Ïðîòîêîë êîíñåíñóñà, îñíîâàííûé íà ïîòåðå òî÷-
íîñòè âû÷èñëåíèé

Îñíîâíîé èäååé íîâîãî ïðîòîêîëà êîíñåíñóñà ÿâëÿåòñÿ èçìåíåíèå ïîäõîäà ê ðàñ÷å-
òó êîíñåíñóñíîé ôóíêöèè è óíè÷òîæåíèÿ âçàèìîñâÿçåé ìåæäó öåííûì ðåñóðñîì,
êîòîðûé èñïîëüçóåòñÿ â êîíñåíñóñíîì ïðîòîêîëå è âîçíàãðàæäåíèÿ çà ïîáåäó â
êîíñåíñóñå. Â êà÷åñòâå öåííîãî ðåñóðñà ìîæíî èñïîëüçîâàòü òàêîé ðåñóðñ, íàêîï-
ëåíèå êîòîðîãî áûëî áû íåöåëåñîîáðàçíî ñ ýêîíîìè÷åñêîãî èëè òåõíîëîãè÷åñêîãî
ñìûñëà (íàïðèìåð, ðåàëüíûå IP-àäðåñà), à àëãîðèòì äîáàâëåíèÿ íîâîãî áëîêà â
áëîê÷åéí ïðè ïðèìåíåíèè ïðîòîêîëà ñîãëàøåíèÿ ¾proof-of-works¿ èçìåíèòü òà-
êèì îáðàçîì, ÷òîáû íåîáõîäèìàÿ äëÿ ðàáîòû àëãîðèòìà èñõîäíàÿ èíôîðìàöèÿ
áûëà çàäàíà íåïîëíî è íåòî÷íî.

Çíà÷åíèå öåëåâîé ôóíêöèè êîíñåíñóñà âû÷èñëÿåòñÿ ñ òî÷íîñòüþ, êîòîðàÿ çà-
äàåòñÿ íåêîòîðûì ïîðîãîì. Èñõîäíàÿ èíôîðìàöèÿ ðàñïîëàãàþòñÿ íà íåñêîëüêèõ
ðåñóðñàõ çà äîñòóï ê êîòîðûì êîíêóðèðóþò ó÷àñòíèêè ïðîòîêîëà ñîãëàøåíèÿ.
Ïîñëåäíåå ñâîéñòâî ïîçâîëÿåò ñðàâíèâàòü øàíñû ó÷àñòíèêîâ ïðîòîêîëà ñ âûñî-
êîïðîèçâîäèòåëüíûìè è ìàëîïðîèçâîäèòåëüíûìè âû÷èñëèòåëüíûìè ðåñóðñàìè â
áîðüáå çà ïðàâî ãåíåðàöèè íîâîãî áëîêà.

Òåîðåòè÷åñêîé îñíîâîé ïîñòðîåíèÿ è îöåíêè óñòîé÷èâîñòè ïðîòîêîëà ñîãëà-
ñîâàíèÿ íà îñíîâàíèè ¾ïîòåðè òî÷íîñòè¿ ïðåäëàãàåòñÿ âûáðàòü îáùóþ òåîðèþ
îïòèìàëüíûõ àëãîðèòìîâ [2], êîòîðàÿ ñâÿçûâàåò ñóùåñòâîâàíèå è ñëîæíîñòü àë-
ãîðèòìîâ ñ òî÷íîñòüþ çàäàíèÿ âõîäíûõ äàííûõ àëãîðèòìà.

Ïîøàãîâîå îïèñàíèå ïðîòîêîëà, îñíîâàííîãî íà âûøåóïîìÿíóòûõ ïðèíöèïàõ
è îöåíêó åãî ñòîéêîñòè ê èçâåñòíûì àòàêàì ðàññìîòðåíû àâòîðîì ñîâìåñòíî ñ
Êîâàëü÷óê Ë.Â. è Êîâàëåíêî Á.À. â ðàáîòå [1].
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3 Âîïðîñû íàäåæíîñòè ôóíêöèîíèðîâàíèÿ áëîê-
÷åéí ñèñòåì

Â äîïîëíåíèè ê ñòîéêîñòè áëîê÷åéíà ê àòàêàì ãåíåðàöèè ëîæíîãî áëîêà è ðàç-
âåòâëåíèÿ, ìîæíî ðàññìàòðèâàòü ïîíÿòèå íàäåæíîñòè è æèâó÷åñòè ôóíêöèîíè-
ðîâàíèÿ áëîê÷åéí ñèñòåì. Íàäåæíîñòü öåëåñîîáðàçíî ââåñòè êàê âîçìîæíîñòü ñî-
õðàíåíèÿ ïðàâèëüíîãî ôóíêöèîíèðîâàíèÿ áëîê÷åéíà ïîä âëèÿíèåì ñëó÷àéíûõ,
ñòèõèéíûõ ÿâëåíèé. Âîïðîñû íàäåæíîñòè ôóíêöèîíèðîâàíèÿ áëîê÷åéí ñèñòåì
ðàññìîòðåíû àâòîðîì ñîâìåñòíî ñ Ê.C. Ãîðíÿê â ðàáîòå [5].
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Â ñòàòüå èññëåäóåòñÿ âîïðîñ îá ýôôåêòèâíîé ðåàëèçàöèè îáùèõ (íåïîðî-
ãîâûõ) ñòðóêòóð äîñòóïà (ðàçäåëåíèÿ ñåêðåòà). Íà îñíîâå òàêèõ õàðàêòåðè-
ñòèê ýôôåêòèâíîñòè àëãîðèòìà ðàçäåëåíèÿ ñåêðåòà, êàê èíôîðìàöèîííûé
óðîâåíü è äëèíà êëþ÷à, ïîëó÷åíû îöåíêè ýôôåêòèâíîñòè GM-àëãîðèòìà.
Ïðåäëîæåí ìåòîä ÷àñòè÷íûõ îáúåäèíåíèé, áîëåå ýôôåêòèâíûé â ñðàâíåíèè
ñ GM-àëãîðèòìîì.
Êëþ÷åâûå ñëîâà: ñòðóêòóðà äîñòóïà; ðàçäåëåíèå ñåêðåòà; ìîäóëÿðíûé ïîä-
õîä; èíôîðìàöèîííûé óðîâåíü; äëèíà êëþ÷à

1 Ââåäåíèå

Áîëüøèíñòâî ðåçóëüòàòîâ â òåîðèè ìîäóëÿðíîãî ðàçäåëåíèÿ ñåêðåòà îòíîñèòñÿ ê
ïîðîãîâûì ñòðóêòóðàì äîñòóïà. Íåñìîòðÿ íà ñâîþ âàæíîñòü, ïîðîãîâûå ñòðóêòó-
ðû ÿâëÿþòñÿ äîñòàòî÷íî óçêèì êëàññîì ñòðóêòóð. Â äàííîé ðàáîòå ìû ðàññìîòðèì
âîïðîñ îá ýôôåêòèâíîé ðåàëèçàöèè îáùèõ ñòðóêòóð äîñòóïà. Ñëåäóþùàÿ òåîðåìà,
ïîëó÷åííàÿ Í. Í. Øåíöîì [1], îïèñûâàåò îäíî îãðàíè÷åíèå ìîäóëÿðíîãî ïîäõîäà.

Òåîðåìà 1. Èäåàëüíî ñ ïîìîùüþ ìîäóëÿðíîãî ðàçäåëåíèÿ ñåêðåòà âîçìîæíî ðå-
àëèçîâàòü òîëüêî ïîðîãîâóþ ñòðóêòóðó äîñòóïà.

Òàêèì îáðàçîì, â îáùåì ñëó÷àå ìîäóëÿðíàÿ ðåàëèçàöèÿ ðàçäåëåíèÿ ñåêðåòà
èäåàëüíîé íå áóäåò. Â ñâÿçè ñ ýòèì íàñ èíòåðåñóåò ýôôåêòèâíîñòü íåèäåàëüíîé
ðåàëèçàöèè ðàçäåëåíèÿ ñåêðåòà. Äëÿ ýòîãî ñóùåñòâóþò ðàçëè÷íûå õàðàêòåðèñòè-
êè, îñíîâíûìè èç êîòîðûõ ÿâëÿþòñÿ èíôîðìàöèîííûé óðîâåíü è äëèíà êëþ÷à.

Ïóñòü S � ìíîæåñòâî çíà÷åíèé ðàçäåëÿåìîãî ñåêðåòà, à Si � ìíîæåñòâî çíà÷å-
íèé ÷àñòè÷íîãî ñåêðåòà i -ãî ó÷àñòíèêà.

Îïðåäåëåíèå 1. Èíôîðìàöèîííûì óðîâíåì ñõåìû ðàçäåëåíèÿ ñåêðåòà íàçûâà-
åòñÿ ìèíèìàëüíîå îòíîøåíèå ρ ðàçìåðà õðàíèìîãî ñåêðåòà ê ðàçìåðó ÷àñòè÷íîãî
ñåêðåòà â áèòàõ [5]

ρ = min
i∈I

{
log2 |S|
log2 |Si|

}
.

Îïðåäåëåíèå 2. Äëèíîé êëþ÷à ñõåìû ðàçäåëåíèÿ ñåêðåòà ss íàçûâàåòñÿ äëèíà
íàèáîëüøåãî èç êëþ÷åé ïðè óñëîâèè õðàíåíèÿ ñåêðåòà ðàçìåðîì 1 áèò [2].

ss = max
i∈I

log2 |Si|.
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Èìåþòñÿ ñëåäóþùèå îöåíêè äëÿ ýòèõ õàðàêòåðèñòèê, íå çàâèñÿùèå îò êîíêðåò-
íîãî àëãîðèòìà ðàçäåëåíèÿ ñåêðåòà.

Òåîðåìà 2. Äëÿ ëþáîé ñòðóêòóðû äîñòóïíà íà ìíîæåñòâå k ó÷àñòíèêîâ ñóùå-
ñòâóåò ñõåìà ðàçäåëåíèÿ ñåêðåòà ñ äëèíîé êëþ÷åé ïîðÿäêà O(20.994k) [4].

Òåîðåìà 3. Äëÿ ëþáîãî ÷èñëà ó÷àñòíèêîâ k ñóùåñòâóåò ñòðóêòóðà äîñòóïà,
ëþáàÿ ðåàëèçàöèÿ êîòîðîé èìååò èíôîðìàöèîííûé óðîâåíü ïîðÿäêà O(log k/k)
[2].

Òåîðåìà 4. Íàèìåíüøàÿ âîçìîæíàÿ äëèíà êëþ÷åé äëÿ ïîðîãîâîé ñòðóêòóðû
äîñòóïà åñòü O(log k) [2].

Äëÿ ìîäóëÿðíîãî ðàçäåëåíèÿ ñåêðåòà ðàíåå Í. Í. Øåíöîì áûë ïîëó÷åí ñëåäó-
þùèé ðåçóëüòàò [1].

Òåîðåìà 5. Èíôîðìàöèîííûé óðîâåíü ìîäóëÿðíîãî ðàçäåëåíèÿ ñåêðåòà âûðàæà-
åòñÿ ÷åðåç ñòåïåíè ìîäóëåé ó÷àñòíèêîâ

ρ =
M2 −M1

max
i∈I

degmi(x)
.

Êàê âèäíî, äëÿ íåïîðîãîâîé ìîäóëÿðíîé ðåàëèçàöèè íåò îöåíîê ýôôåêòèâíî-
ñòè. Äàëåå ìû ïûòàåìñÿ âîñïîëíèòü ýòîò ïðîáåë.

2 Îöåíêà ýôôåêòèâíîñòè GM-àëãîðèòìà

Èç ðàáîòû [3] èçâåñòíî, ÷òî ëþáóþ ñòðóêòóðó äîñòóïà ìîæíî ðåàëèçîâàòü ìî-
äóëÿðíî. Îïèñàííûé â ýòîé ðàáîòå ñïîñîá ãåíåðàöèè ïîäõîäÿùèõ ìîäóëåé áóäåì
íàçûâàòü GM-àëãîðèòìîì. Íèæå ïðèâåäåíî åãî êðàòêîå îïèñàíèå.

Àëãîðèòì 1.
Âõîä: Áàçèñ ñòðóêòóðû îòêàçà Γmax.
Âûõîä: Ìîäóëè ó÷àñòíèêîâ m1(x), m2(x), . . . , mt(x) ∈ Fq[x].
Øàã 0. Ïîëîæèì m1(x), m2(x), . . . , mt(x) = 1, s = |Γmax|. Ñãåíåðèðóåì

ðàçëè÷íûå íåïðèâîäèìûå ìíîãî÷ëåíû pi(x) ∈ Fq[x], i = 1, s.
Øàã k , (1 ≤ k ≤ s). Ðàññìàòðèâàåì ïîäìíîæåñòâî Ak ∈ Γmax. Âñå ìîäóëè

ó÷àñòíèêîâ, íå âõîäÿùèõ â Ak, äîìíîæàåì íà ìíîãî÷ëåí pk(x).
Êîíåö àëãîðèòìà.

Òåîðåìà 6. Èíôîðìàöèîííûé óðîâåíü, ïîëó÷àåìûé ïðè ãåíåðàöèè ìîäóëåé
ó÷àñòíèêîâ (t,k)-ïîðîãîâîé ñõåìû ñ ïîìîùüþ GM-àëãîðèòìà ñîñòàâëÿåò

ρ =
1

Ct−1
k−1

.
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Äîêàçàòåëüñòâî. Ïî îïðåäåëåíèþ, äëÿ ìîäóëÿðíîãî ðàçäåëåíèÿ ñåêðåòà

ρ =
M2 −M1

max degmi (x)
i∈I

.

Ñíà÷àëà îöåíèìM2. Äëÿ ýòîãî ðàññìîòðèì ïðîèçâîëüíîå ðàçðåø¼ííîå ìíîæåñòâî
s ó÷àñòíèêîâ, |s| = t. Íàñ èíòåðåñóåò çíà÷åíèå degLCM ({mi (x) , i ∈ s}) . Çàìåòèì,
÷òî ìîäóëü êàæäîãî èç ó÷àñòíèêîâ ïðåäñòàâëÿåò ñîáîé ïðîèçâåäåíèå êàêîãî-òî
ïîäìíîæåñòâà ìíîãî÷ëåíîâ èç {p1(x), p2(x), . . . }. Ïóñòü S � ìíîæåñòâî èíäåêñîâ
ýòèõ ìíîãî÷ëåíîâ. Òîãäà êàæäîìó ó÷àñòíèêó ñîîòâåòñòâóåò íåêîòîðîå ïîäìíîæå-
ñòâî si ⊂ S ìíîæåñòâà S è ìîäóëü ó÷àñòíèêà ìîæåò áûòü çàïèñàí â ñëåäóþùåì
âèäå

mi (x) =
∏
j∈si

pj (x) .

Òîãäà

degLCM ({mi (x) , i ∈ s}) = n

∣∣∣∣∣⋃
i∈s

si

∣∣∣∣∣ ,
÷òî ìîæíî ïåðåïèñàòü â âèäå

degLCM ({mi (x) , i ∈ s}) = n (|S| − |h|) ,
h =

⋂
i∈s si.

Î÷åâèäíî, ÷òî |S| = |Γmax|, ïîñêîëüêó êàæäûé ìíîãî÷ëåí pi(x) ñîîòâåòñòâóåò
êàêîìó-òî ýëåìåíòó èç áàçèñà ñòðóêòóðû îòêàçà. Íàñ èíòåðåñóåò çíà÷åíèå |h|. Îíî
ñîîòâåòñòâóåò ìîùíîñòè ïîäìíîæåñòâà òàêèõ ìíîãî÷ëåíîâ pj(x), j ∈ h, ÷òî íè
îäèí èç êëþ÷åé mi(x), i = 1, 2, . . . , k, íå ñîäåðæèò ìíîãî÷ëåí pj(x). Ýòî îçíà÷à-
åò, ÷òî âñå mi(x), i ∈ s, íå äåëÿòñÿ íà pj(x) îäíîâðåìåííî, ÷òî âîçìîæíî, òîëüêî
åñëè s ∈ Γmax. Ïðîòèâîðå÷èå. Ñëåäîâàòåëüíî, h = 0.

Îñòàëîñü îöåíèòü |Γmax|. Ýòî åñòü êîëè÷åñòâî ñïîñîáîâ âûáîðà t− 1 ó÷àñòíèêà
èç k, òî åñòü Ct−1

k .
Äëÿ âû÷èñëåíèÿ M1 ìîæíî ïðèìåíèòü àíàëîãè÷íûå ðàññóæäåíèÿ äëÿ ëþáî-

ãî ìíîæåñòâà ó÷àñòíèêîâ èç áàçèñà ñòðóêòóðû îòêàçà. Â ýòîì ñëó÷àå ìíîæåñòâî
h íå ïóñòî. Îíî ñîñòîèò èç âñåõ ýëåìåíòîâ áàçèñà ñòðóêòóðû îòêàçà, â êîòîðûå
âêëþ÷åíî s, òî åñòü òîëüêî èç îäíîãî ýëåìåíòà, ïîýòîìó M1 = Ct−1

k − 1.
Ïîëó÷àåì, ÷òî M2 −M1 = n. Îñòàëîñü îöåíèòü ñòåïåíè ìîäóëåé ó÷àñòíèêîâ.
Áåç îãðàíè÷åíèÿ îáùíîñòè, ðàññìîòðèì ïåðâîãî ó÷àñòíèêà. Åãî ìîäóëü äîìíî-

æàëñÿ íà ìíîãî÷ëåí ñòåïåíè n âñÿêèé ðàç, êîãäà âñòðå÷àëñÿ ýëåìåíò x ∈ Γmax, 1 /∈
x. Êîëè÷åñòâî òàêèõ ýëåìåíòîâ ïîäñ÷èòàòü íåñëîæíî � îíî ñîîòâåòñòâóåò êîëè÷å-
ñòâó ïîäìíîæåñòâ ìîùíîñòè t − 1, íå ñîäåðæàùèõ ïåðâîãî ó÷àñòíèêà. Ýòî êîëè-
÷åñòâî åñòü Ct−1

k−1.
Â èòîãå èìååì

ρ =
M2 −M1

max
i∈I

degmi (x)
=

n

nCt−1
k−1

=
1

Ct−1
k−1

.
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3 Ìåòîä ÷àñòè÷íûõ îáúåäèíåíèé

Íåäîñòàòêîì GM-àëãîðèòìà ÿâëÿåòñÿ òî, ÷òî îí íåýôôåêòèâíî ðåàëèçóåò ïîðîãî-
âûå ñõåìû, êîòîðûå ñ ïîìîùüþ ìîäóëÿðíîãî ïîäõîäà ìîæíî ðåàëèçîâàòü èäåàëü-
íî. Ïðåäëàãàåìûé íèæå ìåòîä ÷àñòè÷íûõ îáúåäèíåíèé ëèøåí ýòîãî íåäîñòàòêà.

Àëãîðèòì 2.

1. Âõîä � ñèñòåìà èç m ìíîãî÷ëåíîâ qi(x), i = 1, . . . ,m.

2. Êîíå÷íîå êîëè÷åñòâî ðàç äåëàåòñÿ îäíà èç ñëåäóþùèõ îïåðàöèé:

3. Îáúåäèíèòü äâà ñóùåñòâóþùèõ ìíîãî÷ëåíà â îäèí, ðàâíûé èõ íàèìåíüøåìó
îáùåìó êðàòíîìó.

4. Äîáàâèòü â ñèñòåìó êîïèþ îäíîãî èç íàõîäèùèõñÿ â íåé ìíîãî÷ëåíîâ.

5. Âûõîä � ñèñòåìà èç l ìíîãî÷ëåíîâ fi(x), i = 1, . . . , l.

Íàñ èíòåðåñóåò, êàêèå ñòðóêòóðû äîñòóïà ìîæíî ðåàëèçîâàòü ñ ïîìîùüþ òà-
êîãî ïîäõîäà è íàñêîëüêî ýôôåêòèâíî ýòî ìîæíî ñäåëàòü.

Òåîðåìà 7. Ñ ïîìîùüþ ìåòîäà ÷àñòè÷íûõ îáúåäèíåíèé ìîæíî ðåàëèçîâàòü
ëþáóþ ñòðóêòóðó äîñòóïà.

Äîêàçàòåëüñòâî. Êàê óæå óïîìèíàëîñü, ìîäóëü mi(x), i = 1, . . . , k êàæäîãî èç
ó÷àñòíèêîâ ïîñëå ðàáîòû GM-àëãîðèòìà ïðåäñòàâëÿåò ñîáîé ïðîèçâåäåíèå êàêîãî-
òî ïîäìíîæåñòâà ìíîãî÷ëåíîâ èç {p1(x), p2(x), . . . } è ïðåäñòàâèì â âèäå

mi (x) =
∏
j∈si

pj (x) .

Ðàññìîòðèì ñëåäóþùèå îïåðàöèè íàä ñèñòåìîé ìíîãî÷ëåíîâmi(x), i = 1, . . . , k.

1. Çàìåíà íåêîòîðîãî ìíîãî÷ëåíà íà äâà íîâûõ, òàêèì îáðàçîì, ÷òî èñõîäíûé
ìíîãî÷ëåí ðàâåí ÍÎÊ íîâûõ.

2. Óäàëåíèå èç ñèñòåìû íåêîòîðîãî ìíîãî÷ëåíà, êîòîðûé ïðèñóòñòâóåò â
íåñêîëüêèõ ýêçåìïëÿðàõ.

Ñíà÷àëà ñ ïîìîùüþ îïåðàöèè 1) ðàçëîæèì âñå ìîäóëè mi(x) íà èõ ïðèìàð-
íûå ñîñòàâëÿþùèå pj(x). Â ïîëó÷èâøåéñÿ ñèñòåìå íåêîòîðûå pj(x) âñòðå÷àþòñÿ
áîëüøå îäíîãî ðàçà. Ñ ïîìîùüþ îïåðàöèè 2) äîáü¼ìñÿ, ÷òîáû êàæäûé ìíîãî÷ëåí
âñòðå÷àëñÿ òîëüêî îäèí ðàç. Òàêèì îáðàçîì, ìû ïðèøëè ê ìíîæåñòâó pj(x) ïî-
ïàðíî âçàèìíî ïðîñòûõ ìíîãî÷ëåíîâ îäíîé ñòåïåíè.

Òåïåðü íàñ èíòåðåñóåò íàñêîëüêî ýôôåêòèâíî ýòî ìîæíî ñäåëàòü.
Äëÿ ïîðîãîâûõ ñòðóêòóð çàäà÷à òðèâèàëüíà, ïîñêîëüêó ïîðîãîâàÿ ñòðóêòóðà

ÿâëÿåòñÿ íà÷àëüíûì ñîñòîÿíèåì ìåòîäà ÷àñòè÷íûõ îáúåäèíåíèé.
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Òåîðåìà 8. Äëèíà êëþ÷åé â ðåçóëüòàòå ñêëåèâàíèÿ ñîñòàâëÿåò O(logm/ρ), ãäå
m � êîëè÷åñòâî ìíîãî÷ëåíîâ â íà÷àëå ðàáîòû ìåòîäà ÷àñòè÷íûõ îáúåäèíåíèé, à
ρ � óðîâåíü èíôîðìàöèè ïîëó÷åííîé ñ åãî ïîìîùüþ ðåàëèçàöèè.

Äîêàçàòåëüñòâî. Ïóñòü ðàçìåð ñåêðåòà ñîñòàâëÿåò îäèí áèò. Òîãäà ðàçìåð ìàê-
ñèìàëüíîãî êëþ÷à ðàâåí êàê ìèíèìóì 1/ρ. Â äåéñòâèòåëüíî îí áóäåò áîëüøå, ïî-
òîìó ÷òî â îáùåì ñëó÷àå íå ñóùåñòâóåò m ïîïàðíî âçàèìíî ïðîñòûõ ìíîãî÷ëåíîâ
1-îé ñòåïåíè. Òîãäà ðàçìåð êëþ÷à áóäåò α/ρ, ãäå α � ìèíèìàëüíûé ðàçìåð êëþ÷à
(ñòåïåíü ìíîãî÷ëåíà), ïðè êîòîðîé íàä ïîëåì Fq ñóùåñòâóåò m ïîïàðíî âçàèìíî
ïðîñòûõ ìíîãî÷ëåíîâ ñòåïåíè α. Ýòà âåëè÷èíà èìååò ïîðÿäîê O(logm).

Ñëåäñòâèå. Ñ ïîìîùüþ ñêëåèâàíèÿ ìîäóëåé ïîðîãîâóþ ñõåìó ìîæíî ðåàëèçî-
âàòü ñ äëèíîé êëþ÷åé ïîðÿäêà ss = O(t log(kt)).
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Îïèñûâàþòñÿ ñâîéñòâà ãðóïïû G, ïîðîæäåííîé ÷àñòè÷íûìè ôóíêöèÿ-
ìè ïåðåõîäîâ àâòîìàòíîé ìîäåëè íåàâòîíîìíîãî ðåãèñòðà ñäâèãà íàä ïðî-
èçâîëüíîé êîíå÷íîé àáåëåâîé ãðóïïîé. Òàêîé ðåãèñòð ñäâèãà ïðèìåíÿåòñÿ â
SH-îáîáùåíèå àëãîðèòìà áëî÷íîãî øèôðîâàíèÿ Ôåéñòåëÿ. Äàíà õàðàêòåðè-
çàöèÿ ãðóïïû G ÷åðåç îïåðàöèþ ýêñïîíåíöèðîâàíèÿ, ïðèâåäåíû óñëîâèÿ åå
ïðèìèòèâíîñòè.
Êëþ÷åâûå ñëîâà: îïåðàöèÿ ýêñïîíåíöèðîâàíèÿ; ñïëåòåíèå ãðóïï; èìïðè-
ìèòèâíàÿ ãðóïïà; ïðèìèòèâíàÿ ãðóïïà; íåàâòîíîìíûé ðåãèñòð ñäâèãà

1 Ââåäåíèå

Ïóñòü (X,+) � êîíå÷íàÿ àáåëåâà ãðóïïà, â ÷àñòíîñòè, (X,+) ìîæåò ÿâëÿòüñÿ
àääèòèâíîé ãðóïïîé ïîëÿ GF (p) èëè êîëüöà Zp, p ≥ 2. Ðàññìîòðèì íåàâòîíîìíûé
ðåãèñòð ñäâèãà (ÍÐÑ) äëèíû m ≥ 2 íàä ãðóïïîé X ñ ôóíêöèåé îáðàòíîé ñâÿçè
Xm → X, çàäàííûé óñëîâèåì

(α1, ..., αm) 7→ α1 + h(α2, ..., αm), h : Xm−1 → X.

Íåàâòîíîìíûé ðåãèñòð ñäâèãà ðåàëèçóåò ïðåîáðàçîâàíèå ìíîæåñòâà Xm ñ ÷àñòè÷-
íûìè ôóíêöèÿìè ïåðåõîäîâ gh,k : Xm → Xm,

gh,k : (α1, ..., αm) 7→ (α2, ..., αm, α1 + h(α2, ..., αm) + k) , k ∈ X.

Îí ñîâïàäàåò ñ îäíèì èç âàðèàíòîâ îáîáùåíèÿ àëãîðèòìà áëî÷íîãî øèôðîâàíèÿ
Ôåéñòåëÿ, à èìåííî, îáîáùåííîãî SH-àëãîðèòìà (source-heavy) (ñì., [5]) c ÷àñòè÷-
íîé ðàóíäîâîé ôóíêöèåé

gk,h : (α1, ..., αm) 7→ (α2, ..., αm, α1 + h(α2, ..., αm) + k) , k ∈ X, h : Xm−1 → X.

Ãðóïïà G(m)(h) = 〈gh,k|k ∈ X〉, ïîðîæäåííàÿ âñåìè ÷àñòè÷íûìè ôóíêöèÿìè,
íàçûâàåòñÿ ãðóïïîé íåàâòîíîìíîãî ðåãèñòðà ñäâèãà, à â íåêîòîðûõ êðèïòîãðàôè-
÷åñêèõ ïðèëîæåíèÿõ � ãðóïïîé àëãîðèòìà øèôðîâàíèÿ. Îíà ÿâëÿåòñÿ âàæíîé
õàðàêòåðèñòèêîé àëãîðèòìà øèôðîâàíèÿ, êîòîðûé ïðè åå èíòðàíçèòèâíîñòè, èì-
ïðèìèòèâíîñòè èëè óíèïðèìèòèâíîñòè ìîæåò èìåòü ðàçíûå ñëàáîñòè. Åñëè ãðóïïà
G(m)(h) èìïðèìèòèâíà, òî ïðè êðèïòîàíàëèçå àëãîðèòìà øèôðîâàíèÿ âîçìîæíî
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ïðèìåíåíèå åñòåñòâåííûõ ãîìîìîðôèçìîâ, ñâÿçàííûõ ñ ñóùåñòâîâàíèåì íåòðèâè-
àëüíîé ñèñòåìû èìïðèìèòèâíîñòè (ðàçáèåíèå àëôàâèòà òåêñòîâ íà ðàâíîìîùíûå
áëîêè). Â [2,4] îïèñàíû ðàçíûå ñëó÷àè ïðè èìïðèìèòèâíûõ ãðóïï àëãîðèòìîâ
áëî÷íîãî øèôðîâàíèÿ. Åñëè æå ãðóïïà G(m)(h) óíèïðèìèòèâíà è îïèñûâàåòñÿ ñ
ïîìîùüþ îïåðàöèè ýêñïîíåíöèðîâàíèÿ, òî îíà ìîæåò ÿâëÿòüñÿ ïîäãðóïïîé ãðóï-
ïû èçîìåòðèé íåêîòîðîé íåòðèâèàëüíîé ìåòðèêè, ÷òî äëÿ êðèïòîãðàôè÷åñêèõ
ïðèëîæåíèé îçíà÷àåò ñîõðàíåíèå ñîîòíîøåíèé ìåæäó ïàðàìè îòêðûòîãî è ñîîò-
âåòñòâóþùåãî øèôðîâàííîãî òåêñòîâ. Ïåðâûé òàêîé ïðèìåð ïðèâåäåí â [1] äëÿ
äâîè÷íîãî íåàâòîíîìíîãî ðåãóëÿðíîãî ðåãèñòðà ñäâèãà. Â íàñòîÿùåé ðàáîòå ïîëó-
÷åíî åãî îáîáùåíèå äëÿ íåàâòîíîìíîãî ðåãèñòðà ñäâèãà íàä ïðîèçâîëüíîé êîíå÷-
íîé àáåëåâîé ãðóïïû (X,+). Äàíà õàðàêòåðèçàöèÿ ãðóïïû G(m)(h) ÷åðåç îïåðàöèþ
ýêñïîíåíöèðîâàíèÿ, ïðèâåäåíû óñëîâèÿ åå ïðèìèòèâíîñòè.

2 Îñíîâíûå ðåçóëüòàòû

Ïóñòü S(X) � ñèììåòðè÷åñêàÿ ãðóïïà íà ìíîæåñòâå X, αg = αg = g(α) � îáðàç
ýëåìåíòà α ∈ X ïðè äåéñòâèè íà íåãî ïîäñòàíîâêîé g ∈ S(X), BU = {f |f : U → B}
äëÿ ïðîèçâîëüíûõ ìíîæåñòâ B,U .

Íàïîìíèì ñëåäóþùèå ïîíÿòèÿ (ñì., íàïðèìåð, [1,3]).

Îïðåäåëåíèå 1. Ïóñòü G ≤ S(X), H ≤ S(J), GJ = {g|g : J → G}. Òîãäà ìíîæå-
ñòâî

{
(g, h)|(g, h) ∈ GJ ×H

}
îòíîñèòåëüíî îïåðàöèè

(g1, h1)(g2, h2) = (g, h1h2),

ãäå (g1, h1), (g2, h2) ∈ GJ ×H, g ∈ GJ ,

g(j) = g1(j)g2

(
jh1
)
äëÿ êàæäîãî j ∈ J ,

ÿâëÿåòñÿ ãðóïïîé, êîòîðàÿ íàçûâàåòñÿ ñïëåòåíèåì ãðóïïû G ãðóïïîé H è îáîçíà-
÷àåòñÿ G oH.

Îïðåäåëåíèå 2. Ýêñïîíåíöèðîâàíèåì ãðóïïû G ãðóïïîé H íàçûâàåòñÿ ãðóïïà
ïîäñòàíîâîê ñòåïåíè |X||J | ìíîæåñòâà XJ = {ϕ|ϕ : J → X}, îáîçíà÷àåìàÿ G ↑ H,
àáñòðàêòíî èçîìîðôíàÿ ñïëåòåíèþ G oH è çàäàâàåìàÿ ñëåäóþùèì äåéñòâèåì íà
ìíîæåñòâå XJ :

(g, h) : ϕ(j) 7→ ϕ
(
jh
−1
)g(jh−1

)
äëÿ êàæäîãî j ∈ J,

ãäå (g, h) ∈ G oH, ϕ ∈ XJ .

Ãðóïïà G ↑ H èìååò íîðìàëüíûé äåëèòåëü

N =
{

(g, 1)|g ∈ GJ
} ∼= |J |︷ ︸︸ ︷

G× ...×G,

ïðè÷åì G ↑ H/N ∼= H.
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Èçâåñòíî (ñì., íàïðèìåð, ëåììà 2.7.A [3]), ÷òî ãðóïïà G ↑ H ïðèìèòèâíà òîãäà
è òîëüêî òîãäà, êîãäà ãðóïïà G ïðèìèòèâíà è íåðåãóëÿðíà, à ãðóïïà H òðàí-
çèòèâíà. Â òåðìèíàõ ïîäãðóïï ãðóïïû ýêñïîíåíöèðîâàíèÿ â êëàññèôèêàöèîííîé
òåîðåìå Î'Íýíà-Ñêîòòà îïèñûâàåòñÿ ðÿä êëàññîâ ïðèìèòèâíûõ ãðóïï.

Ïóñòü v
(i,m)
β : Xm → Xm,

v
(i,m)
β : (α1, ..., αm) 7→ (α1, ..., αi−1, αi + β, αi+1, ..., αm), β ∈ X, i = 1, ...,m,

J(h) =
{
j1, ..., jq(h)

}
� ìíîæåñòâî íîìåðîâ âñåõ ñóùåñòâåííûõ ïåðåìåííûõ

xj1 , ..., xjq(h) ôóíêöèè h(x1, ..., xm−1), J(h) ⊂ {1, ...,m− 1}, q(h) = |J(h)|, è

d = d(h) = ÍÎÄ
{
j1, ..., jq(h),m

}
.

Åñëè d > 1, òî ïîëîæèì l = l(h) = m/d, è ôóíêöèþ h(d) : X l−1 → X çàäàäèì
óñëîâèåì

h(d) (β1, ..., βl−1) = h(β′1, ..., β
′
m−1) äëÿ êàæäîãî íàáîðà (β1, ..., βl−1) ∈ X l−1,

ãäå

β′j =

{
βi, åñëè j/d = i, i ∈ {1, 2, ..., l − 1},
0, åñëè j/d /∈ {1, 2, ..., l − 1}.

Ðàññìîòðèì ìíîæåñòâî ôóíêöèé Φ =
{
ϕ|ϕ : {1, ..., d} → X l

}
. Äëÿ êàæäîãî

α = (α1, ..., αm) ∈ Xm ïîëîæèì ψ : α→ ϕα, ãäå

ϕα : i 7→
(
αi, αi+d, ..., αi+(l−1)d

)
.

Î÷åâèäíî, ÷òî ψ åñòü áèåêöèÿ ìåæäó ìíîæåñòâàìè Φ è Xm. Çàìåòèì, ÷òî

g−1
h,k : (α1, ..., αm) 7→ (αm − h(α1, ..., αm−1)− k, α1, ..., αm−1) ,

g−1
h,0gh,k = v

(m,m)
k .

Ïîýòîìó v
(m,m)
k ∈ G(m)(h). Î÷åâèäíî, ÷òî gh,k = gh,k−βv

(m,m)
β äëÿ âñåõ β, k ∈ X.

Ïóñòü 0 � íóëåâîé ýëåìåíò ãðóïïû (X,+), 〈(d, d− 1, ..., 1)〉 � öèêëè÷åñêàÿ ãðóï-
ïà, ïîðîæäåííàÿ öèêëîì 〈(d, d− 1, ..., 1)〉.

Îñíîâíûì ðåçóëüòàòîì ðàáîòû ÿâëÿåòñÿ ñëåäóþùàÿ òåîðåìà.

Òåîðåìà 1. Ïóñòü m ≥ 3, d = d(h) > 1, l = l(h) ≥ 1, m = l(h)d(h). Òîãäà:

• ψ−1G(m)(h)ψ ≤ G(l)
(
h(d)
)
↑ 〈(d, d− 1, ..., 1)〉, ãðóïïà G(m)(h) ïîäîáíà ïîäãðóï-

ïå ýêñïîíåíöèðîâàíèÿ ãðóïï G(l)
(
h(d)
)
è 〈(d, d− 1, ..., 1)〉;

• ãðóïïà

Q =
〈
g−jh,0v

(m,m)
β gjh,0, g

d
h,0|j ∈ {0, ..., d− 1}, β ∈ X

〉
,

èíäóöèðóåò íà ìíîæåñòâàõ

Ωi =
{

(δi, δi+d, ..., δi+(l−1)d)|(δi, δi+d, ..., δi+(l−1)d) ∈ X l
}

ãðóïïû Qi ïîäîáíûå G
(l)
(
h(d)
)
, i = 1, ..., d;
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• Q / G(m)(h) è G(m)(h)/Q ∼= 〈(d, d− 1, ..., 1)〉;

• åñëè M � ìèíèìàëüíûé íîðìàëüíûé äåëèòåëü ãðóïïû G(l)
(
h(d)
)
, ñîäåðæà-

ùèé ýëåìåíò v
(l,l)
β äëÿ êàæäîãî β ∈ X, òî∣∣G(m)(h)

∣∣ = d|M |d
∣∣G(l)

(
h(d)
)
/M
∣∣ ;

• ãðóïïà G(m)(h) ïðèìèòèâíà, åñëè ïðèìèòèâíà è íåðåãóëÿðíà ãðóïïà M .
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Ðàáîòà ïîñâÿùåíà ðåàëèçàöèè ìíîãîðàçðÿäíîé àðèôìåòèêè â ïàðàëëåëü-
íîé ìîäåëè âû÷èñëåíèé. Äëÿ ýòîãî ïðèâåäåíî îïèñàíèå ìîäåëè ïàðàëëåëü-
íûõ âû÷èñëåíèé. Äàåòñÿ îïèñàíèå ïóòåé îïòèìèçàöèè ïðè ïîñòðîåíèè àëãî-
ðèòìîâ â ïàðàëëåëüíîé ìîäåëè è ïðèâåäåíû êðèòåðèè ýôôåêòèâíîñòè, êî-
òîðûì äîëæíû ñîîòâåòñòâîâàòü òàêèå àëãîðèòìû. Ïðèâåäåíû îãðàíè÷åíèÿ,
êîòîðûå íóæíî ó÷èòûâàòü êàæäûé ðàç, êîãäà âîçíèêàåò íåîáõîäèìîñòü çà-
äåéñòâîâàòü áîëüøåå ÷èñëî ïàðàëëåëüíûõ ïðîöåññîðîâ
Êëþ÷åâûå ñëîâà: ìíîãîðàçðÿäíàÿ àðèôìåòèêà; ïàðàëëåëüíàÿ ìîäåëü âû-
÷èñëåíèé

1 Ââåäåíèå

Êàê èçâåñòíî, áîëüøàÿ ÷àñòü ïðèêëàäíûõ çàäà÷ ìîæåò áûòü ðàçäåëåíà íà ìåíüøèå
çàäà÷è (ïîäçàäà÷è), ÷òî ïîçâîëÿåò áîëüøóþ çàäà÷ó ïðèâåñòè ê ðåøåíèþ ìåíüøèõ
ïî ñëîæíîñòè çàäà÷. Ñóùåñòâóåò ìíîãî ìåòîäîâ ðåàëèçàöèè è âûïîëíåíèÿ ìåíü-
øèõ çàäà÷ íà ðàçíûõ óñòðîéñòâàõ îäíîâðåìåííî (áîëüøàÿ ÷àñòü òàêèõ ìåòîäîâ
ÿâëÿåòñÿ äóáëèðîâàíèåì âûïîëíåíèÿ íà ðàçíûõ ïðîöåññîðàõ èëè äóáëèðîâàíèåì
äàííûõ íà ðàçíûõ ïðîöåññîðàõ). Íàèáîëåå ñëîæíîé ïðîáëåìîé ÿâëÿåòñÿ ëîêàëè-
çàöèÿ è îïòèìèçàöèÿ âñåõ ïîñëåäîâàòåëüíûõ çàäà÷, òî åñòü ëîêàëèçàöèÿ è îïòè-
ìèçàöèÿ øàãîâ, êîòîðûå íå ìîãóò áûòü ðàñïàðàëëåëåíû. Ïîñëåäóþùåé ïðîáëåìîé
ÿâëÿåòñÿ ðåàëèçàöèÿ çàäà÷è â âèäå àëãîðèòìà äëÿ îïðåäåëåííûõ óñòðîéñòâ.

Ïåðâûå ïîïûòêè ñôîðìóëèðîâàòü êðèòåðèè óñêîðåíèÿ çà ñ÷åò èñïîëüçîâàíèÿ
ïàðàëëåëüíûõ âû÷èñëåíèé îòíîñÿò ê ðàáîòå Äæèíà Àìäàëà [7]. Â ñâîåé ðàáîòå Àì-
äàë ñôîðìóëèðîâàë çàêîí, êîòîðûé óòâåðæäàåò, ÷òî íåáîëüøàÿ ÷àñòü ïðîãðàììû,
êîòîðàÿ íå ïîääà¼òñÿ ðàñïàðàëëåëèâàíèþ, îãðàíè÷èò îáùåå óñêîðåíèå îò ðàñïà-
ðàëëåëèâàíèÿ. Äëÿ êîýôôèöèåíòà óñêîðåíèÿ Sp ïðîöåññà â öåëîì èìååò ìåñòî
çàâèñèìîñòü [7] Sp = 1/(α + 1−α

p
), ãäå α � ÷àñòü ïîñëåäîâàòåëüíûõ âû÷èñëåíèé, p

� êîëè÷åñòâî ïðîöåññîðîâ. Çàâèñèìîñòü Sp îò äîëè ïîñëåäîâàòåëüíûõ âû÷èñëåíèé
è êîëè÷åñòâà çàäåéñòâîâàííûõ ïðîöåññîðîâ ïðèâåäåíà íà ðèñ. 1.

Ëþáàÿ áîëüøàÿ ìàòåìàòè÷åñêàÿ èëè èíæåíåðíàÿ çàäà÷à îáû÷íî áóäåò ñîñòî-
ÿòü èç íåñêîëüêèõ ÷àñòåé, êîòîðûå ìîãóò âûïîëíÿòüñÿ ïàðàëëåëüíî èëè òîëüêî
ïîñëåäîâàòåëüíî. Ñôîðìóëèðîâàííûé çàêîí îïðåäåëÿåò âåðõíþþ ãðàíèöó ïîëåç-
íîñòè îò óâåëè÷åíèÿ êîëè÷åñòâà ïðîöåññîðîâ â âû÷èñëèòåëüíîé ñèñòåìå. Àìäàë
îáîñíîâàë, ÷òî äîïîëíèòåëüíûå óñèëèÿ íå äàþò íèêàêîãî ýôôåêòà, åñëè çàäà÷à íå
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Ðèñ. 1. Çàâèñèìîñòü êîýôôèöèåíòà óñêîðåíèÿ îò äîëè ïîñëåäîâàòåëüíûõ âû÷èñ-
ëåíèé è êîëè÷åñòâà çàäåéñòâîâàííûõ ïðîöåññîðîâ

ìîæåò áûòü ðàñïàðàëëåëåíà â ïîñëåäîâàòåëüíîé ÷àñòè. Íà ðèñ. 1 âèäíî, ÷òî ïðè
îáùåé äîëå â 5 ïðîöåíòîâ ïîñëåäîâàòåëüíûõ øàãîâ, ïðîãðàììà íå ìîæåò áûòü
óñêîðåíà áîëåå ÷åì â 20 ðàç, íåñìîòðÿ íà êîëè÷åñòâî çàäåéñòâîâàííûõ ïðîöåññî-
ðîâ. Ïðè ðàçðàáîòêå ïàðàëëåëüíûõ ñèñòåì íåîáõîäèìî òàêæå ó÷èòûâàòü âðåìÿ,
íåîáõîäèìîå äëÿ ïåðåäà÷è äàííûõ ìåæäó óçëàìè. Çàâèñèìîñòü âðåìåíè âû÷èñëå-
íèé îò ÷èñëà óçëîâ áóäåò èìåòü ìàêñèìóì, è ñ îïðåäåëåííîãî ìîìåíòà äîáàâëåíèå
íîâûõ óçëîâ â ñèñòåìó áóäåò óâåëè÷èâàòü âðåìÿ ðàáîòû ïðîãðàììû.

2 Ïàðàëëåëüíàÿ ìîäåëü âû÷èñëåíèé

Ïîä ïàðàëëåëüíîé ìîäåëüþ âû÷èñëåíèé ðàññìàòðèâàåòñÿ ìîäåëü GPU (Graphics
Processing Unit) âèäåîêàðòû. Ôèçè÷åñêè ýòî îòäåëüíîå óñòðîéñòâî, êîòîðîå óñòà-
íàâëèâàåòñÿ â êîìïüþòåð äîïîëíèòåëüíî. GPU ïîñòðîåíà ïî òåõíîëîãèè SIMD
(Single Instruction�Multiple Data), ãäå ïîòîêîâûå ïðîöåññîðû ìîãóò âûïîëíÿòü îä-
íó èíñòðóêöèþ îäíîâðåìåííî, îïåðèðóÿ ñ ðàçëè÷íûìè äàííûìè. Â òàêîé ìîäåëè
GPU èìååò ñîáñòâåííóþ ïàìÿòü, êîòîðàÿ çíà÷èòåëüíî áûñòðåå ïàìÿòè îñíîâíîãî
ïðîöåññîðà. Èíîãäà èñïîëüçóþò ñïåöèàëüíóþ (èñêóññòâåííî ñãåíåðèðîâàííóþ) ìî-
äåëü âû÷èñëåíèé, â êîòîðîé ðàññìàòðèâàåòñÿ ìîäåëü GPU îñíîâíîãî ïðîöåññîðà.
Ôèçè÷åñêè ýòî îòäåëüíîå ÿäðî íà îñíîâíîì ïðîöåññîðå. Òàêàÿ ìîäåëü îòëè÷àåòñÿ
îò ìîäåëè GPU âèäåîêàðòû òåì, ÷òî îíà íå èìååò ñîáñòâåííîé ïàìÿòè, à èñïîëü-
çóåò ïàìÿòü îñíîâíîãî ïðîöåññîðà. Â ýòîé ìîäåëè, ñ ïðàêòè÷åñêîé òî÷êè çðåíèÿ,
îïåðàöèè ñ ïàìÿòüþ ìåäëåííåå, ÷åì â ìîäåëè GPU âèäåîêàðòû. Ñ òåîðåòè÷åñêîé
òî÷êè çðåíèÿ àíàëèç ñëîæíîñòè àëãîðèòìîâ â ïàðàëëåëüíîé è ñïåöèàëüíîé (èñ-
êóññòâåííî ñãåíåðèðîâàííîé) ìîäåëÿõ âû÷èñëåíèé äàåò îäèíàêîâûå îöåíêè.
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Ðàçäåëåíèå íà ïîñëåäîâàòåëüíóþ è ïàðàëëåëüíóþ ìîäåëè âû÷èñëåíèé ñâÿçàíî
ñ òåì, ÷òî ýôôåêòèâíîñòü àëãîðèòìà çàâèñèò îò ìàêñèìàëüíîãî ó÷åòà àðõèòåê-
òóðíûõ îñîáåííîñòåé âû÷èñëèòåëüíîé ñèñòåìû, äëÿ êîòîðîé ýòîò àëãîðèòì ðåà-
ëèçóåòñÿ. Òàê, íàïðèìåð, àëãîðèòìû ðåàëèçàöèè âû÷èñëåíèé äîëæíû ó÷èòûâàòü,
÷òî îïåðàöèè èçìåíåíèÿ ñîäåðæèìîãî ëþáîé ÿ÷åéêè ïàìÿòè â ïîñëåäîâàòåëüíîé è
ïàðàëëåëüíîé ìîäåëÿõ âû÷èñëåíèé âûïîëíÿþòñÿ òîëüêî ïîñëåäîâàòåëüíî. À ñ÷è-
òûâàòü ñîäåðæìîå ÿ÷åéêè ïàìÿòè ìîãóò îäíîâðåìåííî íåñêîëüêî ïàðà ðàçíûìè
ïðîöåññîðàìè â ïàðàëëåëüíîé ìîäåëè âû÷èñëåíèé.

3 Ïóòè îïòèìèçàöèè

Ïîÿâëåíèå íîâûõ ïàðàëëåëüíûõ ñèñòåì âûçâàëî íåîáõîäèìîñòü ðàçðàáîòêè íîâîãî
ïðîãðàììíîãî îáåñïå÷åíèÿ, êîòîðîå äîëæíî áûëî âûïîëíÿòüñÿ ïàðàëëåëüíî. Ýòî
áûëî çíà÷èòåëüíûì èìïóëüñîì ê ðàçðàáîòêå íîâûõ ïàðàëëåëüíûõ àëãîðèòìîâ (â
îòëè÷èå îò òðàäèöèîííûõ ïîñëåäîâàòåëüíûõ àëãîðèòìîâ) è èõ ðåàëèçàöèè äëÿ
ðàçëè÷íûõ âû÷èñëèòåëüíûõ ñèñòåì. Ïîÿâèëèñü àëãîðèòìû è ïðîãðàììíûå ïàêå-
òû, ñïîñîáíûå ðàáîòàòü íà ñóïåðêîìïüþòåðàõ è ñ äàííûìè áîëüøîãî ðàçìåðà.

Â ðàáîòàõ ðàññìàòðèâàþò ïóòè îïòèìèçàöèè àðèôìåòè÷åñêèõ îïåðàöèé ïðè
ïîñòðîåíèè àëãîðèòìîâ â ïàðàëëåëüíîé ìîäåëè âû÷èñëåíèé, à èìåííî

1. Óìåíüøåíèå ñâÿçàííûõ øàãîâ çà ñ÷åò çàìåíû èõ áîëåå ïðîñòûìè è îäíî-
òèïíûìè, íî íåñâÿçàííûìè îïåðàöèÿìè, ÷òî îáû÷íî óâåëè÷èâàåò êîëè÷åñòâî çà-
äåéñòâîâàííûõ ïðîöåññîðîâ, íî äàåò âîçìîæíîñòü óìåíüøèòü îáùåå êîëè÷åñòâî
îïåðàöèé, âûïîëíÿåìûõ êàæäûì èç ïàðàëëåëüíûõ ïðîöåññîðîâ.

2. Óìåíüøåíèå îáúåìà îáðàáàòûâàåìûõ äàííûõ, ÷òî ïîçâîëÿåò óìåíüøèòü êî-
ëè÷åñòâî çàäåéñòâîâàííûõ ïàðàëëåëüíûõ ïðîöåññîðîâ, ñîõðàíÿÿ îáùåå êîëè÷åñòâî
îïåðàöèé, âûïîëíÿåìûõ êàæäûì èç ïàðàëëåëüíûõ ïðîöåññîðîâ.

3. Èñïîëüçîâàíèå ðåçåðâîâ îïòèìèçàöèè âû÷èñëåíèé (íå óâåëè÷èâàÿ êîëè÷å-
ñòâî øàãîâ àëãîðèòìà).

Ïðèâåäåííûé ïåðå÷åíü ïóòåé îïòèìèçàöèè íå ÿâëÿåòñÿ èñ÷åðïûâàþùèì.
Ðàñïàðàëëåëèâàíèå àðèôìåòè÷åñêèõ îïåðàöèé ìîæíî îñóùåñòâèòü, â îñíîâ-

íîì, òîãäà, êîãäà óäàåòñÿ óìåíüøèòü êîëè÷åñòâî ñèëüíî ñâÿçàííûõ ìåæäó ñîáîé
øàãîâ, ïîýòîìó îñîáîå âíèìàíèå óäåëÿåòñÿ ïåðâîìó ìåòîäó îïòèìèçàöèè. Ìåòîä
îïòèìèçàöèè çà ñ÷åò óìåíüøåíèÿ îáùåé ðàçðÿäíîñòè âõîäíûõ äàííûõ èñïîëüçó-
åòñÿ, íàïðèìåð, ïðè ðåàëèçàöèè àëãîðèòìà ìíîãîðàçðÿäíîãî óìíîæåíèÿ íà îñíîâå
áûñòðîãî ïðåîáðàçîâàíèÿ Ôóðüå (ÁÏÔ).

4 Êðèòåðèè ýôôåêòèâíîñòè

Ðàçðàáîòêà ýôôåêòèâíûõ ïàðàëëåëüíûõ àëãîðèòìîâ äëÿ GPU íåâîçìîæíà áåç
òùàòåëüíîãî èçó÷åíèÿ ýòèõ àëãîðèòìîâ äëÿ îäíîãî ïðîöåññîðà. Ýôôåêòèâíûìè
àëãîðèòìàìè â ïàðàëëåëüíîé ìîäåëè áóäóò àëãîðèòìû, ïðè ðåàëèçàöèè êîòîðûõ:

- èñïîëüçóåòñÿ êýø-ïàìÿòü ìàêñèìàëüíî;
- ïîñòðîåíû íà âåêòîðíûõ îïåðàöèÿõ;
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- çàäåéñòâóþò íåáîëüøîå ÷èñëî ïàðàëëåëüíûõ ïðîöåññîðîâ, ÷òîáû óìåíüøèòü
îáúåì ýëåêòðîýíåðãèè íåîáõîäèìîé äëÿ âûïîëíåíèÿ ìíîãîðàçðÿäíîé îïåðàöèè.

Áîëüøàÿ çàäà÷à â ïàðàëëåëüíîé ìîäåëè âû÷èñëåíèé ðàçáèâàåòñÿ íà ïîäçàäà÷è
äëÿ âûïîëíåíèÿ íà îäíîì ïðîöåññîðå, ãäå âû÷èñëåíèÿ ðàññìàòðèâàåòñÿ êàê âû-
÷èñëåíèÿ â ïîñëåäîâàòåëüíîé ìîäåëè âû÷èñëåíèé. ×åì áîëüøå àëãîðèòìîâ ïðî-
àíàëèçèðîâàíî äëÿ ïîñëåäîâàòåëüíîé ìîäåëè, òåì áîëüøå âåðîÿòíîñòü òîãî, ÷òî
âûáðàííàÿ ïîñëåäîâàòåëüíàÿ ìîäåëü äëÿ êàæäîãî ïàðàëëåëüíîãî ïðîöåññîðà ïðè
ñîõðàíåíèè áàëàíñà ìåæäó êýø-ïàìÿòüþ, âåêòîðíûìè îïåðàöèÿìè è êîëè÷åñòâîì
çàäåéñòâîâàííûõ ïðîöåññîðîâ äàñò ìàêñèìàëüíûé ýôôåêò.

5 Îãðàíè÷åíèÿ ïðè ðåàëèçàöèè àëãîðèòìîâ

Îïåðàöèÿ óìíîæåíèÿ ÿâëÿåòñÿ ñîñòàâëÿþùåé îïåðàöèè âîçâåäåíèÿ â ñòåïåíü ïî
ìîäóëþ. Îò áûñòðîäåéñòâèÿ îïåðàöèè óìíîæåíèÿ çàâèñèò áûñòðîäåéñòâèå àñèì-
ìåòðè÷íûõ êðèïòîãðàôè÷åñêèõ ïðîãðàììíî-àïïàðàòíûõ êîìïëåêñîâ. Åñëè â ïî-
ñëåäîâàòåëüíîé ìîäåëè âû÷èñëåíèé èìåííî îáùåå ÷èñëî îäíîñëîâíûõ îïåðàöèé
óìíîæåíèÿ âëèÿåò íà âûáîð ìåòîäà ðåàëèçàöèè ìíîãîðàçðÿðäíîé îïåðàöèè è îá-
ùóþ îöåíêó ñëîæíîñòè, òî ïåðåõîä â ïàðàëëåëüíóþ ìîäåëü âû÷èñëåíèé òðåáóåò
èñïîëüçîâàíèÿ äîïîëíèòåëüíîé ëîãèêè äëÿ ó÷åòà çíàêà ïåðåíîñà, ÷òî óâåëè÷èâàåò
ñëîæíîñòü âû÷èñëåíèÿ íå ìåíåå ÷åì â äâà ðàçà, õîòÿ â ïîñëåäîâàòåëüíîé ìîäåëè
çíàê ïåðåíîñà ó÷èòûâàåòñÿ íà ëåòó (àâòîìàòè÷åñêè). Êðîìå òîãî, çíàê ïåðåíîñà
íóæíî ó÷èòûâàòü è ïåðåíîñèòü ìåæäó äàííûìè äëÿ ðàçíûõ ïðîöåññîðîâ.

Åñëè ïðè óìíîæåíèè äâóõ 256-ðàçðÿäíûõ ÷èñåë çàäåéñòâîâàòü 65536 ïàðàë-
ëåëüíûõ ïðîöåññîðîâ, òî ñëîæíîñòü âûïîëíåíèÿ ìíîãîðàçðÿäíîé îïåðàöèè ïî êî-
ëè÷åñòâó îäíîñëîâíûõ îïåðàöèé óìíîæåíèÿ ðàâíà O∗(N) = 1. Ò.å. êàæäûé èç
65536 ïðîöåññîðîâ âûïîëíèò òîëüêî îäíó îäíîñëîâíóþ îïåðàöèþ óìíîæåíèÿ. Ýòî
âîçìîæíî òîëüêî òåîðåòè÷åñêè. Íà ïðàêòèêå, ÷åì áîëüøå ïàðàëëåëüíûõ ïðîöåñ-
ñîðîâ çàäåéñòâóåòñÿ, òåì áîëüøå îãðàíè÷åíèé íóæíî ó÷èòûâàòü. Åñëè ðàññìàòðè-
âàòü GPU, òî îäíèì èç ïåðâûõ îãðàíè÷åíèé ÿâëÿåòñÿ ðàçìåð êýø-ïàìÿòè ðàáî÷åé
ãðóïïû ïðîöåññîðîâ. Âû÷èñëåíèÿ íà GPU ðàçáèâàþòñÿ íà ãðóïïû ïðîöåññîðîâ.
Êàæäàÿ ãðóïïà èìååò ñâîþ êýø-ïàìÿòü, êîòîðàÿ çíà÷èòåëüíî áûñòðåå ëîêàëüíîé
èëè ãëîáàëüíîé ïàìÿòè GPU. Ïðåèìóùåñòâîì êýø-ïàìÿòè ÿâëÿåòñÿ òî, ÷òî åñ-
ëè õîòÿ áû îäèí ïðîöåññîð ãðóïïû ÷èòàåò äàííûå èç ëîêàëüíîé èëè ãëîáàëüíîé
ïàìÿòè, òî îñòàëüíûì ïðîöåññîðàì íåò íåîáõîäèìîñòè âûïîëíÿòü îïåðàöèþ ñ÷è-
òûâàíèÿ ñ òîé æå ÿ÷åéêè ïàìÿòè. Äàííûå ñ÷èòûâàþòñÿ óæå èç êýø-ïàìÿòè.

Ñëåäóþùèì îãðàíè÷åíèåì ÿâëÿåòñÿ ÷èñëî ïðîöåññîðîâ â ðàáî÷åé ãðóïïå, â
êîòîðîé âñå îïåðàöèé âûïîëíÿþòñÿ ñèíõðîííî. Ïðè óâåëè÷åíèè êîëè÷åñòâà çà-
äåéñòâîâàííûõ ïðîöåññîðîâ âñå âû÷èñëåíèÿ íåîáõîäèìî ðàçáèâàòü íà íåñêîëüêî
ðàáî÷èõ ãðóïï, ìåæäó êîòîðûìè íåîáõîäèìî âûïîëíÿòü ñèíõðîíèçàöèþ, êîòîðàÿ
ÿâëÿåòñÿ î÷åíü çàòðàòíîé îïåðàöèåé. Ïðè ïîñëåäóþùåì óâåëè÷åíèè ïàðàëëåëü-
íûõ ïðîöåññîðîâ âîçíèêàåò óæå âîïðîñ çàòðàò ýíåðãèè íà âûïîëíåíèÿ îäíîé ìíî-
ãîðàçðÿäíîé îïåðàöèè, òàê êàê êàæäûé çàäåéñòâîâàííûé ïðîöåññîð ïîòðåáëÿåò
ýíåðãèþ. Òàêæå ïðåèìóùåñòâîì GPU ÿâëÿåòñÿ òî, ÷òî GPU ïîääåðæèâàåò âåê-
òîðíûå îïåðàöèè, êîòîðûå èìåþò îãðàíè÷åíèå ïî äëèíå 2, 4, 8 è 16.
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6 Âûâîä

Ðàçíîîáðàçèå ñóùåñòâóþùèõ ìåòîäîâ ðàñïàðàëëåëèâàíèÿ âû÷èñëåíèé îïåðà-
öèé ìíîãîðàçðÿäíîé àðèôìåòèêè îáóñëîâëåíî îòëè÷èåì ïðàêòè÷åñêèõ çàäà÷ è
óñòðîéñòâ, äëÿ êîòîðûõ ðåàëèçóþòñÿ ïàðàëëåëüíûå àëãîðèòìû. Êàê ñëåäñòâèå,
ýòî òðåáóåò âêëþ÷åíèÿ áèáëèîòåêè ïðîãðàìì, êîòîðàÿ âûïîëíÿåò îïåðàöèè íàä
ìíîãîðàçðÿäíûìè ÷èñëàìè, â øòàòíîå ìàòåìàòè÷åñêîå îáåñïå÷åíèå ñîâðåìåííûõ
ìíîãîïðîöåññîðíûõ ñèñòåì ñ çàäàííûìè õàðàêòåðèñòèêàìè êà÷åñòâà ïî òî÷íîñòè
è áûñòðîäåéñòâèþ. Ñóùåñòâóåò ïðîáëåìà ðàçðàáîòêè óíèâåðñàëüíûõ àëãîðèòìîâ
ðåàëèçàöèè îïåðàöèé ìíîãîðàçðÿäíîé àðèôìåòèêè, êîòîðûå âûïîëíÿëèñü áû ýô-
ôåêòèâíî íà ðàçëè÷íûõ óñòðîéñòâàõ è ðàçëè÷íûõ ñèñòåìàõ (ïîñëåäîâàòåëüíûõ è
ïàðàëëåëüíûõ) äëÿ ðàçëè÷íîé äëèíû ìíîãîðàçðÿäíûõ ÷èñåë.

Èç ýòîãî ñëåäóåò, ÷òî îãîâîðåííûå çàäà÷è ÿâëÿþòñÿ íåäîñòàòî÷íî èññëåäîâàí-
íûìè êàê ñ òåîðåòè÷åñêîé òî÷êè çðåíèÿ, òàê è ñ òî÷êè çðåíèÿ ïðàêòè÷åñêîãî
ïðèìåíåíèÿ. Îòäåëüíîé ïðîáëåìîé ñóùåñòâóþùèõ ïîäõîäîâ ÿâëÿåòñÿ ñëîæíîñòü
ïðàêòè÷åñêîé ðåàëèçàöèè. Òàêèì îáðàçîì, ðàçðàáîòêà íîâûõ, áîëåå ýôôåêòèâíûõ
ïî áûñòðîäåéñòâèþ àëãîðèòìîâ âûïîëíåíèÿ îïåðàöèé ìíîãîðàçðÿäíûå àðèôìåòè-
êè â ïîñëåäîâàòåëüíîé è ïàðàëëåëüíîé ìîäåëÿõ âû÷èñëåíèé ÿâëÿåòñÿ àêòóàëüíûì
íàó÷íî-òåõíè÷åñêèì çàäàíèåì, ÷òî èìååò âàæíîå ïðèêëàäíîå çíà÷åíèå.
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Â ñòàòüå èññëåäóåòñÿ âîçìîæíîñòü ïðèìåíåíèÿ çàêîíà ïîâòîðíîãî ëîãà-
ðèôìà äëÿ ñòàòèñòè÷åñêîãî òåñòèðîâàíèÿ ãåíåðàòîðîâ ïñåâäîñëó÷àéíûõ ïî-
ñëåäîâàòåëüíîñòåé. Ðàçðàáîòàíà äâóõýòàïíàÿ ïðîöåäóðà ïðîâåðêè ãèïîòåç ñ
ïðèìåíåíèåì çàêîíà ïîâòîðíîãî ëîãàðèôìà äëÿ òåñòà Ìîíîáèò ñ èñïîëüçî-
âàíèåì ñòàòèñòèêè õè-êâàäðàò ñîãëàñèÿ. Ïðîâåäåíî òåñòèðîâàíèå èçâåñòíûõ
ôèçè÷åñêèõ è ïðîãðàììíûõ ãåíåðàòîðîâ.
Êëþ÷åâûå ñëîâà: ñòàòèñòè÷åñêèé òåñò; ïñåâäîñëó÷àéíàÿ ïîñëåäîâàòåëü-
íîñòü; êðèïòîãðàôè÷åñêàÿ ñòîéêîñòü; çàêîí ïîâòîðíîãî ëîãàðèôìà

1 Ââåäåíèå

Äëÿ îöåíêè êà÷åñòâà ãåíåðàòîðîâ, ïðèìåíÿåìûõ â öåëÿõ çàùèòû äàííûõ, ÷àñòî
èñïîëüçóåòñÿ íàáîð òåñòîâ (áàòàðåÿ) NIST SP800-22 [4], ÷òîáû îáíàðóæèòü îòêëî-
íåíèÿ äâîè÷íîé ïîñëåäîâàòåëüíîñòè îò ìîäåëè íåçàâèñèìûõ ñèììåòðè÷íûõ èñ-
ïûòàíèé Áåðíóëëè. Îäíàêî áàòàðåÿ èìååò ñóùåñòâåííûå íåäîñòàòêè, ñâÿçàííûå ñ
îøèáêàìè 2 ðîäà. Ãåíåðàòîð, êîòîðûé, â îñíîâíîì, ãåíåðèðóåò ñëó÷àéíûå ïîñëåäî-
âàòåëüíîñòè, ñ âåðîÿòíîñòüþ β áóäåò òàêæå ãåíåðèðîâàòü ñìåùåííûå íà íåêîòîðóþ
âåëè÷èíó ∆ îò ðàâíîâåðîÿòíîãî ðàñïðåäåëåíèÿ ïîñëåäîâàòåëüíîñòè (íàïðèìåð,
ïîñëåäîâàòåëüíîñòè, ñîñòîÿùèå, â îñíîâíîì, èç íóëåé èëè åäèíèö). Ïðè ýòîì ãåíå-
ðàòîð áóäåò îöåíèâàòüñÿ êàê ¾õîðîøèé¿ òåñòàìè NIST SP800-22, õîòÿ âûõîäíûå
ïîñëåäîâàòåëüíîñòè íåñëîæíî îòëè÷èòü îò ðàâíîìåðíîãî ðàñïðåäåëåíèÿ.

Êðîìå òîãî, áàòàðåÿ íå îõâàòûâàåò íåêîòîðûå îñíîâîïîëàãàþùèå çàêîíû ñëó-
÷àéíîñòè. Ñóùåñòâóþò äâå ôóíäàìåíòàëüíûå ïðåäåëüíûå òåîðåìû î ñëó÷àéíûõ
äâîè÷íûõ ïîñëåäîâàòåëüíîñòÿõ � ýòî öåíòðàëüíàÿ ïðåäåëüíàÿ òåîðåìà è çàêîí
ïîâòîðíîãî ëîãàðèôìà (ÇÏË). Íåñêîëüêî òåñòîâ â NIST SP800-22 âêëþ÷àþò öåí-
òðàëüíóþ ïðåäåëüíóþ òåîðåìó, â òî âðåìÿ êàê íè îäèí òåñò íå îõâàòûâàåò çàêîí
ïîâòîðíîãî ëîãàðèôìà, êîòîðûé îïðåäåëÿåò (ïðè íåêîòîðûõ óñëîâèÿõ) òî÷íûé
ïîðÿäîê ðîñòà ñóìì íåçàâèñèìûõ ñëó÷àéíûõ âåëè÷èí ïðè óâåëè÷åíèè ÷èñëà ñëà-
ãàåìûõ.
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Â äîêëàäå àâòîðû ïîïûòàëèñü âîñïîëíèòü äàííûé ïðîáåë. Â ðàáîòå ïðèâîäÿò-
ñÿ ïðåèìóùåñòâà òåñòèðîâàíèÿ ñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé, îñíîâàííûå íà
ñòàòèñòè÷åñêèõ ðàññòîÿíèÿõ è çàêîíå ïîâòîðíîãî ëîãàðèôìà [5,6]. Îïèñûâàåòñÿ
ìåòîäèêà ïðèíÿòèÿ ðåøåíèé î êà÷åñòâå ïîñëåäîâàòåëüíîñòåé íà îñíîâå ñòàòèñòè-
÷åñêîãî ðàññòîÿíèÿ ñ èñïîëüçîâàíèåì ñòàòèñòèêè õè-êâàäðàò ñîãëàñèÿ. Â äîêëà-
äå òàêæå ïðåäñòàâëåíû ðåçóëüòàòû ýêñïåðèìåíòîâ ïî òåñòèðîâàíèþ ãåíåðàòîðîâ
ïñåâäîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé è ôèçè÷åñêèõ ãåíåðàòîðîâ, â õîäå êîòîðûõ
áûëè âûÿâëåíû ñëàáîñòè â íåêîòîðûõ îáû÷íî èñïîëüçóåìûõ ãåíåðàòîðàõ ïñåâ-
äîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé è ïîäòâåðæäåíî óäîâëåòâîðèòåëüíîå êà÷åñòâî
ïîñëåäîâàòåëüíîñòåé, âûðàáàòûâàåìûõ ôèçè÷åñêèìè ãåíåðàòîðàìè.

2 Òåñòèðîâàíèå ãåíåðàòîðîâ ïñåâäîñëó÷àéíûõ ïî-
ñëåäîâàòåëüíîñòåé. Áàòàðåÿ NIST SP800-22

Ïðîâåäåì ñðàâíèòåëüíîå ñòàòèñòè÷åñêîãî òåñòèðîâàíèÿ ãåíåðàòîðîâ ïñåâäîñëó-
÷àéíûõ ïîñëåäîâàòåëüíîñòåé è ôèçè÷åñêèõ ãåíåðàòîðîâ.

Ëèíåéíûé êîíãðóýíòíûé ãåíåðàòîð îïðåäåëÿåòñÿ ðåêóððåíòíûì ñîîòíîøåíèåì
Xn+1 = aXn + c ( mod m) , ãäå Xn � ïîñëåäîâàòåëüíîñòü ïñåâäîñëó÷àéíûõ ÷èñåë,
m � ìîäóëü, a, c < m.

Äëÿ ëþáîãî íà÷àëüíîãî çíà÷åíèÿX0 ïñåâäîñëó÷àéíàÿ ïîñëåäîâàòåëüíîñòü èìå-
åò âèä X0, X1, . . . , X i . . . , ãäå Xi � äâîè÷íîå ïðåäñòàâëåíèå öåëîãî ÷èñëà Xi.

Ëèíåéíûå êîíãðóýíòíûå ãåíåðàòîðû áûëè âêëþ÷åíû â ðàçëè÷íûå ÿçûêè ïðî-
ãðàììèðîâàíèÿ, íàïðèìåð, â C è C++. Ôóíêöèè drand48(), lrand48(), mrand48()
è rand48() ãåíåðèðóþò ðàâíîìåðíî ðàñïðåäåëåííûå ñëó÷àéíûå ÷èñëà ïî ôîðìóëå:

Xn+1 = 0x343FD ·Xn + 0x269EC3
(

mod 232
)
(âûáèðàþòñÿ 16�30 áèòû).

Â êîìïüþòåðíûõ ýêñïåðèìåíòàõ èñïîëüçîâàëèñü äâîè÷íûå ïîñëåäîâàòåëüíî-
ñòè, ïîëó÷åííûå ñ ïîìîùüþ ëèíåéíîãî êîíãðóýíòíîãî ãåíåðàòîðà, èñïîëüçóåìîãî
â Microsoft Visual Ñ++ ñ óêàçàííûìè âûøå ïàðàìåòðàìè. Â äàëüíåéøèõ ýêñïåðè-
ìåíòàõ èñïîëüçóþòñÿ ïîñëåäîâàòåëüíîñòè, ñîñòîÿùèå èç 7�14 áèò ÷èñåë Xn

Áûëè ïðîâåäåíû äâå ñåññèè òåñòèðîâàíèÿ ñ êîëè÷åñòâîì âûáîðîê 1000 è 5000,
à òàêæå ñëåäóþùèìè ïàðàìåòðàìè òåñòèðîâàíèÿ:

� îáú¼ì âûáîðêè � 106 áèò (125 000 áàéò);
� óðîâåíü çíà÷èìîñòè íà ïåðâîì ýòàïå � 0,01;
� óðîâåíü çíà÷èìîñòè íà âòîðîì ýòàïå � 0,0001;
Â ðåçóëüòàòå áûëî óñòàíîâëåíî:
� ïðè ÷èñëå âûáîðîê 1000 � òåñòèðîâàíèå ïðîéäåíî óñïåøíî;
� ïðè ÷èñëå âûáîðîê 5000 � òåñòèðîâàíèå ïðîéäåíî óñïåøíî.
Äëÿ ñðàâíåíèÿ áûëî ïðîâåäåíî òàêæå òåñòèðîâàíèå ïîñëåäîâàòåëüíîñòåé, âû-

ðàáîòàííûõ ôèçè÷åñêèì ãåíåðàòîðîì íà îñíîâå øóìîâîãî äèîäà ¾Êëþ÷-04¿, êî-
òîðîå òàêæå íå âûÿâèëî îòêëîíåíèé îò íóëåâîé ãèïîòåçû.
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3 Çàêîí ïîâòîðíîãî ëîãàðèôìà

Ïåðâûé âàðèàíò óñèëåííîãî çàêîíà áîëüøèõ ÷èñåë áûë ñôîðìóëèðîâàí è äîêàçàí
Ý. Áîðåëåì ïðèìåíèòåëüíî ê ñõåìå Áåðíóëëè. Ïóñòü íåçàâèñèìûå ñëó÷àéíûå âå-
ëè÷èíû X = (x1, . . . , xn) îäèíàêîâî ðàñïðåäåëåíû è ïðèíèìàþò äâà çíà÷åíèÿ 0 è
1 ñ âåðîÿòíîñòüþ 1/2. Òîãäà Sn =

∑n−1
i=0 xi åñòü ÷èñëî óñïåõîâ â ñõåìå Áåðíóëëè

ñ âåðîÿòíîñòüþ óñïåõà 1/2. Ý. Áîðåëü äîêàçàë, ÷òî Sm/n → 1/2 ïðè n → ∞ ñ
âåðîÿòíîñòüþ 1.

Âïîñëåäñòâèè (1914) Ã. Õàðäè è Äæ. Ëèòëâóä (G. Hardy, J. Littlewood) ïîêàçà-
ëè, ÷òî ïî÷òè íàâåðíîå

lim
n→∞

sup

∣∣Sn − n
2

∣∣
√
nlnn

<
1√
2
.

Çàòåì À. ß. Õèí÷èí (1924) äîêàçàë áîëåå ñèëüíûé ðåçóëüòàò, íàçûâàåìûé çà-
êîíîì ïîâòîðíîãî ëîãàðèôìà [3]:

P

(
lim
n→∞

sup

∣∣Sn − n
2

∣∣
√
nln ln n

=
1√
2

)
= 1. (1)

Â áîëåå îáùåì âèäå çàêîí ïîâòîðíîãî ëîãàðèôìà ìîæíî ñôîðìóëèðîâàòü ñëå-
äóþùèì îáðàçîì. Åñëè çàäàíà ñõåìà íåçàâèñèìûõ èñïûòàíèé Áåðíóëëè (p � âåðî-
ÿòíîñòü ïîëîæèòåëüíîãî èñõîäà â îäíîì èñïûòàíèè, 1 − p � âåðîÿòíîñòü îòðèöà-
òåëüíîãî èñõîäà), òàêæå ñïðàâåäëèâà ôîðìóëà:

lim
n→∞

sup

Sn−np√
np(1−p)√

2ln lnn
= lim

n→∞
sup

Sn − np√
2np (1− p) ln lnn

= 1. (2)

Çàêîí ïîâòîðíîãî ëîãàðèôìà çàíèìàåò ïðîìåæóòî÷íîå ïîëîæåíèå ìåæäó çàêîíîì
áîëüøèõ ÷èñåë è öåíòðàëüíîé ïðåäåëüíîé òåîðåìîé. Äàëüíåéøèå ñóùåñòâåííûå
ïðîäâèæåíèÿ â èññëåäîâàíèè óñëîâèé ïðèëîæåíèÿ çàêîíà ïîâòîðíîãî ëîãàðèôìà
ñâÿçàíû ñ ðàáîòàìè À. Í. Êîëìîãîðîâà (1929) è Â. Ôåëëåðà (1943) [2]. Ýêñïåðè-
ìåíòàëüíàÿ èëëþñòðàöèÿ çàêîíà ïîâòîðíîãî ëîãàðèôìà ïðåäñòàâëåíà íà ðèñóíêå
1.

4 Ñòàòèñòè÷åñêèå ïðîöåäóðû ìíîæåñòâåííîé ïðî-
âåðêè ãèïîòåç

Ìíîãèå êðèïòîãðàôè÷åñêèå çàäà÷è (íàïðèìåð, ãåíåðàöèÿ êëþ÷åé, àíàëèç ñòîé-
êîñòè êðèïòîãðàôè÷åñêèõ àëãîðèòìîâ) òðåáóþò ïðèìåíåíèÿ ñòàòèñòè÷åñêèõ êðè-
òåðèåâ äëÿ îáíàðóæåíèÿ áîëüøîãî ÷èñëà îòêëîíåíèé îò ãèïîòåòè÷åñêîé ìîäåëè
(íàïðèìåð, îò ìîäåëè íåçàâèñèìûõ ñèììåòðè÷íûõ èñïûòàíèé Áåðíóëëè). Êàæäûé
ñòàòèñòè÷åñêèé êðèòåðèé ïðåäíàçíà÷åí äëÿ ïðîâåðêè êîíêðåòíîé ãèïîòåçû H0 è
ïîçâîëÿåò âûÿâèòü òîëüêî îïðåäåëåííûå òèïû îòêëîíåíèé îò H0. Ïîýòîìó äëÿ
ïðîâåðêè íàáîðà ãèïîòåç è óâåëè÷åíèÿ òî÷íîñòè îáíàðóæåíèÿ àëüòåðíàòèâíûõ
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Ðèñ. 1. Ýêñïåðèìåíòàëüíàÿ èëëþñòðàöèÿ çàêîíà ïîâòîðíîãî ëîãàðèôìà

ãèïîòåç ïðè ñòàòèñòè÷åñêîì òåñòèðîâàíèè ïîñëåäîâàòåëüíîñòåé ñëåäóåò èñïîëüçî-
âàòü îïðåäåëåííûé íàáîð ñòàòèñòè÷åñêèõ êðèòåðèåâ, à äëÿ ïðèíÿòèÿ èòîãîâîãî
ðåøåíèÿ � ïðîöåäóðû ìíîæåñòâåííîé ïðîâåðêè ãèïîòåç.

Îäíîýòàïíûå ïðîöåäóðû, â ïåðâóþ î÷åðåäü, ïðåäíàçíà÷åíû äëÿ ïðîâåðêè êà-
÷åñòâà òåñòèðóåìîé âûáîðêè. Ê íåäîñòàòêàì îäíîýòàïíûõ ïðîöåäóð ìîæíî îòíå-
ñòè ñëàáî ïîääàþùååñÿ êîíòðîëþ óìåíüøåíèå âåðîÿòíîñòè îøèáêè 1 ðîäà α è
ìîùíîñòè. Äâóõýòàïíûå ïðîöåäóðû ïîçâîëÿþò óâåëè÷èòü ìîùíîñòü êðèòåðèÿ è
óäåðæèâàòü âåðîÿòíîñòü ¾ëîæíîé òðåâîãè¿ íà äîëæíîì óðîâíå.

Êàæäûé îäíîýòàïíûé òåñò ïðåäîñòàâëÿåò îäíî èëè íåñêîëüêî p-çíà÷åíèé.
Äâóõýòàïíûå òåñòû èçìåðÿþò îäíîðîäíîñòü ïîëó÷åííûõ p-çíà÷åíèé äëÿ ôèêñè-
ðîâàííîãî îäíîýòàïíîãî òåñòà. Äâóõýòàïíûé òåñò ÷àñòî áîëåå ýôôåêòèâåí, ÷åì
îäíîýòàïíûé, íî èíîãäà îí îòêëîíÿåò äàæå ¾õîðîøèå¿ ãåíåðàòîðû, êîãäà ðàçìåð
âûáîðêè íà âòîðîì ýòàïå ñëèøêîì âåëèê, ïîñêîëüêó îí îáíàðóæèâàåò îøèáêè
àïïðîêñèìàöèè ïðè âû÷èñëåíèè p-çíà÷åíèé.
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5 Ñòàòèñòèêà çàêîíà ïîâòîðíîãî ëîãàðèôìà äëÿ
òåñòà Ìîíîáèò

Î÷åâèäíî, ÷òî áèíàðíóþ ïîñëåäîâàòåëüíîñòü ìîæíî ïðåäñòàâèòü â âèäå ðåàëèçà-
öèè ñõåìû Áåðíóëëè. Äëÿ ïîñëåäîâàòåëüíîñòè x ∈ Σnîïðåäåëèì:

S (n) =
n−1∑
i=0

xi; S (n)∗ =
2S (n)− n√

n
, (3)

ãäå Σn � ìíîæåñòâî äâîè÷íûõ ïîñëåäîâàòåëüíîñòåé äëèíû n.
Âñïîìíèì, ÷òî çàêîí áîëüøèõ ÷èñåë, ñïðàâåäëèâûé äëÿ áåñêîíå÷íîãî çíà÷åíèÿ

n, ïî ñóùåñòâó, ãîâîðèò î íåâåðîÿòíîñòè îòêëîíåíèÿ ýêñïåðèìåíòàëüíî íàáëþäà-
åìîãî ÷èñëà ê îò ìàòåìàòè÷åñêîãî îæèäàíèÿ ýòîé âåëè÷èíû. Â íàøåì ñëó÷àå îí
ãëàñèò, ÷òî äëÿ ñëó÷àéíîé ïîñëåäîâàòåëüíîñòè x: Sm/n → 1/2, ÷òî ñîîòâåòñòâóåò
÷àñòîòíîìó òåñòó (Ìîíîáèò) â NIST SP800-22.

Çàêîí ïîâòîðíîãî ëîãàðèôìà äàåò îïòèìàëüíóþ âåðõíþþ îöåíêó
√

2ln lnn äëÿ
êîëåáàíèé S (n)∗. Îñíîâûâàÿñü íà ýòîì ôàêòå, ìû áóäåì èñïîëüçîâàòü ñëåäóþùóþ
ñòàòèñòèêó:

Sçïë (n) =
S (n)∗√
2ln lnn

=
2S (n)− n√

2n ln lnn
. (4)

Ñëó÷àéíûå ïîñëåäîâàòåëüíîñòè óäîâëåòâîðÿþò îáùèì ñòàòèñòè÷åñêèì çàêî-
íàì, â òîì ÷èñëå çàêîíó ïîâòîðíîãî ëîãàðèôìà. Â ñîîòâåòñòâèè ñ ïðåäåëüíîé òåî-
ðåìîé Ìóàâðà-Ëàïëàñà äëÿ çàäàííûõ z1 è z2:

lim
n→∞

P [z1 ≤ S (n)∗ ≤ z2] = Φ (z2)− Φ (z1) .

Ñêîðîñòü ðîñòà â óêàçàííîì ïðèáëèæåíèè îãðàíè÷åíà max
{
k2

n2 ,
k4

n3

}
, ãäå k =

S (n)− n
2
. Òî åñòü:

| [z1 ≤ S (n)∗ ≤ z2]− (Φ (z2)− Φ (z1)) | ≤ max

{
k2

n2
,
k4

n3

}
äëÿ âñåõ n > 0

.
Ðàñïðåäåëåíèå, ïîðîæäåííîå Sçïë(n), îïðåäåëÿåò âåðîÿòíîñòíóþ ìåðó íà âåùå-

ñòâåííîé ïðÿìîé R. Ïóñòü R ∈ Σn � íàáîð èç m ïîñëåäîâàòåëüíîñòåé ñî ñòàíäàðò-
íûì îïðåäåëåíèåì âåðîÿòíîñòè íà íåì. Òî åñòü, äëÿ êàæäîé ïîñëåäîâàòåëüíîñòè
x0 ∈ R ïîëîæèì P [x = x0] = 1/m. Òîãäà êàæäûé íàáîð R ∈ Σn ïîðîæäàåò âåðî-
ÿòíîñòíóþ ìåðó µRn íà R

µRn (I) = P [Sçïë (n) ∈ I, x ∈ R]

äëÿ êàæäîãî èçìåðèìîãî ïî Ëåáåãó ìíîæåñòâà I íà R. Äëÿ U =Σn ââåäåì µUn �
ñîîòâåòñòâóþùóþ âåðîÿòíîñòíóþ ìåðó, ïîðîæäåííóþ ðàâíîìåðíûì ðàñïðåäåëå-
íèåì.

61



Äëÿ ñëó÷àéíîé ïîñëåäîâàòåëüíîñòè ðàñïðåäåëåíèå ñòàòèñòèêè S (n)∗ ìîæåò
áûòü àïïðîêñèìèðîâàíî íîðìàëüíûì ðàñïðåäåëåíèåì ñ ìàòåìàòè÷åñêèì îæèäà-
íèåì 0 è äèñïåðñèåé 1 ñ îøèáêîé, íå ïðåâûøàþùåé 1/n. Äðóãèìè ñëîâàìè, ìåðó
µUn ìîæíî ðàññ÷èòàòü ñëåäóþùèì îáðàçîì:

µUn {(−∞, z]} = Φ
(
z
√

2ln ln n
)

=
√

Φln lnn

∫ z

−∞
Φ
(
y
√

2ln lnn
)
dy. (5)

6 Ïðîöåäóðà ïðèíÿòèÿ ðåøåíèÿ

Íà ïåðâîì ýòàïå äâóõýòàïíîé ïðîöåäóðû ïî êàæäîé âûáîðêå âû÷èñëÿåòñÿ ñòà-
òèñòèêà êðèòåðèÿ. Íà âòîðîì ýòàïå ïî ïîëó÷åííîé íà ïåðâîì ýòàïå ïîñëåäîâà-
òåëüíîñòè çíà÷åíèé ñòàòèñòèê, êàê ïðàâèëî, ïðîâåðÿåòñÿ ãèïîòåçà ñîãëàñèÿ ñ òåî-
ðåòè÷åñêèì ðàñïðåäåëåíèåì ñòàòèñòèêè. Òàêèì îáðàçîì, äâóõýòàïíûå ïðîöåäóðû
ïîçâîëÿþò èçáåãàòü ãðóáûõ îøèáîê ïðè ïðèíÿòèè/îòâåðæåíèè ãèïîòåçû H0.

Ìû áóäåì ïðîâåðÿòü ãèïîòåçó ñîãëàñèÿ ïîñëåäîâàòåëüíîñòè çíà÷åíèé ñòàòè-
ñòèêè Sçïë (n) ñ íîðìàëüíûì ðàñïðåäåëåíèåì íà âåùåñòâåííîé ïðÿìîé R (−∞,∞).
Ïðîöåäóðà ïðèíÿòèÿ ðåøåíèÿ îñíîâàíà íà êðèòåðèè χ2 ñîãëàñèÿ. Äëÿ ïîñòðîåíèÿ
êðèòåðèÿ χ2 áóäåì èñïîëüçîâàòü â êà÷åñòâå äèñêðåòíîãî ðàçáèåíèÿ âåùåñòâåííîé
ïðÿìîé R ìíîæåñòâî B, îïðåäåëÿåìîå ñëåäóþùèì îáðàçîì:

B = ∪I = {(−∞,−1) , [1,∞)} ∪ {[0.05r − 1, 0.05r − 0.95) : 0 ≤ r ≤ 39} . (6)

Íà îñíîâàíèè ôîðìóëû (5) íà ðèñóíêå 2 ïðèâåäåíû ôóíêöèè ïëîòíîñòè ðàñ-
ïðåäåëåíèé µUn äëÿ ðàçëè÷íûõ îáúåìîâ âûáîðîê.

Ðèñ. 2. Ôóíêöèè ïëîòíîñòè ðàñïðåäåëåíèé µUn

×òîáû îöåíèòü ãåíåðàòîð G ñ ïðèìåíåíèåì çàêîíà ïîâòîðíîãî ëîãàðèôìà äëÿ
òåñòà Ìîíîáèò, íåîáõîäèìî:
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1. Îñóùåñòâèòü ãåíåðàöèþ íàáîðà R ∈ Σn èç m = 10 000 ïîñëåäîâàòåëüíîñòåé
âîçìîæíî áîëüøåé äëèíû.

2. Íà ïåðâîì ýòàïå äâóõýòàïíîé ïðîöåäóðû ïðîâåðêè ãèïîòåç âû÷èñëèòü çíà-
÷åíèÿ ñòàòèñòèêè Sçïë (n) ïî âñåì m ïîñëåäîâàòåëüíîñòÿì.

3. Íà âòîðîì ýòàïå äâóõýòàïíîé ïðîöåäóðû ïðîâåðêè ãèïîòåç ñðàâíèòü ìåæäó
ñîáîé âåðîÿòíîñòíûå ìåðû µRnn è µUn . Äëÿ ñðàâíåíèÿ áóäåì èñïîëüçîâàòü
ñëåäóþùóþ ñòàòèñòèêó χ2 ñîãëàñèÿ [1]:

χ2 =

|B|∑
j=1

[
vRnn (Ij)−mpU

n (Ij)
]2

mpU
n (Ij)

, (7)

ãäå vRnn (Ij) � ÷àñòîòû ïîïàäàíèÿ çíà÷åíèé ñòàòèñòèêè Sçïë (n) â èíòåðâàë Ij
ïî âñåì m ïîñëåäîâàòåëüíîñòÿì; pU

n (Ij) � òåîðåòè÷åñêèå âåðîÿòíîñòè ïîïà-
äàíèÿ Sçïë (n) â èíòåðâàë Ij. Òî åñòü, íåîáõîäèìî ïðîâåðèòü ãèïîòåçó î òîì,
÷òî âûáîðêà {

vRnn (I1) , . . . , vRnn (Ij) , . . . , v
Rn
n

(
IbBc

)}
èçâëå÷åíà èç íåêîòîðîé íîðìàëüíîé ñîâîêóïíîñòè ñ ìàòåìàòè÷åñêèì îæèäà-
íèåì 0 è ñðåäíåêâàäðàòè÷íûì îòêëîíåíèåì σ = 1√

2ln lnn
.

Ïîëàãàåì, ÷òî ãåíåðàòîð G ïðîøåë òåñòèðîâàíèå ïî òåñòó Ìîíîáèò ñ ïðèìåíåíèåì
çàêîíà ïîâòîðíîãî ëîãàðèôìà, åñëè P -çíà÷åíèå ñòàòèñòèêè χ2 ñîãëàñèÿ ïðåâûøàåò
çàäàííûé óðîâåíü çíà÷èìîñòè α, òî åñòü, P ≥ α.

7 Ýêñïåðèìåíòàëüíûå ðåçóëüòàòû

Äëÿ ïðîâåðêè ãèïîòåçû ïðîâåäåíî òåñòèðîâàíèå 10 000 ïîñëåäîâàòåëüíîñòåé, âû-
ðàáîòàííûõ ñîîòâåòñòâåííî ëèíåéíûì êîíãðóýíòíûì ãåíåðàòîðîì è ôèçè÷åñêèì
ãåíåðàòîðîì ¾Êëþ÷-ÂÑ¿. Ðåçóëüòàòû ñðàâíåíèé âûáîðîê, ïîëó÷åííûõ â ðåçóëüòà-
òå ïðèìåíåíèÿ çàêîíà ïîâòîðíîãî ëîãàðèôìà, ñ íîðìàëüíûì ðàñïðåäåëåíèåì ïî
êðèòåðèþ χ2 ñîãëàñèÿ ïðèâåäåíû â òàáëèöå 1.

Èç òàáëèöû 1 âèäíî, ÷òî äëÿ âñåõ ïîñëåäîâàòåëüíîñòåé (îáúåìîì îò 0.5 GB äî
10 GB), âûðàáîòàííûõ ôèçè÷åñêèì ãåíåðàòîðîì, âûïîëíÿåòñÿ ãèïîòåçà H0 ñîãëà-
ñèÿ ñ ìîäåëüþ íåçàâèñèìûõ ñèììåòðè÷íûõ èñïûòàíèé Áåðíóëëè íà óðîâíå çíà÷è-
ìîñòè α = 0.01. Â òî âðåìÿ êàê ïîñëåäîâàòåëüíîñòè, âûðàáàòûâàåìûå ëèíåéíûì
êîíãðóýíòíûì ãåíåðàòîðîì, ñîãëàñóþòñÿ ñ ìîäåëüþ íåçàâèñèìûõ ñèììåòðè÷íûõ
èñïûòàíèé Áåðíóëëè òîëüêî ïðè îáúåìàõ îò 0.5 GB äî 4 GB. Äëÿ ïîñëåäîâàòåëü-
íîñòåé áîëüøåãî îáúåìà (5 GB, 10 GB) ãèïîòåçà H0 íå âûïîëíÿåòñÿ. Ïðè÷åì ñ
óâåëè÷åíèåì îáúåìà ñòàòèñòè÷åñêîå ðàññòîÿíèå (ñòàòèñòèêà χ2) ïîñòåïåííî óâå-
ëè÷èâàåòñÿ. Õîòÿ ïðè ýòîì P -çíà÷åíèÿ ñòàòèñòèê ñòàíäàðòíîãî òåñòà Ìîíîáèò
äëÿ âñåõ îáúåìîâ ïîñëåäîâàòåëüíîñòåé ñîãëàñóþòñÿ ñ ãèïîòåçîé H0 íà óðîâíå çíà-
÷èìîñòè α = 0.01. Ýòî îçíà÷àåò, ÷òî óÿçâèìîñòè, õàðàêòåðíûå äëÿ ëèíåéíîãî êîí-
ãðóýíòíîãî ãåíåðàòîðà, ïðîÿâëÿþòñÿ òîëüêî â ïîñëåäîâàòåëüíîñòÿõ, îáúåìîì íå
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Òàáëèöà 1 Ðåçóëüòàòû òåñòèðîâàíèÿ ïîñëåäîâàòåëüíîñòåé, âûðàáîòàííûõ ËÊÃ è
ôèçè÷åñêèì ãåíåðàòîðîì ¾Êëþ÷-ÂÑ¿

Îáúåì (GB) ËÊÃ ¾Êëþ÷-ÂÑ¿
29 ñòåï. ñâîáîäû
(îáúåä. ãðóïï)

29 ñòåï. ñâîáîäû
(îáúåä. ãðóïï)

χ2 P -çíà÷. χ2 P -çíà÷.
0.5 GB 29,97 0,4151 25,72 0,6402
1 GB 23,28 0,7631 30,88 0,3708
2 GB 18,82 0,9256 41,30 0,0647
3 GB 23.59 0,7488 30,22 0,4028
4 GB 30.37 0,3956 32,76 0,2876
5 GB 59.79 0,0006 22.78 0,7864
10 GB 98.98 3,8e−10 27,40 0,4423

ìåíåå 5 GB è òðàäèöèîííûì òåñòîì Ìîíîáèò íå âûÿâëÿþòñÿ (P -çíà÷åíèå äàííî-
ãî òåñòà äëÿ ïîñëåäîâàòåëüíîñòè îáúåìîì 5 GB ðàâíî 0.971, òî åñòü ñïðàâåäëèâà
íóëåâàÿ ãèïîòåçà).

Â íàñòîÿùåå âðåìÿ ñóùåñòâóåò íåìàëî ãåíåðàòîðîâ ïñåâäîñëó÷àéíûõ ïîñëåäî-
âàòåëüíîñòåé, ðåàëèçîâàííûõ â ñîîòâåòñòâèè ñ ðàçëè÷íûìè ïðèíöèïàìè (â îñíîâ-
íîì � íà áàçå áëî÷íûõ êðèïòîàëãîðèòìîâ, ôóíêöèé õåøèðîâàíèÿ è ò.ä.). Ïîýòîìó
ñ öåëüþ ïðîâåðêè êà÷åñòâà òàêèõ ãåíåðàòîðîâ áûëî òàêæå ïðîâåäåíî òåñòèðîâà-
íèå ïñåâäîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé (îáúåìîì 5 GB è 10 GB), ñãåíåðèðî-
âàííûõ â ñîîòâåòñòâèè ñ ðàçðàáîòàííûì ñîòðóäíèêàìè ÍÈÈ ÏÏÌÈ ñòàíäàðòîì
ÑÒÁ 34.101.47-2012 (â ðåæèìå ñ÷åò÷èêà. Ðåçóëüòàòû ñðàâíåíèé âûáîðîê, ïîëó-
÷åííûõ â ðåçóëüòàòå ïðèìåíåíèÿ çàêîíà ïîâòîðíîãî ëîãàðèôìà, ñ íîðìàëüíûì
ðàñïðåäåëåíèåì ïî êðèòåðèþ χ2 ñîãëàñèÿ ïðèâåäåíû â òàáëèöå 2.

Òàáëèöà 2 Ðåçóëüòàòû òåñòèðîâàíèÿ ïîñëåäîâàòåëüíîñòåé, âûðàáîòàííûõ â ñîîò-
âåòñòâèè ñ ÑÒÁ 34.101.47-2012 (â ðåæèìå ñ÷åò÷èêà)

Îáúåì
(GB)

Ñòåï. ñâîá.
(îáúåä. ãðóïï)

χ2 P -çíà÷. Ñòåï.
ñâîá.

χ2 P -çíà÷.

5 GB 29 25,90 0,6303 41 37,03 0,6474
10 GB 27 23,36 0,6650 41 38,52 0,5812

Èç òàáëèöû 2 âèäíî, ÷òî äëÿ ïîñëåäîâàòåëüíîñòåé (îáúåìîì 5 GB è 10 GB),
ñãåíåðèðîâàííûõ â ñîîòâåòñòâèè ñ ÑÒÁ 34.101.47-2012 (â ðåæèìå ñ÷åò÷èêà), êàê
è äëÿ ôèçè÷åñêîãî ãåíåðàòîðà ¾Êëþ÷-ÂÑ¿, âûïîëíÿåòñÿ ãèïîòåçà H0 ñîãëàñèÿ ñ
ìîäåëüþ íåçàâèñèìûõ ñèììåòðè÷íûõ èñïûòàíèé Áåðíóëëè íà óðîâíå çíà÷èìîñòè
α = 0.01. Ýòî îçíà÷àåò, ÷òî â àëãîðèòìå ãåíåðàöèè ïñåâäîñëó÷àéíûõ ïîñëåäîâà-
òåëüíîñòåé ñëàáîñòåé íå âûÿâëåíî. Òî åñòü ýòîò àëãîðèòì, â îòëè÷èå îò ëèíåéíîãî
êîíãðóýíòíîãî ãåíåðàòîðà, ÿâëÿåòñÿ êðèïòîãðàôè÷åñêè ñòîéêèì.

64



Ðàçðàáîòàííàÿ ìåòîäèêà òåñòèðîâàíèÿ ïîñëåäîâàòåëüíîñòåé ñ ïðèìåíåíèåì
ñòàòèñòè÷åñêîãî ðàññòîÿíèÿ è çàêîíà ïîâòîðíîãî ëîãàðèôìà â äàëüíåéøåì ïîçâî-
ëèò ïîâûñèòü ïîëíîòó è êà÷åñòâî ïðîâîäèìûõ òåìàòè÷åñêèõ èññëåäîâàíèé ÑÊÇÈ,
â îñîáåííîñòè, ïðè ïðîåêòèðîâàíèè è ðàçðàáîòêå íîâûõ ãåíåðàòîðîâ ñëó÷àéíûõ
ïîñëåäîâàòåëüíîñòåé.

Ãèñòîãðàììû ÷àñòîò âûáîðîê, ïîëó÷åííûõ ñ ïðèìåíåíèåì çàêîíà ïîâòîðíî-
ãî ëîãàðèôìà, äëÿ ëèíåéíîãî êîíãðóýíòíîãî ãåíåðàòîðà, ôèçè÷åñêîãî ãåíåðàòîðà
¾Êëþ÷-ÂÑ¿ è àëãîðèòìà ãåíåðàöèè ïñåâäîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé â ñîîò-
âåòñòâèè ñ ÑÒÁ 34.101.47-2012, ïîñòðîåííûå ñ èñïîëüçîâàíèåì ïðîãðàììû ¾Ñòà-
òèñòèêà¿, ïðèâåäåíû íà ðèñóíêàõ 3 � 6.

Ðèñ. 3. Ãèñòîãðàììà ÷àñòîò ëèíåéíîãî êîíãðóýíòíîãî ãåíåðàòîðà, 4 GB (ïîñëå
îáúåäèíåíèÿ ãðóïï)

8 Çàêëþ÷åíèå

1. Óñòàíîâëåíî, ÷òî óÿçâèìîñòè â íåêîòîðûõ ÷àñòî èñïîëüçóåìûõ ðåàëèçàöèÿõ
ãåíåðàòîðîâ ïñåâäîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé íå âûÿâëÿþòñÿ èíñòðó-
ìåíòàìè òåñòèðîâàíèÿ NIST SP800-22, â îñíîâíîì, èç-çà íåäîñòàòî÷íîé äëè-
íû òåñòèðóåìûõ ïîñëåäîâàòåëüíîñòåé.

2. Ðàçðàáîòàíà äâóõýòàïíàÿ ïðîöåäóðà ïðîâåðêè ãèïîòåç ñ ïðèìåíåíèåì çàêîíà
ïîâòîðíîãî ëîãàðèôìà äëÿ òåñòà Ìîíîáèò ñ èñïîëüçîâàíèåì ñòàòèñòèêè õè-
êâàäðàò ñîãëàñèÿ.

3. Ïðîâåäåíî òåñòèðîâàíèå ïîñëåäîâàòåëüíîñòåé áîëüøîãî îáúåìà, ñãåíåðèðî-
âàííûõ ëèíåéíûì êîíãðóýíòíûì ãåíåðàòîðîì, à òàêæå ôèçè÷åñêèì ãåíåðà-
òîðîì íà îñíîâå øóìîâîãî äèîäà ¾Êëþ÷-ÂÑ¿ ïî òåñòó Ìîíîáèò. Ïðè ýòîì
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Ðèñ. 4. Ãèñòîãðàììà ÷àñòîò ëèíåéíîãî êîíãðóýíòíîãî ãåíåðàòîðà, 4 GB (ïîñëå
îáúåäèíåíèÿ ãðóïï)

Ðèñ. 5. Ãèñòîãðàììà ÷àñòîò ôèçè÷åñêîãî ãåíåðàòîðà ¾Êëþ÷-ÂÑ¿, 10 GB (ïîñëå
îáúåäèíåíèÿ ãðóïï)

ôèçè÷åñêèé ãåíåðàòîð óñïåøíî ïðîøåë òåñòèðîâàíèå, à ëèíåéíûé êîíãðó-
ýíòíûé ãåíåðàòîð òåñòèðîâàíèå ïðîâàëèë.

4. Òåñòèðîâàíèå ñ ïðèìåíåíèåì çàêîíà ïîâòîðíîãî ëîãàðèôìà ïîêàçàëî, ÷òî
àëãîðèòì ãåíåðàöèè ïñåâäîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé ñîãëàñíî ÑÒÁ
34.101.47-2012 (â ðåæèìå ñ÷åò÷èêà) ÿâëÿåòñÿ êðèïòîãðàôè÷åñêè ñòîéêèì ïðè
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Ðèñ. 6. Ãèñòîãðàììà ÷àñòîò àëãîðèòìà ÑÒÁ 34.101.47-2012, 10 GB (ïîñëå îáúåäè-
íåíèÿ ãðóïï)

àòàêå ñ ïðèìåíåíèåì çàêîíà ïîâòîðíîãî ëîãàðèôìà äëÿ òåñòà Ìîíîáèò.
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Ñòåãàíîãðàôè÷åñêèå ìåòîäû è èíñòðóìåíòàëüíûå ñðåäñòâà ïðèìåíÿþò-
ñÿ äëÿ õðàíåíèÿ è/èëè ïåðåäà÷è ñêðûòîé èíôîðìàöèè. Ïðè èñïîëüçîâà-
íèè ýëåêòðîííûõ òåêñòîâûõ äîêóìåíòîâ â êà÷åñòâå êîíòåéíåðîâ ñêðûòîå
ðàçìåùåíèå òàêîé èíôîðìàöèè îáû÷íî îñíîâûâàåòñÿ íà ìîäèôèêàöèè öâå-
òîâûõ èëè ïðîñòðàíñòâåííî-ãåîìåòðè÷åñêèõ ïàðàìåòðîâ ñèìâîëîâ òåêñòà-
êîíòåéíåðà. Â ñòàòüå èññëåäóþòñÿ è àíàëèçèðóþòñÿ ñèñòåìíûå ñâîéñòâà è
ïàðàìåòðû ýëåêòðîííûõ òåêñòîâûõ äîêóìåíòîâ êàê ïîòåíöèàëüíûõ ýëåìåí-
òîâ ñòåãàíîãðàôè÷åñêîé ñèñòåìû, â êîòîðûå îñàæäàåòñÿ òàéíàÿ èíôîðìà-
öèÿ. Îñíîâíàÿ çàäà÷à èññëåäîâàíèÿ � îöåíêà ñòåãàíîãðàôè÷åñêîé ñòîéêîñòè
òåêñòà-êîíòåéíåðà ïðè ìîäèôèêàöèè óêàçàííûõ ñâîéñòâ è ïàðàìåòðîâ ôàé-
ëîâ â ïðîöåññå îñàæäåíèÿ òàéíîé èíôîðìàöèè.
Êëþ÷åâûå ñëîâà: çàùèòà èíôîðìàöèè; òåêñòîâàÿ ñòåãàíîãðàôèÿ; ñèñòåì-
íûå ñâîéñòâà è àòðèáóòû ôàëîâ; ñòåãàíîãðàôè÷åñêàÿ ñòîéêîñòü

1 Ââåäåíèå

Ïðîáëåìà çàøèòû èíôîðìàöèè è çàùèòû àâòîðñêèõ ïðàâ â IT-ñôåðå ïðèîáðåòàåò
âñå áîëüøóþ àêòóàëüíîñòü. Îäíî èç íàïðàâëåíèé ðåøåíèÿ ïðîáëåìû ïðåäóñìàò-
ðèâàåò èñïîëüçîâàíèå ñòåãàíîãðàôèè, êîòîðàÿ, â îòëè÷èå îò êðèïòîãðàôèè, îñíî-
âàíà äàæå íà ñîêðûòèè ñàìîãî ôàêòà èñïîëüçîâàíèÿ ïðåîáðàçîâàíèÿ [3,4]. Âìåñòå
ñ òåì èçâåñòíî, ÷òî ìîäåëèðîâàíèå ñòåãàíîãðàôè÷åñêèõ è êðèïòîãðàôè÷åñêèõ ñè-
ñòåì îñíîâûâàåòñÿ íà òåõ æå áàçîâûõ ïðèíöèïàõ [4,5,11].

Ñîâðåìåííàÿ ñòåãàíîãðàôèÿ, êàê ïðàâèëî, ¾èìååò äåëî¿ ñ ýëåêòðîííûìè ñðåä-
ñòâàìè. Ýòî ìîæåò îáúÿñíÿòüñÿ ñëåäóþùèìè ïðè÷èíàì. Âî-ïåðâûõ, òàê êàê îáú-
åì îñàæäàåìîé èíôîðìàöèè, êàê ïðàâèëî, äîâîëüíî íåáîëüøîé ïî ñðàâíåíèþ ñ
ðàçìåðîì êîíòåéíåðà, â êîòîðîì îíà áóäåò ñêðûòà, òî â ýëåêòðîííûå êîíòåéíå-
ðû ãîðàçäî ïðîùå ñêðûâàòü äàííûå è èçâëåêàòü èõ. Âî-âòîðûõ, ïðîöåäóðà îñà-
æäåíèÿ/èçâëå÷åíèÿ ìîæåò áûòü àâòîìàòèçèðîâàíà ñ ïîìîùüþ ñïåöèàëüíûõ ïðî-
ãðàììíûõ ñðåäñòâ. Â-òðåòüèõ, ýëåêòðîííûé ôîðìàò äàííûõ õàðàêòåðèçóåòñÿ èí-
ôîðìàöèîííîé èçáûòî÷íîñòüþ, êîòîðîé ìîæíî óïðàâëÿòü, ÷òîáû ñêðûòü ñîîáùå-
íèÿ. Ýòè îáùèå äëÿ âñåõ ýëåêòðîííûõ äîêóìåíòîâ îñîáåííîñòè, íà íàø âçãëÿä,
ñòàâÿò çíàê ðàâåíñòâà ìåæäó öèôðîâîé è êîìïüþòåðíîé ñòåãàíîãðàôèåé.

Îñíîâó ýëåêòðîííîãî êîíòåíòà ñîñòàâëÿþò òåêñòîâûå äîêóìåíòû, áàçû äàííûõ,
êîäû êîìïüþòåðíûõ ïðîãðàìì, à òàêæå îáúåêòû ìóëüòèìåäèà. Çàùèòà óêàçàí-
íûõ ñðåäñòâ îò ïîääåëêè èëè íåñàíêöèîíèðîâàííîãî èñïîëüçîâàíèÿ ñòåãàíîãðà-
ôè÷åñêèìè ìåòîäàìè ïðåäóñìàòðèâàåò âûïîëíåíèå íåñêîëüêèõ âàæíûõ óñëîâèé.
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Ê îñíîâíûì èç íèõ îòíîñÿò òðóäíîñòü îáíàðóæåíèÿ îòëè÷èé ìåæäó ïàðàìåòðàìè
èñõîäíîãî (ïóñòîãî) ôàéëà-êîíòåéíåðà è ñòåãàíîêîíòåéíåðà � ôàéëà ñ îñàæäåííîé
èíôîðìàöèåé, à òàêæå óñòîé÷èâîñòü (íåèçìåííîñòü) îñàæäåííîé â êîíòåéíåð èí-
ôîðìàöèè ïðè åãî ìîäèôèêàöèè. Îáà óêàçàííûõ óñëîâèÿ îòíîñÿòñÿ ê èçâåñòíîé
õàðàêòåðèñòèêå ìåòîäîâ ðàññìàòðèâàåìîãî êëàññà � ñòåãàíîãðàôè÷åñêîé ñòîéêî-
ñòè.

Äëÿ ñòåãàíîêîíòåéíåðîâ â âèäå òåêñòîâûõ ôàéëîâ ðàçðàáîòàíû ìåòîäû îñà-
æäåíèÿ/èçâëå÷åíèÿ òàéíîé èíôîðìàöèè (èëè öèôðîâûõ âîäÿíûõ çíàêîâ), îñíî-
âàííûå íà ìîäèôèêàöèè ðàçëè÷íûõ ïðîñòðàíñòâåííî-ãåîìåòðè÷åñêèõ (ïðîáåëû
ìåæäó ñëîâàìè, ïðîáåëû ìåäó ñòðîêàìè, èñïîëüçîâàíèå íåâèäèìûõ ñèìâîëîâ, ìî-
äèôèêàöèÿ àïðîøà, êåðíèíãà, ìàñøòàáà è äð.) èëè öâåòîâûõ ïàðàìåòðîâ ñèìâîëîâ
òåêñòà íà îñíîâå RGB-ìîäåëè [2,3,4,7,8,9,10].

Íà ñåãîäíÿøíèé äåíü çàäà÷à ïîèñêà ìåòîäîâ ïðåîáðàçîâàíèÿ êîíòåéíåðîâ, â
òîì ÷èñëå � òåêñòîâûõ, è âñòðàèâàíèÿ â íèõ òàéíîé èíôîðìàöèè ïî-ïðåæíåìó
ÿâëÿåòñÿ àêòóàëüíîé. ×àñòî íàèáîëåå óñòîé÷èâûå ê àòàêàì ñòåãàíîàëãîðèòìû íå
ïîçâîëÿþò âñòðîèòü äîñòàòî÷íûé îáúåì ñåêðåòíîé èíôîðìàöèè â ôàéë-êîíòåéíåð.
Ðàçðàáîòêà òàêèõ àëãîðèòìîâ âñòðàèâàíèÿ, êîòîðûå, ñ îäíîé ñòîðîíû, ïîâûøàþò
ñòåãàíîñòîéêîñòü ñèñòåìû, à ñ äðóãîé � ñîõðàíÿþò îáúåì îñàæäåííûõ ñåêðåòíûõ
äàííûõ, ìîæåò áûòü îòíåñåíà ê ÷èñëó âàæíûõ çàäà÷.

Îäíî èç íîâûõ íàïðàâëåíèé â àíàëèçèðóåìîé ïðåäìåòíîé îáëàñòè ñâÿçàíî ñ èñ-
ïîëüçîâàíèåì òàê íàçûâàåìûõ àëüòåðíàòèâíûõ ïîòîêîâ ôàéëîâîé ñèñòåìû NTFS
[1]. Ïðè ýòîì ñòåãàíîãðàôè÷åñêîå ïðåîáðàçîâàíèå íå çàòðàãèâàåò ñîáñòâåííî ñî-
äåðæèìîå ôàéëà-êîíòåéíåðà. Â íàñòîÿùåé ñòàòüå àíàëèçèðóþòñÿ îñîáåííîñòè è
âîçìîæíîñòè èñïîëüçîâàíèÿ ïîäõîäà íà îñíîâå àëüòåðíàòèâíûõ ïîòîêîâ äàííûõ â
ïðèëîæåíèè ê òåêñòîâûì äîêóìåíòàì-êîíòåéíåðàì. Çäåñü àíàëîãîì àëüòåðíàòèâ-
íûõ ïîòîêîâ ñëóæàò ñèñòåìíûå ñâîéñòâà è ïàðàìåòðû ôàéëîâ.

2 Ñèñòåìíûå ñâîéñòâà è ïàðàìåòðû òåêñòîâîãî
ôàéëà

Â êà÷åñòâå îáúåêòà èññëåäîâàíèÿ èñïîëüçîâàëñÿ ôàéë ñ ðàñøèðåíèåì DOCX.
Ïðè÷åì äëÿ ïîëó÷åíèÿ è àíàëèçà åãî ñâîéñòâ è ïàðàìåòðîâ ôàéë íå äîëæåí
áûòü ïóñòûì. Èññëåäîâàíèÿ ïðîâîäèëèñü ñ èñïîëüçîâàíèåì áèáëèîòåêè Microsoft.
WindowsAPICodePack.Shell.

Âñòðîåííûå ñðåäñòâà ÎÑ Windows ïîçâîëÿþò îáû÷íîìó ïîëüçîâàòåëþ ïîëó-
÷èòü èíôîðìàöèþ î ñëåäóþùèõ ñèñòåìíûõ ñâîéñòâàõ è ïàðàìåòðàõ:

• ñâîéñòâà îïèñàíèÿ: íàçâàíèå, òåìà, òåãè, êàòåãîðèè, êîììåíòàðèè;

• ñâîéñòâà èñòî÷íèêà: àâòîðû, êåì ñîõðàíåí, ðåäàêöèÿ, íîìåð âåðñèè, èìÿ ïðî-
ãðàììû, îðãàíèçàöèÿ, ðóêîâîäèòåëü; äàòà ñîçäàíèÿ ñîäåðæèìîãî, äàòà ïî-
ñëåäíåãî ñîõðàíåíèÿ, ïîñëåäíèé âûâîä íà ïå÷àòü, îáùåå âðåìÿ ðåäàêòèðîâà-
íèÿ
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• ñâîéñòâà ñîäåðæèìîãî: ñîñòîÿíèå ñîäåðæèìîãî, òèï ñîäåðæèìîãî, êîëè÷å-
ñòâî ñòðàíèö, êîëè÷åñòâî ñëîâ, êîëè÷åñòâî çíàêîâ, êîëè÷åñòâî ñòðîê, êî-
ëè÷åñòâî àáçàöåâ, øàáëîí, øêàëà, ññûëêè, ÿçûê ;

• ñâîéñòâà ôàéëà: ðàçìåð, äàòà ñîçäàíèÿ, äàòà èçìåíåíèÿ, äàòà äîñòóïà, äî-
ñòóïíîñòü, àâòîíîìíîñòü, êîìïüþòåð.

Èç ÷èñëà ïðèâåäåííûõ ñâîéñòâ ïîääåðæèâàþò ìîäèôèêàöèþ ñëåäóþùèå 13:
ÿçûê,òèï ñîäåðæèìîãî, ñîñòîÿíèå ñîäåðæèìîãî, ðóêîâîäèòåëü, îðãàíèçàöèÿ, íî-
ìåð âåðñèè, ðåäàêöèÿ, àâòîðû, êîììåíòàðèè, êàòåãîðèè, òåãè, òåìà, íàçâàíèå.

Äëÿ âûÿâëåíèÿ è àíàëèçà äðóãèõ ñâîéñòâ è ïàðàìåòðîâ ôàéëà ðàçðàáîòàíà
ïðîãðàììíàÿ ðåàëèçàöèÿ ìåòîäà, ïðèíèìàþùåãî â êà÷åñòâå ïàðàìåòðà ïóòü äî-
ñòóïà ê äîêóìåíòó. Ìåòîä âîçâðàùàåò ëèñò ïàð êëþ÷�çíà÷åíèå. Ìåòîäîì ñîçäà-
þòñÿ ïåðåìåííûå, êîòîðûå ïðåäñòàâëÿþò ñîáîé íàáîð ðîäèòåëüñêèõ ýëåìåíòîâ,
êîòîðûå, â ñâîþ î÷åðåäü, ñîäåðæàò äî÷åðíèå ñèñòåìíûå ñâîéñòâà è ïàðàìåòðû. Â
äàííîì ìåòîäå òàêæå èñïîëüçóåòñÿ âûçîâ äðóãîãî ìåòîäà, ïðèíèìàþùåãî íà âõîä
îáúåêò ðîäèòåëÿ ñèñòåìíûõ ñâîéñòâ äëÿ çàïîëíåíèÿ ðåçóëüòèðóþùåãî ëèñòà ïî-
ëó÷åííûìè êëþ÷�çíà÷åíèÿìè. Â ðåçóëüòàòå íàìè âûÿâëåíî 208 ñâîéñòâ. Êàæäîå
çíà÷åíèå ñâîéñòâà îáëàäàåò ñâîèì òèïîì äàííûõ. Ýòîò òèï äàííûõ íå ÿâëÿåòñÿ
óíèêàëüíûì. Óêàçàííûå ñâîéñòâà ïî ïðèíàäëåæíîñòè ê òèïó äàííûõ ðàñïðåäå-
ëåíû ñëåäóþùèì îáðàçîì: String � 83, UInt32 � 26, Boolean � 23, String[] � 23,
DateTime � 13, Object � 12, UInt16 � 8, UInt64 � 8, Int32 � 5, IntPtr � 3, Byte[] �
2, IntPtr[] � 1, IStream � 1.

Äëÿ ïîëó÷åíèÿ ñâîéñòâ, îñíîâàííûõ íà ðîäèòåëüñêîì ñâîéñòâå, èñïîëüçîâàëñÿ
ìåòîä, îáëàäàþùèé ìîäèôèêàòîðîì äîñòóïà ¾private¿ è íå âîçâðàùàþùèé íèêà-
êîãî çíà÷åíèÿ. Ýòî îáóñëîâëåíî òåìè îáñòîÿòåëüñòâàìè, ÷òî åãî ðîëü çàêëþ÷àåòñÿ
â ïîëó÷åíèè è çàïîëíåíèè ïåðåìåííîé ëèñòà, è äîñòóï ê ìåòîäó äîëæåí îñóùåñòâ-
ëÿòüñÿ èñêëþ÷èòåëüíî èç ìåòîäà, íàõîäÿùåãîñÿ â îäíîì êëàññå ñ äàííûì ìåòîäîì.

Ðîäèòåëüñêèå ñâîéñòâà ëîãè÷åñêè îáúåäèíÿþò íåêîòîðûå ñèñòåìíûå ñâîéñòâà.
Âñå íèæåïåðå÷èñëåííûå ñâîéñòâà îïèñàíû â êëàññå ShellProperties. Äàííûé êëàññ
îïðåäåëÿåò äðóãîé êëàññ, êîòîðûé ðåàëèçóåò âñïîìîãàòåëüíûå ìåòîäû äëÿ èçâëå-
÷åíèÿ ñâîéñòâ îáîëî÷êè, èñïîëüçóÿ êàíîíè÷åñêîå èìÿ, êëþ÷ ñâîéñòâà èëè ñòðîãî
òèïèçèðîâàííîå ñâîéñòâî. Îí òàêæå îáåñïå÷èâàåò äîñòóï êî âñåì ñòðîãî òèïèçè-
ðîâàííûì ñèñòåìíûì ñâîéñòâàì è êîëëåêöèÿì ñâîéñòâ ïî óìîë÷àíèþ.

Äëÿ ìîäèôèêàöèè ñâîéñòâ, ïîäðàçóìåþùåé ñòåãàíîãðàôè÷åñêîå îñàæäåíèå èí-
ôîðìàöèè, ðàçðàáîòàíî ñïåöèàëüíîå ïðèëîæåíèå, ôóíêöèîíàë êîòîðîãî çàêëþ÷à-
åòñÿ â òîì, ÷òî îíî îáðàáàòûâàåò äåéñòâèå íàæàòèÿ íà êíîïêó èçìåíåíèÿ ñâîéñòâ.
Ïðè ýòîì ïðîâîäèòñÿ ïðîâåðêà íà âàëèäíîñòü ââîäà äàííûõ.

3 Àíàëèç ðåçóëüòàòîâ ìîäèôèêàöèè ñèñòåìíûõ
ñâîéñòâ è ïàðàìåòðîâ ôàéëà-êîíòåéíåðà

Âûÿâëåíî, ÷òî íå âñå ñâîéñòâà äîïóñêàþò âîçìîæíîñòüþ èõ èçìåíåíèÿ. Ê íèì
îòíîñÿòñÿ: ItemFolderPathDisplay, ItemType, ParsingPath, FileName. Ïðè ïîïûòêå
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ìîäèôèêàöèè òàêîãî ñâîéñòâà ôàéë íå çàâåðøàåò ñâîþ ðàáîòó îøèáêîé, à ðàáîòàåò
â øòàòíîì ðåæèìå. Îäíàêî åñòü òàêèå ñâîéñòâà, ïðè èçìåíåíèè êîòîðûõ äîêóìåíò
óòðàòèò ñâîþ ðàáîòîñïîñîáíîñòü (íàïðèìåð, ñâîéñòâî ItemNameDisplay).

Êðîìå ìîäèôèêàöèè ñâîéñòâ ôàéëà èçìåíåíèÿì ïîäâåðãàëèñü åãî àòðèáóòû:
Archive, Compressed, Device, Directory, Encrypted, Hidden, IntegrityStream, Normal,
NoScrubData, NotContentIndexed, O�ine, ReadOnly, ReparsePoint, SparseFile,
System, Temporary. Äëÿ èçìåíåíèÿ àòðèáóòà äîêóìåíòà áûë ðàçðàáîòàí ìåòîä,
ïîçâîëÿþùèé ïðîèçâîäèòü íåîáõîäèìûå ìàíèïóëÿöèè.

Ïðîâåðêà õåø-ñóììû. Õåø âû÷èñëÿëñÿ ñ èñïîëüçîâàíèåì ñòàíäàðòíûõ àë-
ãîðèòìîâ MD5 è SHA256. Äëÿ ðåàëèçàöèè ïðîâåðêè áûëà èñïîëüçîâàíà áèáëèî-
òåêà C# System.Security.Cryptography. Ïðè ýòîì âû÷èñëåíèÿ áûëè îñíîâàíû íà
èñïîëüçîâàíèè ðàçðàáîòàííîãî ìåòîäà, ïðèíèìàþùåãî íà âõîä â êà÷åñòâå ïàðà-
ìåòðà ìàññèâ áàéòîâ, à çàòåì èç ìàññèâà áàéòîâ ôîðìèðóþùåãî ñòðîêó. Çíà÷åíèå
àòðèáóòà óñòàíàâëèâàåòñÿ â Archive.

Óñòàíîâëåíî, ÷òî èçìåíåíèå ëþáîãî èç ñâîéñòâ äîêóìåíòà âëå÷åò çà ñîáîé èç-
ìåíåíèå õåø� ñóììû, èçìåíåíèå àòðèáóòà äîêóìåíòà íå âëèÿåò íà åãî õåø. Êðîìå
òîãî, ïåðåôîðìàòèðîâàíèå ôàéëà (DOCX, DOC, TXT) òàêæå íå èçìåíÿåò õåø.

Ïðîâåðêà îáúåìà ôàéëà. Äëÿ ïîäòâåðæäåíèÿ êîððåêòíîñòè îöåí-
êè îáúåìà ôàéëà ïðè èñïîëüçîâàíèè ìîäèôèêàöèé èõ ñâîéñòâ èñïîëüçîâà-
ëèñü äâà ìåòîäà: ñ ïîìîùüþ îáúåêòà êëàññà FileInfo è c îáúåêòà êëàñ-
ñà ShellFile. Íàìè àíàëèçèðîâàëèñü ñëåäóþùèå òåêñòîâûå ñâîéñòâà: Comment,
Copyright, FileDescription, FileVersion, FullText, IdentityProperty, InfoTipText,
InternalName, ItemClassType, ItemFolderNameDisplay, ItemNamePre�x, ItemUrl,
KindText, Language, MileageInformation, MIMEType, OriginalFileName, OwnerSid,
ParentalRating, ParentalRatingsOrganization, ParsingName, PriorityText, Project,
ProviderItemID, RatingText, SensitivityText, SoftwareUsed, SourceItem, Status,
Subject, Title, Trademarks � âñåãî � 32.

Â ðåçóëüòàòå ìíîãî÷èñëåííûõ îïûòîâ è ñîïîñòàâèòåëüíîãî àíàëèçà ïîëó÷åíû
ñëåäóþùèå îñíîâíûå ðåçóëüòàòû:

• ñâîéñòâà Title, Language, Subject òèïà String äîïóñêàþò çàïèñü â çíà÷åíèå
ñâîéñòâà áåç èçìåíåíèÿ ðàçìåðà äîêóìåíòà äî 444 ñèìâîëîâ ëàòèíñêîãî àë-
ôàâèòà, çíàêîâ ïðåïèíàíèÿ è çíàêîâ ïðîáåëîâ;

• ñâîéñòâî Comment äîïóñêàåò çàïèñü 464 ñèìâîëîâ ëàòèíñêîãî àëôàâèòà, çíà-
êîâ ïðåïèíàíèÿ è ïðîáåëîâ áåç èçìåíåíèÿ ðàçìåðà äîêóìåíòà;

• ïåðâîå èçìåíåíèå çíà÷åíèÿ âñåõ ñèñòåìíûõ ñâîéñòâ (êðîìå 4-õ âûøåïåðå÷èñ-
ëåííûõ) âëå÷åò çà ñîáîé èçìåíåíèå ðàçìåðà äîêóìåíòà-êîíòåéíåðà, â êîòî-
ðîì ïðîèçâîäèòñÿ òàêîå èçìåíåíèå; ïðè÷åì óâåëè÷åíèå ðàçìåðà äîêóìåíòà
ïðîèñõîäèò òàêèì îáðàçîì, ÷òî ýòîò ïîêàçàòåëü óâåëè÷èâàåòñÿ êàæäûå 12�
20 îïåðàöèé ïî ìîäèôèêàöèè ñâîéñòâ: íàïðèìåð, ïåðâîå èçìåíåíèå ñâîéñòâà
Copyright ïðèâîäèò ê óâåëè÷åíèþ îáúåìà ôàéëà ñðàçó óâåëè÷èâàåòñÿ íà 610
áàéò, çàòåì èçìåíåíèÿ íå íàáëþäàþòñÿ â òå÷åíèè 12 ìîäèôèêàöèé, ïîñëå
÷åãî îáúåì ôàéëà âîçðàñòàåò â ñðåäíåì íà 250 áàéò;
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• âûÿâëåíà çàâèñèìîñòü ÷óâñòâèòåëüíîñòè îáúåìà ôàéëà ïðè ìîäèôèêàöèè
íåêîòîðûõ ñâîéñòâ îò àëôàâèòà, íà îñíîâå êîòîðîãî ãåíåðèðóåòñÿ îñàæäàå-
ìàÿ èíôîðìàöèÿ: òàê, íàïðèìåð, ñâîéñòâî Comment äàæå ïðè ðàçìåùåíèè
â íåì 5000 àðàáñêèõ öèôð íå ñêàçûâàåòñÿ íà îáúåìå ôàéëà;

• ëþáàÿ ìîäèôèêàöèÿ ñâîéñòâà íà îñíîâå äàííûõ òèïà Bool ïðèâîäèò ê èçìå-
íåíèþ îáúåìà ôàéëà.

4 Îáñóæäåíèå ðåçóëüòàòîâ

Ïðåäëàãàåòñÿ èñïîëüçîâàòü ñèñòåìíûå ñâîéñòâà òåêñòîâûõ äîêóìåíòîâ-
êîíòåéíåðîâ â êà÷åñòâå ñðåäû äëÿ îñàæäåíèÿ òàéíîé èíôîðìàöèè ñòåãàíî-
ãðàôè÷åñêèìè ìåòîäàìè, íàðÿäó ñ èçâåñòíûì èñïîëüçîâàíèåì ñîáñòâåííî
ñîäåðæèìîãî äîêóìåíòà. Äëÿ äîêóìåíòîâ, ñîçäàííûõ íà îñíîâå ïðîöåññîðà
MS Word, âûÿâëåíî ñóùåñòâîâàíèå áîëåå 200 ðàçëè÷íûõ ñèñòåìíûõ ñâîéñòâ,
ñîäåðæàíèå ìíîãèõ èç êîòîðûõ íåëüçÿ èçâëå÷ü è ïðîàíàëèçèðîâàòü âñòðîåííûìè
ñòàíäàðòíûìè ñðåäñòâàìè îïåðàöèîííîé ñèñòåìû è èñïîëüçóåìîãî ïðèëîæåíèÿ
MS Word.

Ê ÷èñëó íàèáîëåå ïîäõîäÿùèõ äëÿ èñïîëüçîâàíèÿ â ñòåãàíîãðàôè÷åñêèõ ïðè-
ëîæåíèÿõ ñëåäóåò îòíåñòè òàêèå ñâîéñòâà ôàëîâ, êàê Title, Language, Subject,
Comment, ìîäèôèêàöèÿ êîòîðûõ ïóòåì ðàçìåùåíèÿ (îñàæäåíèÿ) äîïîëíèòåëü-
íî äî 50 áàéò èíôîðìàöèè òèïà String íå ïðèâîäèò ê óâåëè÷åíèþ îáúåìà ôàéëà.
Âàæíî òàêæå, ÷òî èçìåíåíèå ëþáîãî àòðèáóòà ôàéëà (Archive, Compressed, Device,
Directory, Encrypted, Hidden è äð.) òàêæå íå ìîæåò âûÿâëåíî â ïðîöåññå ñòåãàíî-
àíàëèçà ôàéëà-êîíòåéíåðà íà îñíîâå, íàïðèìåð, ñîïîñòàâëåíèÿ îáúåìîâ è õåøåé
èñõîäíîãî è ìîäèôèöèðîâàííîãî (ñ îñàæäåííîé èíôîðìàöèåé) ôàéëîâ.

Ñî âñåé î÷åâèäíîñòüþ ìîæíî óòâåðæäàòü, ÷òî ïðåäëîæåííûé ïîäõîä ìîæåò
áûòü ðåàëèçîâàí íå òîëüêî ïî îòíîøåíèþ ê ôàéëàì òåêñòîâûõ ôîðìàòîâ.

Äîñòóï ê ñèñòåìíûì ñâîéñòâàì ôàéëîâ è èõ àòðèáóòîâ, à òàêæå àíàëèç ïà-
ðàìåòðîâ ñâîéñòâ è àòðèáóòîâ ïðè âûïîëíåíèè îïèñàííûõ ñòåãàíîãðàôè÷åñêèõ
îïåðàöèé ïðîèçâîäèëñÿ ñ èñïîëüçîâàíèåì àâòîðñêîãî ïðîãðàììíîãî ïðîäóêòà [6].
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Â äàííîé ðàáîòå îïèñûâàåòñÿ ïðèìåíåíèå èíòåãðàëüíîãî ìåòîäà êðèïòî-
àíàëèçà ê øèôðó ¾Êàëèíà 128/256¿. Ðåçóëüòàòîì ÿâëÿåòñÿ ïîñòðîåíèå íàè-
ëó÷øåé íà äàííûé ìîìåíò ïî ñîâîêóïíîñòè ïîêàçàòåëåé àòàêè óìåíüøåííîé
äî 7 ðàóíäîâ âåðñèè øèôðà. Äëÿ ïðîâåäåíèÿ àòàêè òðåáóåòñÿ ïîäáîð 298 ïàð
áëîêîâ îòêðûòîãî è øèôðîâàííîãî òåêñòîâ, 256 áèò îïåðàòèâíîé ïàìÿòè è
âûïîëíåíèÿ îáú¼ìà ðàáîò, ýêâèâàëåíòíîãî 2242 îïåðàöèÿì çàøèôðîâàíèÿ.
Êëþ÷åâûå ñëîâà: áëî÷íûé ñèììåòðè÷íûé øèôð; Êàëèíà; AES; èíòåãðàëü-
íûé êðèïòîàíàëèç; ìåòîä ÷àñòè÷íûõ ñóìì

1 Ââåäåíèå

Îäíèì èç àêòóàëüíûõ ìåòîäîâ êðèïòîãðàôè÷åñêîãî àíàëèçà áëî÷íûõ øèôðîâ ÿâ-
ëÿåòñÿ èíòåãðàëüíûé êðèïòîàíàëèç. Îí çàðåêîìåíäîâàë ñåáÿ â ðåçóëüòàòå ïðèìå-
íåíèÿ ê òàêèì XSLP ñõåìàì êàê SQUARE [2] è AES [5].

Íàñòîÿùàÿ ðàáîòà ïîñâÿùåíà èçó÷åíèþ âîçìîæíîñòè ïðèìåíåíèÿ èíòåãðàëü-
íîãî ìåòîäîâ êðèïòîàíàëèçà ê áëî÷íîìó øèôðó ¾Êàëèíà¿, ëåæàùåìó â îñíîâå
íàöèîíàëüíîãî ñòàíäàðòà øèôðîâàíèÿ Ðåñïóáëèêè Óêðàèíà ÄÑÒÓ 7624:2014 [1].
¾Êàëèíà¿ ïðåäñòàâëÿåò èç ñåáÿ áëî÷íûé øèôð, âûïîëíåííûé ïî XSLP ñõåìå, âî
ìíîãîì àíàëîãè÷íîé AES, îäíàêî ñ ðÿäîì ñóùåñòâåííûõ èçìåíåíèé, íàïðàâëåí-
íûõ íà ïîâûøåíèå åãî ñòîéêîñòè.

2 Îáùèå ñâåäåíèÿ

Áëî÷íûé øèôð ¾Êàëèíà¿ èìååò ïÿòü âîçìîæíûõ âàðèàíòîâ ðàáîòû. Ïîä ¾Êàëèíà
128/256¿ âñþäó â äàííîé ðàáîòå ïîäðàçóìåâàåòñÿ âàðèàíò, ïðè êîòîðîì äëèíà
áëîêà â áàéòàõ (Nb) ðàâíà 16, à äëèíó êëþ÷à â áàéòàõ (Nk) � 32. Êîëè÷åñòâî
ðàóíäîâ (r) ïðè ýòîì ðàâíî 14, à ìàòðèöà ñîñòîÿíèé ñîäåðæèò 8 ñòðîê è 2 ñòîëáöà.

Êàæäûé ðàóíä ñîñòîèò èç ÷åòûð¼õ áàçîâûõ îïåðàöèé, ðàññìîòðåííûõ äàëåå:

1. SubBytes (SB) � îïåðàöèÿ, îïðåäåëÿåìàÿ ÷åòûðüìÿ 8-áèòíûìè S-áîêñàìè:
π0, π1, π2 è π3 ñëåäóþùèì îáðàçîì: êî âñåì ýëåìåíòàì êàæäîé ñòðîêè ìàòðè-
öû ñîñòîÿíèé ñ íîìåðîì j ∈ 0, 7 ïðèìåíÿåòñÿ S-áîêñ πjmod4.
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2. ShiftRows (SR) � ëèíåéíàÿ îïåðàöèÿ ïåðåñòàíîâêè ýëåìåíòîâ ìàòðèöû ñîñòî-
ÿíèé. Ñòðîêà ñ íîìåðîì j ∈ 0, 7 ïðåäñòàâëÿåòñÿ êàê ïîñëåäîâàòåëüíîñòü áàéò,

ê êîòîðîé ïðèìåíÿåòñÿ öèêëè÷åñêèé ñäâèã âïðàâî íà δj áèò, ãäå δj =
⌊j ·Nb

64

⌋
.

3. MixColumns (MC) � ëèíåéíîå ïðåîáðàçîâàíèå, çàäàâàåìîå óìíîæåíèåì êàæ-
äîãî ñòîëáöà ìàòðèöû ñîñòîÿíèé íà ÌÄÐ-ìàòðèöó ðàçìåðà 8× 8 íàä ïîëåì
GF (28), çàäàâàåìóþ ñ ïîìîùüþ íåïðèâîäèìîãî ìíîãî÷ëåíà x8+x4+x3+x2+1.

4. AddRoundKey (ARK, � ëèáî ⊕) � îïåðàöèÿ ïðèáàâëåíèÿ ðàóíäîâîãî êëþ÷à.
Íà÷àëüíîå è çàêëþ÷èòåëüíîå ïðèáàâëåíèå ðàóíäîâûõ êëþ÷åé îñóùåñòâëÿ-
åòñÿ ñëîæåíèåì ïî ìîäóëþ 264 (�) ÷àñòåé êëþ÷à ñ ðàçëè÷íûìè ñòîëáöàìè
ìàòðèöû ñîñòîÿíèé. Ïðèáàâëåíèå îñòàëüíûõ êëþ÷åé ïðîèñõîäèò ñ ïðèìåíå-
íèåì îïåðàöèè ïîáèòîâîãî ñëîæåíèÿ XOR (⊕).

Ôóíêöèè, ðåàëèçóþùóþ ïðèìåíåíèå äàííûõ îïåðàöèé ê l-áèòîâîìó âíóòðåí-
íåìó ñîñòîÿíèþ øèôðà (l = Nb ·8) îáîçíà÷èì ÷åðåç π

′

l , τl, ψl , η
(kυ)
l è κ

(kυ)
l , ñîîòâåò-

ñòâåííî. Âî ââåä¼ííûõ îáîçíà÷åíèÿõ áàçîâîå øèôðóþùåå ïðåîáðàçîâàíèå øèôðà
¾Êàëèíà¿ T

(K)
l,k ìîæíî îïðåäåëèòü ñëåäóþùèì îáðàçîì:

T
(K)
l,k = η

(k0)
l ·

r−1∏
ν=1

(π′l · τl · ψl · κ
(kν)
l ) · π′l · τl · ψl · η

(kr)
l ,

ãäå K � êëþ÷ øèôðîâàíèÿ äëèíû k = Nk · 8 áèò.

3 Èíòåãðàëüíûé êðèïòîàíàëèç

Áóäåì ñ÷èòàòü, ÷òî àëôàâèò îòêðûòîãî è øèôðîâàííîãî òåêñòîâ ðàâåí Vn, ãäå
n = m · d. Ïóñòü X ⊂ Vn, òîãäà ïîä j-òûì ïîäáëîêîì áëîêà α = (α0, . . . , αd−1) ∈
Vn, αi ∈ Vm, i = 0, . . . , d − 1, áóäåì ïîíèìàòü âåêòîð αj. Ïîäáëîêè ìíîæåñòâà X ñ
íîìåðàìè i îáðàçóþò ìóëüòèìíîæåñòâî Xi.

Óäîáíî èñïîëüçîâàòü ñëåäóþùèå óñëîâíûå îáîçíà÷åíèÿ:
C: îáîçíà÷åíèå ìóëüòèìíîæåñòâà Xi ñèìâîëîì C îçíà÷àåò, ÷òî ∃α ∈ Vm : ∀β ∈

Xi âåðíî α = β. Âàæíî îòìåòèòü, ÷òî äëÿ äâóõ ìóëüòèìíîæåñòâ îáîçíà÷åííûõ
ñèìâîëîì C çíà÷åíèå α, ïðèíèìàåìîå ïîäáëîêàìè, ìîæåò îòëè÷àòüñÿ.
A: Åñëè ìóëüòèìíîæåñòâî Xi îáîçíà÷åíî ñèìâîëîì A, òî ∀α, β ∈ Xi : α 6=

β. Â ñëó÷àå, êîãäà ìîùíîñòü ìóëüòèìíîæåñòâà ðàâíà ìàêñèìàëüíîìó êîëè÷åñòâó
ïîäáëîêîâ äëèíûm, âûïîëíåíèå ñâîéñòâàA ðàâíîñèëüíî òîìó, ÷òî âñå âîçìîæíûå
çíà÷åíèÿ ïîäáëîêà ïîÿâëÿþòñÿ â ìóëüòèìíîæåñòâå ðîâíî îäèí ðàç. Ïîìèìî ýòîãî,
ÿñíî, ÷òî ñóììà âñåõ ýëåìåíòîâ òàêîãî ìóëüòèìíîæåñòâà ðàâíà íóëþ.
S: Åñëè ìóëüòèìíîæåñòâî îáîçíà÷åíî ñèìâîëîì S, çíà÷èò ñóììà âñåõ åãî ýëå-

ìåíòîâ ìîæåò áûòü çàðàíåå íàéäåíà ïðè ïîñòðîåíèè àòàêè. Çàìåòèì, ÷òî òàêèå
ìóëüòèìíîæåñòâà ïðåäîñòàâëÿþò àòàêóþùåìó ìåíüøå èíôîðìàöèè, ÷åì îáîçíà-
÷åííûå ñèìâîëàìè C èëè A. Äåéñòâèòåëüíî, ñâîéñòâîì S îáëàäàþò êàê ìóëüòè-
ìíîæåñòâà ÷¼òíîé ìîùíîñòè, îáëàäàþùèå ñâîéñòâîì C, òàê è ìóëüòèìíîæåñòâà
ýëåìåíòîâ èç Vm, îáëàäàþùèå ñâîéñòâîì A.
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Áóäåì ãîâîðèòü, ÷òî ìíîæåñòâî X ∈ Vn îáëàäàåò ñòðóêòóðîé R =
(R0, . . . ,Rd−1), ãäå Ri ∈ {C,A,S}, åñëè äëÿ ìóëüòèìíîæåñòâà Xi âûïîëíÿåòñÿ
ñâîéñòâî Ri, i = 0, . . . , d− 1.

r-ðàóíäîâûì èíòåãðàëüíûì ñîîòíîøåíèåì (èíòåãðàëîì) äëÿ íåêîòîðîãî àëãî-
ðèòìà øèôðîâàíèÿ áóäåì íàçûâàòü òàêîé íàáîð ñòðóêòóð (R(0), . . . ,R(r)), ÷òî ñó-
ùåñòâóåò âåêòîð (X(0), X(1), . . . , X(r)) ∈ V r+1

n , ýëåìåíòû X(j) êîòîðîãî ÿâëÿþòñÿ
ìíîæåñòâàìè ïðîìåæóòî÷íûõ øèôðîâàííûõ òåêñòîâ ïîñëå j ðàóíäîâ ðàáîòû àë-
ãîðèòìà, è îáëàäàþò ñòðóêòóðîéR(j), j = 0, . . . , r. ÌíîæåñòâîX(0) áóäåì íàçûâàòü
âõîäîì èíòåãðàëüíîãî ñîîòíîøåíèÿ, à X(r) � âûõîäîì.

Àäàïòàöèÿ îñíîâíîãî èíòåãðàëüíîãî ñîîòíîøåíèÿ (òð¼õðàóíäîâîãî èíòåãðàëà
äëÿ AES) ê äàííîìó øèôðó ïðèâîäÿò ê ïîñòðîåíèþ èíòåãðàëà, ïðèâåä¼ííîãî íà
Ðèñóíêå 1.

Ðèñ. 1. 2-ðàóíäîâûé èíòåãðàë äëÿ øèôðà ¾Êàëèíà 128/256¿

4 Îïèñàíèå àòàêè

Äëÿ óäîáñòâà, îáîçíà÷èì ñèìâîëàìè m(i), b(i) è t(i) áëîêè ïðîìåæóòî÷íîãî øèôðî-
âàííîãî òåêñòà, ïîëó÷àåìûå ïîñëå ïðåîáðàçîâàíèÿ MixColumns (ψ), ïðèáàâëåíèÿ
ðàóíäîâîãî êëþ÷à ki−1 (η èëè κ) è ShiftRows (τ), ñîîòâåòñòâåííî, i−ãî ðàóíäà.
Èíäåêñû l è k áóäóò îïóùåíû â ñâÿçè ñ òåì, ÷òî îáñóæäàåòñÿ êîíêðåòíàÿ âåðñèÿ
øèôðà ¾Êàëèíà¿ ñ l = 128, k = 256.

Íà ïåðâîì ýòàïå ïðîâåäåíèÿ àòàêè íåîáõîäèìî ïîäîáðàòü 28 îòêðûòûõ òåêñòîâ
òàê, ÷òîáû ìíîæåñòâî m(1) îáëàäàëî ñòðóêòóðîé R = (R1,R2, . . . ,R16), òàêîé ÷òî
∃i ∈ 1, 16 : (Ri = A) ∧ (∀j ∈ {1, . . . , 16}\{i} : Rj = C). Èç ñâîéñòâ ðàññåèâàíèÿ
ïðåîáðàçîâàíèé ShiftRows è MixColumns ñëåäóåò, ÷òî âñÿêèé áàéò ñîñòîÿíèÿ m(1)

ìîæåò áûòü âûðàæåí ñ ïîìîùüþ âîñüìè áàéò ñîñòîÿíèÿ b(1), ñîäåðæàùèõñÿ â äâóõ
ñòîëáöàõ ìàòðèöû ñîñòîÿíèé (ïî ÷åòûðå â êàæäîì). Ïðè ýòîì, â îäíîì èç ñòîëáöîâ
èíòåðåñóþùèå íàñ áàéòû ÿâëÿþòñÿ ìëàäøèìè, à â äðóãîì � ñòàðøèìè. Ìëàäøèå
÷åòûðå áàéòà âûðàæàþòñÿ ñ ïîìîùüþ ÷åòûð¼õ áàéò îòêðûòîãî òåêñòà è ÷åòûð¼õ
áàéò êëþ÷à k0. Â ñâîþ î÷åðåäü ñòàðøèå, â ñâÿçè ñ îñîáåííîñòÿìè îïåðàöèè η(k0),
ìîãóò áûòü âûðàæåíû ÷åðåç âîñåìü áàéò îòêðûòîãî òåêñòà è âîñåìü áàéò êëþ÷à
k(0). Îòñþäà ñëåäóåò, ÷òî ëþáîé áàéò ñîñòîÿíèÿ m(1) ìîæåò áûòü âûðàæåí ïðè
ïîìîùè äâåíàäöàòè áàéò îòêðûòîãî òåêñòà è äâåíàäöàòè áàéò êëþ÷à k0.

Àòàêóþùèé âûáèðàåò 26 ìíîæåñòâ Xpt
i , i = 1, . . . , 26 èç 296 îòêðûòûõ òåê-

ñòîâ îáëàäàþùèõ ñòðóêòóðîé (A12
0 ,A12

0 , . . . ,A12
0 , C, C, C, C). Ìíîæåñòâà ñîîòâåòñòâó-
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þùèõ Xpt
i çàøèôðîâàííûõ áëîêîâ îáîçíà÷èì Xct

i . Â ðåçóëüòàòå, ïðè ëþáîì êëþ÷å
k0 ìíîæåñòâà ïðîìåæóòî÷íûõ øèôðîâàííûõ òåêñòîâ m(1), ñîîòâåòñòâóþùèõ Xpt

i

ìîãóò áûòü ïðåäñòàâëåíû â âèäå ðàçáèåíèÿ íà 288 ìíîæåñòâ ñòðóêòóðû R.
Ñîãëàñíî îñíîâíîìó èíòåãðàëüíîìó òîæäåñòâó äëÿ øèôðà ¾Êàëèíà 128/256¿,

åñëè âõîäîì èíòåãðàëà ÿâëÿåòñÿ ìíîæåñòâî îáëàäàþùåå ñòðóêòóðîé R, òî âû-
õîä èíòåãðàëà îáëàäàåò ñòðóêòóðîé S16 = (S, . . . ,S). Â ÷àñòíîñòè, ýòî îçíà÷àåò
÷òî óïîìÿíóòîìó ðàíåå ðàçáèåíèþ ñîîòâåòñòâóåò ðàçáèåíèå ìíîæåñòâà ïðîìåæó-
òî÷íûõ øèôðîâàííûõ òåêñòîâ b(4) íà 288 ìíîæåñòâ îáëàäàþùèõ ñòðóêòóðîé S16.
Îòñþäà ñëåäóåò, ÷òî è ìíîæåñòâî b(4) îáëàäàåò ñòðóêòóðîé S16.

Äëÿ óäîáñòâà äàëüíåéøåãî ïðîâåäåíèÿ àòàêè, çàïèøåì ôóíêöèþ çàøèôðîâà-
íèÿ àëãîðèòìà ¾Êàëèíà 128/256¿, óìåíüøåííîãî äî 7 ðàóíäîâ â ýêâèâàëåíòíîé
ôîðìå:

T (K) = η(k0) ·π′ ·τ ·ψ ·κ(k1) · . . . ·(π′ ·τ ·κ(k
′
4) ·ψ ·π′ ·τ ·κ(k

′
5) ·ψ) ·π′ ·τ ·ψ ·κ(k6) ·π′ ·τ ·ψ ·η(k7),

ãäå äëÿ k
′
i âûïîëíÿþòñÿ ñîîòíîøåíèÿ κ

(k
′
i) = ψκ(ki)ψ−1, i = 4, 5.

Ëþáîé áàéò ñîñòîÿíèÿ b(4) ìîæåò áûòü âûðàæåí ñ ïîìîùüþ âîñüìè áàéò ïðîìå-
æóòî÷íîãî ñîñòîÿíèÿ b(6), âîñüìè áàéò êëþ÷à k

′
5 è îäíîãî áàéòà êëþ÷à k

′
4. Ëþáîé

áàéò ñîñòîÿíèÿ b(6) âûðàæàåòñÿ ÷åðåç øèôðòåêñò è êëþ÷è k6 è k7. Ó÷èòûâàÿ, ÷òî
êëþ÷è k6 è k7 ñâÿçàíû ìåæäó ñîáîé îïåðàöèåé ïîáèòîâîãî öèêëè÷åñêîãî ñäâèãà,
òðóäî¼ìêîñòü èõ ñîâìåñòíîãî ïåðåáîðà ñîñòàâèò 2128.

Ïóñòü ki[i1, . . . , it] � ìíîæåñòâî áàéò ðàóíäîâîãî êëþ÷à ki c íîìåðàìè i1, . . . , it,
ãäå ij = 0, . . . , 15, è 1 ≤ t ≤ 16.

Ñèìâîëîì S áóäåì îáîçíà÷àòü ïðîìåæóòî÷íóþ ñóììó, ñëóæàùóþ äëÿ ïðîâåð-
êè âûïîëíåíèÿ ñâîéñòà C äëÿ ìóëüòèìíîæåñòâà X0 ïîäáëîêîâ ìíîæåñòâà ïðî-
ìåæóòî÷íûõ øèôðîâàííûõ òåêñòîâ b(4), ïîëó÷àåìûõ èç Xpt

i . Ïðè ýòîì, ñîãëàñíî
èíòåãðàëüíîìó ñîîòíîøåíèþ âåðíî S = 0.

Ñôîðìóëèðóåì Àëãîðèòì 1, ïîçâîëÿþùèé îïðåäåëèòü íåêîòîðûå áàéòû ðàóí-
äîâûõ êëþ÷åé óìåíüøåííîé äî 7 ðàóíäîâ âåðñèè øèôðà ¾Êàëèíà 128/256¿:

Âõîä: Xpt
i , i = 1, . . . , 26;

Âûõîä: k7[0, . . . , 15], k6[0, . . . , 15], k
′
5[0, . . . , 3], k

′
5[12, . . . , 15], k

′
4[0];

1: S := 0;
2: äëÿ âñåõ (k7[0, . . . , 15], k

′
5[0, . . . , 3, 12, . . . , 15], k

′
4[0]) ∈ V 16

8 × V 8
8 × V8

3: k6[0, . . . , 15] := (k7[0, . . . , 15]≫ 56);
4: i := 1;
5: äëÿ âñåõ c ∈ Xct

i

6: b(7) =
(
c
)
(η(k7))−1 · ψ−1 · (π′ · τ)−1;

7: b(6) =
(
b(7)
)
κ(k6) · ψ−1 · (π′ · τ)−1ψ−1;

8: m(4)[0, . . . , 11] =
(
b(6)[0, . . . , 3, 12, . . . , 15]

)
κ(k

′
5[0,...,3,12,...,15]) · (π′ · τ)−1;

9: b(5)[0, . . . , 11] =
(
m(4)[0, . . . , 11]

)
ψ−1;

10: b(4)[0] =
(
b(5)[0]

)
κ(k

′
4[0] · (π′ · τ)−1;

11: S := S ⊕ b(4)[0];
12: åñëè S = 0 òî

13: åñëè i < 26 òî
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14: i := i + 1;
15: Ïåðåéòè íà Øàã 5;
16: èíà÷å

17: Îïðîáóåìûé íàáîð áàéò ñ÷èòàåòñÿ èñòèííûì;
18: èíà÷å

19: Îïðîáóåìûé íàáîð áàéò îòáðàêîâûâàåòñÿ;

Òàáëèöà 1 Ýôôåêòèâíîñòü íåêîòîðûõ àòàê íà óìåíüøåííûå âåðñèè øèôðîâ

Øèôð Ðàóíäû Ìàòåðèàë Ïàìÿòü Òðóäî¼ìêîñòü Èñòî÷íèê
¾Êàëèíà 128/256¿ 7 298 256 2242 Íîâàÿ

¾Êàëèíà 128/256¿ 7 289 2202,64 2230,2 [4]

AES 128/256 7 236,39 224 2172 [3]

5 Çàêëþ÷åíèå

Â äàííîé ðàáîòå áûëà ïîñòðîåíà èíòåãðàëüíàÿ àòàêà íà óìåíüøåííûé äî 7 ðàóí-
äîâ øèôð ¾Êàëèíà 128/256¿. Ïðåäëàãàåìûé àëãîðèòì àòàêè òðåáóåò çíà÷èòåëüíî
ìåíüøèõ çàòðàò îïåðàòèâíîé ïàìÿòè, ïî ñðàâíåíèþ ñ àòàêàìè, îïóáëèêîâàííûìè
ðàíåå, îäíàêî ÿâëÿåòñÿ áîëåå òðóäî¼ìêèì è òðåáóåò áîëüøèé îáú¼ì ïîäîáðàííûõ
îòêðûòûõ òåêñòîâ.
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ñâÿçíûõ è íå ñâÿçíûõ îðãðàôîâ, ÷òî ñóùåñòâåííî ðàñøèðÿåò îáëàñòü ïðèëî-
æåíèé ìàòðè÷íî-ãðàôîâîãî ïîäõîäà ê îöåíêå ïåðåìåøèâàþùèõ è íåëèíåé-
íûõ ñâîéñòâ ïðåîáðàçîâàíèé èíôîðìàöèè. Ïîëó÷åí êðèòåðèé êîìïîíåíòíîé
ïðèìèòèâíîñòè îðãðàôà è îöåíêè êîìïîíåíòíîãî ýêñïîíåíòà îðãðàôà. Ñ èñ-
ïîëüçîâàíèåì ïîëó÷åííûõ ðåçóëüòàòîâ îöåíåíà äîïóñòèìàÿ äëèíà õîëîñòîãî
õîäà äâóõêàñêàäíûõ ãåíåðàòîðîâ, ïîñòðîåííûõ îñíîâå ïîñëåäîâàòåëüíîãî ñî-
åäèíåíèÿ íåëèíåéíûõ ðåãèñòðîâ ñäâèãà.
Êëþ÷åâûå ñëîâà: êîìïîíåíòà ñèëüíîé ñâÿçíîñòè; ïðèìèòèâíûé îðãðàô;
ýêñïîíåíò îðãðàôà; ðàññòîÿíèå îò âåðøèíû äî ìíîæåñòâà âåðøèí

Îñíîâíûå îáîçíà÷åíèÿ
N ìíîæåñòâî íàòóðàëüíûõ ÷èñåë
Nn = {0, . . . , n− 1}, n ∈ N

F (l1, . . . , lm) ÷èñëî Ôðîáåíèóñà äëÿ àðãóìåíòîâ l1, . . . , lm ∈ N, ãäå (l1, . . . , lm) =
1

w(u, v) ïóòü â îðãðàôå èç âåðøèíû u â âåðøèíó v
w • w′ êîíêàòåíàöèÿ ïóòåé w è w′, ãäå ñîâïàäàþò ïîñëåäíÿÿ âåðøèíà

ïóòè w è ïåðâàÿ âåðøèíà ïóòè w′

Vn ïðîñòðàíñòâî âñåõ äâîè÷íûõ âåêòîðîâ äëèíû n, n ∈ N
⇔ òîãäà è òîëüêî òîãäà, êîãäà. . .

Ââåäåíèå

Â êðèïòîãðàôè÷åñêèõ àëãîðèòìàõ ñëîæíûå ôóíêöèè ÷àñòî ïîñòðîåíû ñ ïîìîùüþ
êîìïîçèöèè îòíîñèòåëüíî íåñëîæíûõ ôóíêöèé, äîïóñêàþùèõ óäîáíóþ àïïàðàò-
íóþ è/èëè ïðîãðàììíóþ ðåàëèçàöèþ. Èòåðàöèè îäíîòèïíûõ íåëèíåéíûõ ïðåîáðà-
çîâàíèé âåêòîðíîãî ïðîñòðàíñòâà ïðèìåíÿþòñÿ êàê â ïîòî÷íûõ, òàê è â áëî÷íûõ
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øèôðàõ, ãäå çàøèôðîâàíèå è ðàñøèôðîâàíèå âûïîëíÿåòñÿ ñ ïîìîùüþ íåñêîëü-
êèõ ðàóíäîâ îäíîòèïíûõ âû÷èñëåíèé. Âàæíîé çàäà÷åé àíàëèçà òàêèõ øèôðñè-
ñòåì ÿâëÿåòñÿ îïðåäåëåíèå òàêèõ õàðàêòåðèñòèê êîîðäèíàòíûõ ôóíêöèé êîìïî-
çèöèè ïðåîáðàçîâàíèé, êàê ìíîæåñòâà ñóùåñòâåííûõ è íåëèíåéíûõ ïåðåìåííûõ,
ñòåïåíü íåëèíåéíîñòè è äð. Íå òîëüêî òî÷íîå îïðåäåëåíèå, íî è îöåíêà ýòèõ õàðàê-
òåðèñòèê êîîðäèíàòíûõ ôóíêöèé êîìïîçèöèè ïðåîáðàçîâàíèé ÿâëÿåòñÿ â îáùåì
ñëó÷àå íåòðèâèàëüíîé çàäà÷åé.

Äëÿ èññëåäîâàíèÿ ìíîæåñòâà ñóùåñòâåííûõ è íåëèíåéíûõ ïåðåìåííûõ êîìïî-
çèöèé íåëèíåéíûõ ïðåîáðàçîâàíèé âåêòîðíûõ ïðîñòðàíñòâ ðàçðàáîòàí è àêòèâ-
íî ïðèìåíÿåòñÿ îáîñíîâàííûé â íàó÷íîé ëèòåðàòóðå ìàòðè÷íî-ãðàôîâûé ïîäõîä
(ÌÃÏ) [7,8]. Ìàòåìàòè÷åñêóþ îñíîâó ÌÃÏ ñîñòàâëÿþò êðèòåðèè ïðèìèòèâíîñòè
è ëîêàëüíîé ïðèìèòèâíîñòè ìíîæåñòâ íåîòðèöàòåëüíûõ ìàòðèö è îðãðàôîâ, à
òàêæå îöåíêè èõ ýêñïîíåíòîâ è ëîêàëüíûõ ýêñïîíåíòîâ.

Èñòîðèÿ ïîëó÷åíèÿ äî 2018 ãîäà îñíîâíûõ ðåçóëüòàòîâ ïî ýòèì íàïðàâëåíèÿì
îòðàæåíà â [7]. Ââåäåííûå Ôðîáåíèóñîì [10] â 1912 ãîäó èçíà÷àëüíûå ïîíÿòèÿ âïî-
ñëåäñòâèè áûëè ðàçâèòû ðÿäîì àâòîðîâ [4 � 12], â òîì ÷èñëå â ðàáîòàõ ïðèêëàäíîãî
õàðàêòåðà [13 � 15]. Ïîíÿòèÿ ïðèìèòèâíîñòè è ýêñïîíåíòîâ íåîòðèöàòåëüíûõ ìàò-
ðèö è îðãðàôîâ îáîáùåíû äëÿ ìíîæåñòâ ìàòðèö è îðãðàôîâ è äëÿ èõ ëîêàëüíûõ
õàðàêòåðèñòèê.

Â äàííîé ðàáîòå ââåäåíû ïîíÿòèÿ êîìïîíåíòíîé ïðèìèòèâíîñòè è êîìïîíåíò-
íîãî ýêñïîíåíòà îðãðàôà, ðàñïðîñòðàíÿþùèå èçâåñòíûå ïîíÿòèÿ ñ ìíîæåñòâà ïðè-
ìèòèâíûõ îðãðàôîâ íà áîëåå øèðîêîå ìíîæåñòâî îðãðàôîâ, ó êîòîðûõ êàæäàÿ
âåðøèíà èìååò íåíóëåâûå ïîëóñòåïåíè çàõîäà èëè èñõîäà. Ê òàêèì îðãðàôàì îò-
íîñÿòñÿ íåêîòîðûå íå ñèëüíî ñâÿçíûå è íå ñâÿçíûå ãðàôû. Êîìïîíåíòíóþ ïðè-
ìèòèâíîñòü ìîæíî ðàññìàòðèâàòü êàê ÷àñòíîãî âèäà ëîêàëüíóþ ïðèìèòèâíîñòü
îðãðàôà.

Èñïîëüçîâàíèå ââåäåííûõ ïîíÿòèé ñóùåñòâåííî ðàñøèðÿåò îáëàñòü ïðèëî-
æåíèé ÌÃÏ ê èçó÷åíèþ ñóùåñòâåííûõ è íåëèíåéíûõ ïåðåìåííûõ èòåðàòèâíûõ
ôóíêöèé.

1 Îïðåäåëÿþùèå ñâîéñòâà êîìïîíåíòíîãî ýêñïî-
íåíòà îðãðàôà

Ïóñòü êîíå÷íûé îðãðàô Γ èìååò ìíîæåñòâî âåðøèí Nn = {0, . . . , n− 1}. Íàçîâåì
îðãðàô Γ îñîáåííûì, åñëè îí èìååò âåðøèíó ñ íóëåâîé ïîëóñòåïåíüþ çàõîäà èëè
èñõîäà. Â ïðîòèâíîì ñëó÷àå íàçîâåì îðãðàô íåîñîáåííûì. Äàëåå ðàññìàòðèâàþòñÿ
íåîñîáåííûå îðãðàôû.

Ãîâîðÿò, ÷òî â îðãðàôå èç âåðøèíû u äîñòèæèìî ìíîæåñòâî âåðøèí A (âåð-
øèíà v), åñëè ñóùåñòâóåò ïóòü äëèíû t > 0 èç âåðøèíû u â íåêîòîðóþ âåðøèíó
ìíîæåñòâà A (â âåðøèíó v). Âåðøèíà îðãðàôà íàçûâàåòñÿ öèêëè÷åñêîé (àöèêëè-
÷åñêîé), åñëè îíà ïðèíàäëåæèò íåêîòîðîìó êîíòóðó (íå ïðèíàäëåæèò êàêîìó-ëèáî
êîíòóðó). Êîìïîíåíòîé ñèëüíîé ñâÿçíîñòè (êññ) îðãðàôà íàçûâàåòñÿ åãî ìàêñè-
ìàëüíûé ïîäãðàô ñ ìíîæåñòâîì âçàèìíî äîñòèæèìûõ âåðøèí.
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Îáîçíà÷èì: V (K) - ìíîæåñòâî âåðøèí êññ K; K(u) � êññ, ñîäåðæàùàÿ öèêëè-
÷åñêóþ âåðøèíó u;K(Γ) � ìíîæåñòâî âñåõ êññ îðãðàôà Γ; äëÿ âåðøèíû u ÷åðåç Iu
è Ou � ñîîòâåòñòâåííî ìíîæåñòâà âñåõ âåðøèí îðãðàôà, èç êîòîðûõ u äîñòèæèìà,
è âåðøèí, äîñòèæèìûõ èç u.

Ëþáîé êîíòóð ÿâëÿåòñÿ ÷àñòüþ íåêîòîðîé êññ. Â ÷àñòíîñòè, êññ ìîæåò ñîñòîÿòü
èç åäèíñòâåííîé âåðøèíû ñ ïåòëåé. Èç îïðåäåëåíèÿ êññ ñëåäóåò åäèíñòâåííîñòü
êññ K(u).

Åñëè K(Γ) = {K1, . . . , Kr}, òî â ñèëó îïðåäåëåíèÿ êññ V (Ks)∩V (Kl) = ∅ è êññ
Ks è Kl íå ÿâëÿþòñÿ âçàèìíî äîñòèæèìûìè ïðè s 6= l, s, l ∈ {1, . . . , r}.

Ëåììà 1. Â íåîñîáåííîì îðãðàôå

Iu ∩Ou =

{
V (K(u)), u− öèêëè÷åñêàÿ âåðøèíà,

∅, â ïðîòèâíîì ñëó÷àå.

Äîêàçàòåëüñòâî. Äëÿ ëþáîé âåðøèíû i ∈ Iu ñóùåñòâóåò ïóòü w(i, u), è äëÿ ëþáîé
âåðøèíû j ∈ Ou ñóùåñòâóåò ïóòü w(u, j). Çíà÷èò, äëÿ ëþáîé ïàðû âåðøèí (i, j) ∈
Iu ×Ou ñóùåñòâóåò ïóòü w(i, j), ïðîõîäÿùèé ÷åðåç u.

Ïóñòü âåðøèíà u öèêëè÷åñêàÿ, òîãäà äëÿ ëþáûõ âåðøèí i, j ∈ V (K(u)) èìååòñÿ
îáðàòíûé ïóòü w(j, i), îòñþäà i, j ∈ Iu ∩ Ou. Åñëè õîòÿ áû îäíà èç âåðøèí i, j íå
ïðèíàäëåæèò V (K(u)), òî ýòà âåðøèíà íå ïðèíàäëåæèò Iu∩Ou, òàê êàê îáðàòíûé
ïóòü íå ñóùåñòâóåò. Çíà÷èò, ðàâåíñòâî äëÿ öèêëè÷åñêîé âåðøèíû u âåðíî.

Ïóñòü âåðøèíà u àöèêëè÷åñêàÿ. Òîãäà u /∈ Iu ∪ Ou èíà÷å â âåðøèíå u èìååòñÿ
ïåòëÿ, ÷òî ïðîòèâîðå÷èò àöèêëè÷íîñòè âåðøèíû u. Åñëè i ∈ Iu ∩Ou, ãäå i 6= u, òî
ñóùåñòâóåò ïóòü w(i, u) è îáðàòíûé ïóòü w(u, i), ÷òî ïðîòèâîðå÷èò àöèêëè÷íîñòè
âåðøèíû u. Ñëåäîâàòåëüíî, ìíîæåñòâà Iu è Ou íå ñîäåðæàò îáùèõ âåðøèí.

Íåîñîáåííûé îðãðàô Γ íàçîâåì êîìïîíåíòíî ïðèìèòèâíûì (êðàòêî � êîìïðè-
ìèòèâíûì), åñëè ïðè íåêîòîðîì t ∈ N â îðãðàôå Γt èìåþòñÿ äóãè (u, v) äëÿ ëþáîãî
u ∈ Nn è ëþáîãî v ∈ Ou. Íàèìåíüøåå òàêîå t íàçîâåì êîìïîíåíòíûì ýêñïîíåíòîì
îðãðàôà Γ è îáîçíà÷èì com-expΓ. Âûïîëíåíû ñâîéñòâà:

1) åñëè îðãðàô Γ ïðèìèòèâíûé, òî îí ñîñòîèò èç åäèíñòâåííîé êññ è ÿâëÿåòñÿ
êîìïðèìèòèâíûì, ïðè ýòîì com-expΓ = expΓ;

2) åñëè êîìïðèìèòèâíûé îðãðàô Γ ñîñòîèò èç êîìïîíåíò ñâÿçíîñòè K1, . . . , Kr,
òî

com-expΓ = max
1≤s≤r

{com-expKs}.

Ïðèìåð. Êîìïðèìèòèâíûì, íî íå ïðèìèòèâíûì îðãðàôîì ÿâëÿåòñÿ ñâÿçíûé
îðãðàô Γ, èìåþùèé ïåòëþ â âåðøèíå 0, ïðèìèòèâíûé ïîäãðàô Γ′ ñ ìíîæåñòâîì
âåðøèí {1, . . . , n− 1} è äóãó (i, 0), ãäå i ∈ {1, . . . , n− 1}. Òàêîé îðãðàô èìååò êññ
Γ′ è êññ ñ åäèíñòâåííîé âåðøèíîé 0.

Â ñèëó ñâîéñòâà 2 îãðàíè÷èìñÿ èçó÷åíèåì òîëüêî ñâÿçíûõ íåîñîáåííûõ îðãðà-
ôîâ.

Ðàññòîÿíèåì â Γ îò âåðøèíû u äî ìíîæåñòâà âåðøèí V , îáîçíà÷àåòñÿ ρ(u, V ),
íàçûâàåòñÿ äëèíà êðàò÷àéøåãî ïóòè èç u â áëèæàéøóþ âåðøèíó ìíîæåñòâà V .
Åñëè ìíîæåñòâî V íå äîñòèæèìî èç âåðøèíû u, òî ρ(u, V ) =∞.

81



Îáîáùèì ïîíÿòèå ýêñöåíòðèñèòåòà âåðøèíû è äèàìåòðà îðãðàôà íà íå ñèëüíî
ñâÿçíûå îðãðàôû. Ïñåâäîýêñöåíòðèñèòåòîì âåðøèíû u îðãðàôà Γ (îáîçíà÷àåòñÿ
pex(u)) íàçîâåì íàèáîëüøåå èç ðàññòîÿíèé îò u äî âåðøèí ìíîæåñòâàOu (ïîëîæèì
ρ(u, u) = 0):

pex(u) = max
v∈Ou

ρ(u, V ).

Ïñåâäîäèàìåòðîì îðãðàôà Γ (îáîçíà÷àåòñÿ pdmΓ) íàçîâåì âåëè÷èíó:

pdmΓ = max
0≤u<n

pex(u).

Òåîðåìà 1. (êðèòåðèé êîìïðèìèòèâíîñòè). Íåîñîáåííûé îðãðàô êîìïðèìèòèâ-
íûé ⇔ êàæäàÿ åãî êññ ïðèìèòèâíàÿ è ëþáûå äâå àöèêëè÷åñêèå âåðøèíû íå ÿâ-
ëÿþòñÿ ñìåæíûìè. Åñëè îðãðàô Γ êîìïðèìèòèâíûé, òî

com-expΓ ≤ pdmΓ + max
K∈K(Γ)

expK.

Äîêàçàòåëüñòâî. Íåîáõîäèìîñòü. Ïóñòü êññK íå ïðèìèòèâíàÿ. Òîãäà ïðè ëþáîì
t ∈ N èìåþòñÿ âåðøèíû u, v ∈ V (K) òàêèå, ÷òî íå ñóùåñòâóåò ïóòè äëèíû t èç u
â v. Òàê êàê v ∈ Ou, òî îòñþäà ñëåäóåò, ÷òî îðãðàô Γ íå êîìïðèìèòèâíûé.

Åñëè â Γ àöèêëè÷åñêèå âåðøèíû u è v ÿâëÿþòñÿ ñìåæíûìè, òî ïðè ëþáîì t > 1
â îðãðàôå Γt íåò äóãè (u, v), èíà÷å â Γ âåðøèíà v ïðèíàäëåæèò êîíòóðó äëèíû
t− 1, ÷òî ïðîòèâîðå÷èò åå àöèêëè÷íîñòè. Òàê êàê v ∈ Ou, òî îòñþäà ñëåäóåò, ÷òî
îðãðàô Γ íå êîìïðèìèòèâíûé.

Äîñòàòî÷íîñòü. Äëÿ ëþáîé âåðøèíû u â Γ åñòü ïóòü w(u, v) ïðè v ∈ Ou.
Ïóñòü K ∈ K(Γ).

Åñëè u, v ∈ V (K), òî â ñèëó ïðèìèòèâíîñòè K èìåþòñÿ ïóòè w(u, v) ëþáîé
äëèíû γ ≥ expK.

Åñëè âåðøèíà u àöèêëè÷åñêàÿ è v ∈ V (K), òî äëÿ íåêîòîðîé âåðøèíû j ∈ V (K)
ñóùåñòâóåò ïóòü w(u, j) äëèíû ρ(u, V (K)), è ïðè ëþáîì γ ≥ expK ñóùåñòâóåò
ïóòü w(j, v) äëèíû γ. Ñëåäîâàòåëüíî, òàê êàê pex(u) ≥ ρ(u, V (K)), òî ïðè ëþáîì
γ ≥ expK ñóùåñòâóåò ïóòü w(u, v) äëèíû pex(u) + γ, ÿâëÿþùèéñÿ êîíêàòåíàöèåé
ïóòåé w(u, j) • w(j, v).

Åñëè âåðøèíà v àöèêëè÷åñêàÿ è u ∈ V (K), òî äëÿ íåêîòîðîé âåðøèíû j ∈ V (K)
ñóùåñòâóåò ïóòü w(j, v) äëèíû ρ(V (K), v), è ïðè ëþáîì γ ≥ expK ñóùåñòâóåò
ïóòü w(u, j) äëèíû γ. Ñëåäîâàòåëüíî, òàê êàê pex(u) ≥ ρ(V (K), v), òî ïðè ëþáîì
γ ≥ expK ñóùåñòâóåò ïóòü w(u, v) äëèíû γ + pex(u), ÿâëÿþùèéñÿ êîíêàòåíàöèåé
ïóòåé w(u, j) • w(j, v).

Åñëè âåðøèíû u è v àöèêëè÷åñêèå, òî ïî óñëîâèþ îíè íå ñìåæíûå, çíà÷èò,
ëþáîé ïóòü w(u, v), â ÷àñòíîñòè, êðàò÷àéøèé ïóòü, ïðîõîäèò ÷åðåç íåêîòîðóþ êññ
K. Îòñþäà äëÿ íåêîòîðûõ âåðøèí s, j ∈ V (K), ïðèíàäëåæàùèõ êðàò÷àéøåìó
ïóòè w(u, v), èìåþòñÿ ïóòè w(u, s) è w(j, v), ñóììà äëèí êîòîðûõ íå áîëåå pex(u),
è ïðè ëþáîì γ ≥ expK ñóùåñòâóåò ïóòü w(s, j) äëèíû γ. Çíà÷èò, ïðè ëþáîì
γ ≥ expK ñóùåñòâóåò ïóòü w(u, v) äëèíû γ + pex(u), ÿâëÿþùèéñÿ êîíêàòåíàöèåé
ïóòåé w(u, s) • w(s, j) • w(j, v).
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Îáîáùàÿ âñå ñëó÷àè, ïîëó÷àåì, ÷òî â Γ äëÿ ëþáîé âåðøèíû u è ëþáîé âåðøèíû
v ∈ Ou èìåþòñÿ ïóòè w(u, v) ëþáîé äëèíû γ ≥ pex(u)+ max

K∈K(Γ)
expK. Ñëåäîâàòåëü-

íî, îðãðàô Γ êîìïðèìèòèâíûé è îöåíêà com-expΓ âåðíà.

Ñëåäñòâèå 1. Ïóñòü Γ � ñâÿçíûé êîìïðèìèòèâíûé îðãðàô, ñîäåðæàùèé êññ
K1, . . . , Kr ïîðÿäêà k1, . . . , kr ñîîòâåòñòâåííî, r > 1, òîãäà

com-expΓ ≤ (n− r)2 + n.

Äîêàçàòåëüñòâî. Ïóñòü max
K∈K(Γ)

expK = expK1. Ïî óñëîâèþ |K1| ≤ n−r+1. Îòñþäà

â ñîîòâåòñòâèè ñ óíèâåðñàëüíîé îöåíêîé Âèëàíäòà expK1 ≤ (n− r + 1)2 − 2(n −
r + 1) + 2. Ó÷èòûâàÿ, ÷òî pdmΓ ≤ n − 1, ïîëó÷àåì ïî òåîðåìå 1: com-expΓ ≤
expK1 + n− 1. Ïîñëå óïðîùåíèÿ âûðàæåíèÿ ïîëó÷àåòñÿ íóæíàÿ îöåíêà.

2 Ñâîéñòâà îäíîãî êëàññà ãåíåðàòîðîâ äâîè÷íîé
ãàììû

Ãåíåðàòîðû ïñåâäîñëó÷àéíûõ ïîñëåäîâàòåëüíîñòåé èñïîëüçóþòñÿ â ñèñòåìàõ øèô-
ðîâàíèÿ äëÿ ôîðìèðîâàíèÿ ïñåâäîñëó÷àéíûõ êëþ÷åâûõ ïîñëåäîâàòåëüíîñòåé,
èíèöèàëüíûõ ïàðàìåòðîâ è äð. Âàæíûì ñâîéñòâîì ïîòî÷íîãî øèôðà ÿâëÿåòñÿ
çàâèñèìîñòü çíàêîâ âûõîäíîé ïîñëåäîâàòåëüíîñòè ãåíåðàòîðà {yt, t = 0, 1, . . . } îò
âñåõ çíàêîâ íà÷àëüíîãî ñîñòîÿíèÿ (êëþ÷à). Ýëåêòðîííûå ñõåìû êðèïòîãðàôè÷å-
ñêèõ ãåíåðàòîðîâ îáû÷íî ðåàëèçóþòñÿ ñ èñïîëüçîâàíèåì ýëåìåíòîâ ïàìÿòè, îáó-
ñëàâëèâàþùèõ òàê íàçûâàåìóþ ¾çàäåðæêó¿ ïðè âû÷èñëåíèè èñïîëüçóåìûõ çíàêîâ
âûõîäà. Â ñèëó ýòîãî ñóùåñòâóåò ãðàíèöà t0 òàêàÿ, ÷òî ïðè t < t0 çíàêè yt çàâèñÿò
íå îò âñåõ çíàêîâ íà÷àëüíîãî ñîñòîÿíèÿ. Ýòè çíàêè ÷àñòî íå èñïîëüçóþòñÿ äëÿ
øèôðîâàíèÿ âî èçáåæàíèå ðèñêà, ñâÿçàííîãî ñ ýôôåêòèâíîñòüþ íåêîòîðûõ êðèï-
òîàíàëèòè÷åñêèõ àòàê. Îïðåäåëÿåìàÿ ðàçðàáîò÷èêîì õàðàêòåðèñòèêà ãåíåðàòîðà,
îáû÷íî íåñêîëüêî ïðåâûøàþùàÿ ãðàíèöó t0, íàçûâàåòñÿ äëèíîé õîëîñòîãî õîäà ãå-
íåðàòîðà è îïðåäåëÿåò êîëè÷åñòâî íà÷àëüíûõ òàêòîâ, â êîòîðûõ çíàêè âûõîäíîé
ïîñëåäîâàòåëüíîñòè èãíîðèðóþòñÿ (íå èñïîëüçóþòñÿ).

Ãðàíèöà t0 îïðåäåëÿåòñÿ â îñíîâíîì ïåðåìåøèâàþùèìè ñâîéñòâàìè ïðåîáðà-
çîâàíèÿ g(x) âíóòðåííèõ ñîñòîÿíèé ãåíåðàòîðà è îöåíèâàåòñÿ ñ ïîìîùüþ îïðåäå-
ëåííîãî ëîêàëüíîãî ýêñïîíåíòà ïåðåìåøèâàþùåãî îðãðàôà Γ(g) ïðåîáðàçîâàíèÿ
g(x). Ïîëó÷èì ýòó îöåíêó äëÿ îäíîãî êëàññà ãåíåðàòîðîâ ñ ïîìîùüþ com-expΓ(g).

Ïóñòü x = (x0, . . . , xn−1) � íà÷àëüíîå ñîñòîÿíèå ãåíåðàòîðà. Äëÿ ïðåîáðàçîâà-
íèÿ g(x) ìíîæåñòâà Vn ñ êîîðäèíàòíûìè ôóíêöèÿìè g0(x), . . . , gn−1(x) ïåðåìåøè-
âàþùèì ãðàôîì íàçûâàåòñÿ îðãðàô Γ(g) ñ ìíîæåñòâîì âåðøèí Nn, ãäå (u, v) åñòü
äóãà ⇔ gv(x) ñóùåñòâåííî çàâèñèò îò xu, 0 ≤ u, v < n.

Îöåíèì ãðàíèöó t0 äëÿ äâóõêàñêàäíûõ ãåíåðàòîðîâ, ïîñòðîåííûõ ñ ïîìîùüþ
ïîñëåäîâàòåëüíîãî ñîåäèíåíèÿ íåëèíåéíûõ ðåãèñòðîâ ëåâîãî ñäâèãà, äëèíû êîòî-
ðûõ ðàâíû n è m. Ïóñòü îáðàòíûå ñâÿçè ðåãèñòðîâ çàäàíû ñîîòâåòñòâåííî ôóíê-
öèÿìè f0(x0, . . . , xn−1) è f1(xn, . . . , xn+m−1). Ïðè x = (x0, . . . , xn+m−1) ∈ Vn+m ïðå-
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îáðàçîâàíèå g(x) ìíîæåñòâà Vn+m âíóòðåííèõ ñîñòîÿíèé ãåíåðàòîðà çàäàäèì êî-
îðäèíàòíûìè ôóíêöèÿìè:

g(x) = {x1, . . . , xn−1, f0(x0, . . . , xn−1),

xn−1 ⊕ xn+1, xn+2, . . . , xn+m−1, f1(xn, . . . , xn+m−1)}. (1)

Èç (1) ñëåäóåò, ÷òî îðãðàô Γ(g) ñîñòîèò èç ñîåäèíåííûõ äóãîé (n − 1, n) êññ
K0 è K1 (ïðèìèòèâíûõ ïðè íåêîòîðûõ ôóíêöèÿõ f0 è f1) ñ ìíîæåñòâàìè âåð-
øèí {0, . . . , n− 1} è {n, . . . , n+m− 1} ñîîòâåòñòâåííî. Îòñþäà max

0≤u<n
ρ(u,K0) = 0,

max
0≤u<n

ρ(u,K1) = n.

Â ñèëó òåîðåìû 1 com-expΓ(g) ≤ n + m − 1 + max{expK0, expK1}. Ïóñòü äëÿ
îïðåäåëåííîñòè n ≤ m. Òîãäà, èñïîëüçóÿ àáñîëþòíóþ îöåíêó Âèëàíäòà è îöåíêó
pdmΓ ≤ n+m− 1, ïîëó÷àåì:

com-expΓ ≤ n+m2 −m+ 1.

Ïàðàìåòðû îáðàòíûõ ñâÿçåé ðåãèñòðîâ ïîçâîëÿþò óòî÷íèòü îöåíêè
com-expΓ(g), èñïîëüçóÿ îöåíêè, äàííûå â [6].
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ÄÈÑÊÐÅÒÍÛÅ ÂÐÅÌÅÍÍÛÅ ÐßÄÛ
Â ÊÐÈÏÒÎËÎÃÈÈ

Þ.Ñ. Õàðèí

ÍÈÈ ïðèêëàäíûõ ïðîáëåì ìàòåìàòèêè è èíôîðìàòèêè
Áåëîðóññêèé ãîñóäàðñòâåííûé óíèâåðñèòåò

Ìèíñê, Áåëàðóñü
e-mail: kharin@bsu.by

Ðàññìàòðèâàåòñÿ àêòóàëüíàÿ â êðèïòîëîãèè ïðîáëåìà ïîñòðîåíèÿ è ñòà-
òèñòè÷åñêîãî àíàëèçà (îöåíèâàíèå ïàðàìåòðîâ, ïðîâåðêà ãèïîòåç) ìîäåëåé
äèñêðåòíûõ âðåìåííûõ ðÿäîâ, àäåêâàòíî îïèñûâàþùèõ âûõîäíûå ïîñëåäî-
âàòåëüíîñòè êðèïòîãðàôè÷åñêèõ ãåíåðàòîðîâ è óçëîâ ñèñòåì êðèïòîãðàôè-
÷åñêîé çàùèòû èíôîðìàöèè.
Êëþ÷åâûå ñëîâà: ¾÷èñòàÿ ñëó÷àéíîñòü¿; äèñêðåòíûé âðåìåííîé ðÿä; öåïü
Ìàðêîâà âûñîêîãî ïîðÿäêà; ìàëîïàðàìåòðè÷åñêàÿ ìîäåëü; ñòàòèñòè÷åñêèé
àíàëèç

1 Ââåäåíèå

Ñëó÷àéíûå è ïñåâäîñëó÷àéíûå ïîñëåäîâàòåëüíîñòè, à òàêæå ïîðîæäàþùèå èõ ôè-
çè÷åñêèå è ïðîãðàììíûå ãåíåðàòîðû ÿâëÿþòñÿ íåîòúåìëåìûìè ýëåìåíòàìè ñî-
âðåìåííûõ ñèñòåì êðèïòîãðàôè÷åñêîé çàùèòû èíôîðìàöèè (ÑÊÇÈ) äëÿ ðåøå-
íèÿ ñëåäóþùèõ îñíîâíûõ çàäà÷: ãåíåðàöèÿ ãàììû â ïîòî÷íûõ êðèïòîñèñòåìàõ;
ãåíåðàöèÿ ñåàíñîâûõ è äðóãèõ êëþ÷åé â êðèïòîñèñòåìàõ; ãåíåðàöèÿ ¾ñëó÷àéíûõ
çíà÷åíèé¿ ïàðàìåòðîâ äëÿ ìíîãèõ ñèñòåì ÝÖÏ; ôîðìèðîâàíèå ¾ñëó÷àéíûõ çàïðî-
ñîâ¿ ïðè ðåàëèçàöèè áîëüøèíñòâà ñóùåñòâóþùèõ êðèïòîãðàôè÷åñêèõ ïðîòîêîëîâ
âûðàáîòêè îáùåãî ñåêðåòíîãî êëþ÷à è àóòåíòèôèêàöèè.

Ìàòåìàòè÷åñêîé ìîäåëüþ ïîñëåäîâàòåëüíîñòåé, ïîðîæäàåìûõ ãåíåðàòîðàìè,
à òàêæå ïîñëåäîâàòåëüíîñòåé, âîçíèêàþùèõ â ðàçëè÷íûõ óçëàõ ÑÊÇÈ, ÿâëÿåò-
ñÿ äèñêðåòíûé âðåìåííîé ðÿä (ÄÂÐ). Äèñêðåòíûé âðåìåííîé ðÿä (ÄÂÐ) � ýòî
ñëó÷àéíûé ïðîöåññ xt ∈ A íà âåðîÿòíîñòíîì ïðîñòðàíñòâå (Ω, F,P) ñ äèñêðåò-
íûì âðåìåíåì t ∈ N = {1, 2, . . .} è äèñêðåòíûì ìíîæåñòâîì ñîñòîÿíèé ìîùíîñòè
|A| = N , 2 ≤ N < +∞. Áåç ïîòåðè îáùíîñòè ïîëàãàåì ïðîñòðàíñòâî ñîñòîÿíèé
(àëôàâèò) A = {0, 1, . . . , N − 1}.

Â êðèïòîëîãèè â ñâÿçè ñ Øåííîíîâñêîé òåîðèåé ñîâåðøåííûõ êðèïòîñèñòåì
áîëüøîå âíèìàíèå óäåëÿåòñÿ òàê íàçûâàåìîìó ¾÷èñòî ñëó÷àéíîìó¿ ÄÂÐ � ðàâíî-
ìåðíî ðàñïðåäåëåííîé ñëó÷àéíîé ïîñëåäîâàòåëüíîñòè (ÐÐÑÏ).

ÐÐÑÏ � ýòî ïîñëåäîâàòåëüíîñòü äèñêðåòíûõ ñëó÷àéíûõ âåëè÷èí x1, x2, . . . ∈
A = {0, 1, . . ., N−1}, îáëàäàþùàÿ äâóìÿ ñâîéñòâàìè [2]:

C1) äëÿ ëþáîãî ÷èñëà n ∈ N è ïðîèçâîëüíûõ èíäåêñîâ 1 < t1 < . . . < tn
ñëó÷àéíûå ýëåìåíòû xt1 , . . . , xtn íåçàâèñèìû â ñîâîêóïíîñòè;
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C2) äëÿ ëþáîãî t ∈ N ñëó÷àéíàÿ âåëè÷èíà xt èìååò ðàâíîìåðíîå íà A ðàñïðå-
äåëåíèå âåðîÿòíîñòåé:

P{xt = i} = N−1, i ∈ A.
Â íàñòîÿùåå âðåìÿ èçâåñòíî áîëåå ñîòíè ìåòîäîâ è àëãîðèòìîâ ãåíåðàöèè ïî-

ñëåäîâàòåëüíîñòåé, ïî ñâîèì ñâîéñòâàì ïðèáëèæàþùèõñÿ ê ÐÐÑÏ. Åùå áîëüøå
ðàçðàáîòàíî ìåòîäîâ ñòàòèñòè÷åñêîãî òåñòèðîâàíèÿ êðèïòîãðàôè÷åñêèõ ãåíåðà-
òîðîâ, çàêëþ÷àþùèõñÿ â ïðîâåðêå ïðîñòîé ãèïîòåçû H0 = {{xt} åñòü ÐÐÑÏ} ïðî-
òèâ ñëîæíîé àëüòåðíàòèâû H1 = H̄0 = {íàðóøåíû ñâîéñòâàC1, C2}. Ïðîâåäåííûé
îáçîð ñóùåñòâóþùèõ ñòàòèñòè÷åñêèõ òåñòîâ ïîêàçûâàåò:

1) ìíîãèå èç ñóùåñòâóþùèõ òåñòîâ íå îðèåíòèðîâàíû íà ïðîâåðêó ãëàâíîãî
ñâîéñòâà C1, à ëèøü ÷àñòíûõ ñëó÷àåâ ñâîéñòâ C1, C2, ò.å. ÷àñòíûõ ñëó÷àåâ àëüòåð-
íàòèâû H1 = H̄0;

2) ìíîãèå èç èçâåñòíûõ òåñòîâ ïîñòðîåíû ¾ýâðèñòè÷åñêè¿ è íå ôèêñèðóþò ñå-
ìåéñòâî àëüòåðíàòèâ H1;

3) ìíîãèå òåñòû íå èìåþò îöåíîê ìîùíîñòè;
4) ïðè âêëþ÷åíèè íåñêîëüêèõ òåñòîâ â áàòàðåþ íå óäàåòñÿ îïòèìèçèðîâàòü

¾ñîñòàâíîé¿ òåñò.
Â ñâÿçè ñ ýòèì àêòóàëüíà ðàññìàòðèâàåìàÿ â ýòîé ñòàòüå ïðîáëåìà ðàçðàáîò-

êè àäåêâàòíûõ âåðîÿòíîñòíûõ ìîäåëåé äëÿ îïèñàíèÿ îòêëîíåíèé H1 îò ìîäåëè
ÐÐÑÏ, ïîñòðîåíèÿ ñòàòèñòè÷åñêèõ òåñòîâ äëÿ îáíàðóæåíèÿ è îöåíèâàíèÿ òàêèõ
îòêëîíåíèé.

2 Ìîäåëè ÄÂÐ íà îñíîâå óêëîíåíèé îò s-ìåðíîé
ðàâíîìåðíîñòè è èõ ýíòðîïèéíûé àíàëèç

Îïðåäåëèì âëîæåííîå â H1 ñåìåéñòâî ¾àëüòåðíàòèâ s-ìåðíîé íåðàâíîìåðíîñòè¿:
H1(s) = {{x1, x2, . . .} = {X1, X2, . . .}} ⊂ H1,

ãäå X1, X2, . . .∈As � íåçàâèñèìûå îäèíàêîâî ðàñïðåäåëåííûå s-ôðàãìåíòû (ñëîâà)
íàä àëôàâèòîì A ñ íåêîòîðûì s-ìåðíûì äèñêðåòíûì ðàñïðåäåëåíèåì âåðîÿòíî-
ñòåé Pi1,...,is = P{x1 = i1, . . . , xs = is}, i1, . . . , is ∈ A,
îòëè÷íûì îò ðàâíîìåðíîãî:

∆s =
∑

i1,...,is∈A |Pi1,...,is −N−s| > 0,
∑

i1,...,is∈A Pi1,...,is ≡ 1.

Ýòî ñåìåéñòâî ìîäåëåé ÄÂÐ îáëàäàåò äâóìÿ ñâîéñòâàìè:
1) ïðè s→∞ ñåìåéñòâî ýòèõ àëüòåðíàòèâ èìååò â ïðåäåëå àëüòåðíàòèâó H1 =

H̄0 îáùåãî âèäà;
2) ÷åì ìåíüøå ∆s, òåì áëèæå àëüòåðíàòèâà H1(s) ê íóëåâîé ãèïîòåçå H0.
Îáîçíà÷èì: {x1, x2, . . . , xT} = {X1, X2, . . . , XM} � íàáëþäàåìàÿ ðåàëèçàöèÿ âû-

õîäíîé ïîñëåäîâàòåëüíîñòè äëèíîé T = M · s, ðàçáèòàÿ íà M íåïåðåñåêàþùèõñÿ
ôðàãìåíòîâ äëèíû s, I{B} � èíäèêàòîð ñîáûòèÿ B,

P̂i1,...,is =
1

M

M∑
m=1

I{Xm = (i1, . . . , is)}, i1, . . . , is ∈ A,− (1)
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� ñòàòèñòè÷åñêàÿ îöåíêà äëÿ Pi1,...,is .
Òåñò îáîáùåííîãî îòíîøåíèÿ ïðàâäîïîäîáèÿ äëÿ ïðîâåðêè H0, H1(s) íà îñíîâå

ñòàòèñòèê (1) èìååò âèä:

ïðèíèìàåòñÿ

 H0, åñëè Ĥs − s lnN > − 1

2M
G−1
Ns−1(1− ε),

H1(s) â ïðîòèâíîì ñëó÷àå,

(2)

Ĥs = −
∑

i1,...,is∈A

P̂i1,...,is ln P̂i1,...,is

� ñòàòèñòè÷åñêàÿ îöåíêà s-ìåðíîé ýíòðîïèè Øåííîíà, G−1
K (·) � îáðàòíàÿ ôóíêöèÿ

ðàñïðåäåëåíèÿ õè-êâàäðàò ñ K ñòåïåíÿìè ñâîáîäû, ε ∈ (0, 1) � çàäàííûé óðîâåíü
çíà÷èìîñòè òåñòà.

Òåñò (1), (2) óäîáíî èñïîëüçîâàòü äëÿ âèçóàëèçàöèè ïðîöåññà ïðèíÿòèÿ ðåøå-
íèé â âèäå òàê íàçûâàåìîãî ¾ýíòðîïèéíîãî ïðîôèëÿ (ïîðòðåòà)¿ � ãðàôèêà çàâè-
ñèìîñòè íîðìèðîâàííîãî óêëîíåíèÿ îöåíêè s-ìåðíîé ýíòðîïèè îò åå ìàòåìàòè÷å-
ñêîãî îæèäàíèÿ ïðè H0 (ñì. ðèñ. 1, 2, ãäå øòðèõîâûå ëèíèè îáîçíà÷àþò ãðàíèöû
îáëàñòè ðåøåíèé):

α(s) = 2M
(
Ĥs − s lnN

)
/G−1

Ns−1(1− ε), s ∈ {smin, smin + 1, . . . , smax} . (3)

Çàìåòèì, ÷òî äëÿ òåñòà (1), (2) ¾îïàñíûìè¿ îêàçûâàþòñÿ èñêóññòâåííî ñôîðìè-
ðîâàííûå ¾âûõîäíûå ïîñëåäîâàòåëüíîñòè¿, ÿâëÿþùèåñÿ s · 2s-ïåðèîäè÷åñêèì ïî-
âòîðåíèåì ôðàãìåíòà, ïîëó÷åííîãî êîíêàòåíàöèåé ïîñëåäîâàòåëüíîñòè 2s âñåâîç-
ìîæíûõ s-öåïî÷åê; äëÿ òàêèõ ïîñëåäîâàòåëüíîñòåé ðåøåíèå âñåãäà áóäåò â ïîëüçó
H0. Âî èçáåæàíèå ýòîé ¾áðåøè¿ òåñòà íåîáõîäèìî: à) ñòðîèòü ýíòðîïèéíûé ïðî-
ôèëü (3) ïðè ðàçëè÷íûõ çíà÷åíèÿõ s; á) îöåíêó Ĥs ñòðîèòü ïî ïåðåñåêàþùèìñÿ
s-ôðàãìåíòàì.

Îòìåòèì åùå, ÷òî âìåñòî ýíòðîïèè Øåííîíà â (1) � (3) ìîãóò èñïîëüçîâàòüñÿ
ýíòðîïèéíûå ôóíêöèîíàëû Ðåíüè è Òñàëëèñà [4].

Ðèñ. 1. Ýíòðîïèéíûé ïðî-
ôèëü ln |α(s)| íåëèíåéíîãî
ðåãèñòðà ñäâèãà ïîðÿäêà 24
(N = 2, ε = 0.05, T = 232/s)

Ðèñ. 2. Ýíòðîïèéíûé ïðîôèëü α(s)
ãåíåðàòîðà BelT (ÑÒÁ 34.101.27-
2011, N = 2, ε = 0.05, T = 229/s)
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3 Ìîäåëè ÄÂÐ íà îñíîâå öåïåé Ìàðêîâà âûñîêîãî
ïîðÿäêà

Ó÷èòûâàÿ, ÷òî óíèâåðñàëüíîé ìîäåëüþ ñòîõàñòè÷åñêîé çàâèñèìîñòè ýëåìåíòîâ âû-
õîäíîé ïîñëåäîâàòåëüíîñòè {xt} êðèïòîãðàôè÷åñêîãî ãåíåðàòîðà ÿâëÿåòñÿ öåïü
Ìàðêîâà äîñòàòî÷íî âûñîêîãî ïîðÿäêà s, îïðåäåëèì âëîæåííîå â H1 = H̄0 ñåìåé-
ñòâî àëüòåðíàòèâ ìàðêîâñêîé çàâèñèìîñòè: H

(s)
1 = {{xt} � îäíîðîäíàÿ öåïü Ìàð-

êîâà ïîðÿäêà s ñ ìàòðèöåé ïåðåõîäîâ P}, ãäå P=
(
pi1,...,is,is+1

)
, i1, . . . , is+1 ∈ A, �

(s+ 1)-ìåðíàÿ ìàòðèöà,

pi1,...,is+1=P{xt+1=is+1|xt=is, . . ., xt−s+1 = i1},∆s=
∑

i1,...,is+1∈A

∣∣pi1,...,is+1−N−1
∣∣>0. (4)

Ñåìåéñòâî àëüòåðíàòèâ H
(s)
1 : s=1, 2, . . .} îáëàäàåò òðåìÿ âàæíûìè ñâîéñòâàìè:

1) ñâîéñòâî ïîëíîòû H
(s)
1 → H1 = H̄0 ïðè s→∞;

2) ñâîéñòâî ìîíîòîííîñòè: H
(s)
1 ⊂ H

(s+1)
1 ;

3) ñâîéñòâî áëèçîñòè ê H0: H
(s)
1 → H0, åñëè ∆s → 0.

Òåñò îáîáùåííîãî îòíîøåíèÿ ïðàâäîïîäîáèÿ äëÿ ïðîâåðêè ãèïîòåç H0, H
(s)
1

îñíîâàí íà ñòàòèñòè÷åñêîé îöåíêå ĥs óñëîâíîé ýíòðîïèè hs = H {xt|xt−1, . . . , xt−s}:

ïðèíèìàåòñÿ

{
H0, åñëè ĥs− lnN>−G−1

f (1−ε)/(2(T − s)), f=N s(N−1),

H1(s) â ïðîòèâíîì ñëó÷àå.
(5)

Àíàëîãè÷íî (3) ñ ïîìîùüþ ĥs ñòðîèòñÿ ýíòðîïèéíûé ïðîôèëü äëÿ {x1, . . . , xT}.
Ê ñîæàëåíèþ, òåñòû (2), (5), àíàëèçèðóþùèå ñòîõàñòè÷åñêèå çàâèñèìîñòè ãëó-

áèíû s â âûõîäíîé ïîñëåäîâàòåëüíîñòè {xt}, òðåáóþò ýêñïîíåíöèàëüíî ðàñòóùåé ñ
ðîñòîì s äëèíû àíàëèçèðóåìîé ïîñëåäîâàòåëüíîñòè T = O (N s+1). Äëÿ ïðåîäîëå-
íèÿ ýòîé òðóäíîñòè öåëåñîîáðàçíî èñïîëüçîâàòü òàê íàçûâàåìûå ¾ìàëîïàðàìåòðè-
÷åñêèå ìîäåëè öåïåé Ìàðêîâà âûñîêîãî ïîðÿäêà¿, ò.å. ìîäåëè öåïåé Ìàðêîâà s-ãî
ïîðÿäêà, äëÿ êîòîðûõ (N s ×N)-ìàòðèöà âåðîÿòíîñòåé ïåðåõîäîâ çàâèñèò îò ¾ìà-
ëîãî¿ ÷èñëà ïàðàìåòðîâ D � N s(N − 1); κ = D/ (N s(N − 1))� 1 � êîýôôèöèåíò
ñæàòèÿ, ðàâíûé îòíîñèòåëüíîìó ÷èñëó ïàðàìåòðîâ ìîäåëè.

4 Ïîäõîäû ê ïîñòðîåíèþ ìàëîïàðàìåòðè÷åñêèõ
öåïåé Ìàðêîâà âûñîêîãî ïîðÿäêà

Ïîäõîä I

Ýòîò ïîäõîä ñîñòîèò â ¾ñæàòèè ìíîæåñòâà çíà÷åíèé ýëåìåíòîâ ìàòðèöû¿ P.
Ïóñòü Q = (qj1,...,jr,jr+1) � íåêîòîðàÿ (r + 1)-ìåðíàÿ ìàòðèöà, 1 ≤ r < s,∑

jr+1∈A

qj1,...,jr,jr+1 ≡ 1, 0 ≤ qj1,...,jr,jr+1 ≤ 1;
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B(·) : As → Ar � íåêîòîðàÿ äèñêðåòíàÿ ôóíêöèÿ. Ñ ïîìîùüþ B(·) (s + 1)-ìåðíàÿ
ìàòðèöà P ¾ñæèìàåòñÿ¿ â (r + 1)-ìåðíóþ ìàòðèöó Q ïðåîáðàçîâàíèåì:

pi1,...,is,is+1 = qB(i1,...,is),is+1 ; κI = N r−s ≤ 1. (6)

Ïðèìåðû ìàëîïàðàìåòðè÷åñêèõ ÄÂÐ â ðàìêàõ ïîäõîäà I: MC(s, r), MCCO(s, L),
VLMC [5].

Ïîäõîä II

Ýòîò ïîäõîä çàêëþ÷àåòñÿ â èñïîëüçîâàíèå ïîðîæäàþùåãî óðàâíåíèÿ äëÿ
óñëîâíîãî ðàñïðåäåëåíèÿ âåðîÿòíîñòåé (4) áóäóùåãî ñîñòîÿíèÿ xt ∈ A ïðè óñëîâèè
ïðåäûñòîðèè X t−1

t−s =
(
xt−1. . ., xt−s

)′ ∈ As:
pi1,...,is,is+1 = qis+1(θ(i1, . . . , is; a)), i1, . . . , is+1 ∈ A, (7)

ãäå {qj(θ) : j∈A} � íåêîòîðîå âåðîÿòíîñòíîå ðàñïðåäåëåíèå íà A, çàâèñÿùåå îò
ïàðàìåòðà θ=(θj)∈Θ⊆RL; θ=θ(i1, . . ., is; a) � íåêîòîðàÿ ôóíêöèÿ, èçâåñòíàÿ ñ òî÷-
íîñòüþ äî âåêòîðà ïàðàìåòðîâ a = (ak) ∈ Rm. Îòíîñèòåëüíîå ÷èñëî ïàðàìåòðîâ:

κII =
m

N s(N − 1)
≤ 1.

Ïðèìåðû ìàëîïàðàìåòðè÷åñêèõ ÄÂÐ â ðàìêàõ ïîäõîäà II: ìîäåëü Äæåêîáñà �
Ëüþèñà, MTD-ìîäåëü, DAR(s), BCNAR(s), BiCNAR(s), PCNAR(s).

5 Ìàëîïàðàìåòðè÷åñêèå ìîäåëè ÄÂÐ íà îñíîâå
ïîäõîäà I è èõ ñòàòèñòè÷åñêèé àíàëèç

5.1 Öåïü Ìàðêîâà MC(s, r) ïîðÿäêà s ñ r ÷àñòè÷íûìè
ñâÿçÿìè

Ýòà ìîäåëü îïðåäåëÿåòñÿ ôîðìóëîé (6) ñ B(j1, . . . , js) =
(
jm0

1
, . . . , jm0

r

)
[1,2]:

pJs+1
1

= pj1,...,js,js+1 = qj
m0

1
,...,j

m0
r
,js+1 , J

s+1
1 ∈ As+1, (8)

ãäå Jki = (ji, ji+1, . . . , jk)∈Ak−i+1 � ïîñëåäîâàòåëüíîñòü k− i+ 1 èíäåêñîâ; r � ÷èñëî
ñâÿçåé; M0

r = (m0
1, . . . ,m

0
r) � âåêòîð ñ r óïîðÿäî÷åííûìè öåëûìè êîìïîíåíòàìè

1 = m0
1 < m0

2 < . . . < m0
r ≤ s, íàçûâàåìûé øàáëîíîì ñâÿçåé; Q =

(
qJr+1

1

)
Jr+1
1 ∈Ar+1 �

(r + 1)-ìåðíàÿ ñòîõàñòè÷åñêàÿ ìàòðèöà. Åñëè r = s, òî ïîëó÷àåì ïîëíîñâÿçíóþ
öåïü Ìàðêîâà ïîðÿäêà s.

Òåîðåìà 1. ÄÂÐ, îïðåäåëåííûé ìîäåëüþ (8), ÿâëÿåòñÿ ýðãîäè÷åñêîé öåïüþ Ìàð-
êîâà òîãäà è òîëüêî òîãäà, êîãäà ñóùåñòâóåò i ∈ N òàêîå, ÷òî

min
Js1 ,J

2s+i
s+i+1∈As

∑
Js+is+1∈Ai

s+i∏
k=1

qj
k+m0

1−1
,...,j

k+m0
r−1

,jk+s > 0. (9)
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Ñòàöèîíàðíîå ðàñïðåäåëåíèå âåðîÿòíîñòåé (π∗Js1 )Js+1
1 ∈As óäîâëåòâîðÿåò óðàâíåíè-

ÿì:

π∗
Js+1
2

=
∑
j1∈A

π∗Js1 qjm0
1
,...,j

m0
r
,js+1 , J

s+1
1 ∈ As. (10)

Ñëåäñòâèå 1. Ïóñòü ÄÂÐ (8) � ñòàöèîíàðíàÿ öåïü Ìàðêîâà. Ñòàöèîíàðíîå ðàñ-
ïðåäåëåíèå âåðîÿòíîñòåé èìååò ìóëüòèïëèêàòèâíóþ ôîðìó

π∗Js1 =
s∏
i=1

π∗ji , J
s
1 ∈ As,

òîãäà è òîëüêî òîãäà, êîãäà π∗jr+1
=
∑
j1∈A

π∗j1 qJr+1
1
, Jr+1

2 ∈ Ar,
∑
j∈A

π∗j = 1.

Ñëåäñòâèå 2. Â óñëîâèÿõ Ñëåäñòâèÿ 1, åñëè ìàòðèöà Q � äâàæäû ñòîõàñòè÷å-
ñêàÿ: ∑

j1∈A

qJr+1
1
≡ 1,

∑
jr+1∈A

qJr+1
1
≡ 1,

òî s-ìåðíîå ñòàöèîíàðíîå ðàñïðåäåëåíèå âåðîÿòíîñòåé � ðàâíîìåðíîå: π∗Js1 ≡
N−s.

Ïðèìåì îáîçíà÷åíèÿ: Xn
1 =(x1, . . ., xn) ∈ An � ðåàëèçàöèÿ MC(s, r) äëè-

íû n; F
(
J i+s−1
i ;Mr

)
=(ji+m1−1, ..., ji+mr−1) � ôóíêöèÿ-ñåëåêòîð r-ãî ïîðÿäêà;

δJk1 ,Ik1 =
k∏
l=1

δjl,il � ñèìâîë Êðîíåêêåðà äëÿ ìóëüòèèíäåêñîâ J
k
1 , I

k
1 ∈ Ak;

νJr+1
1

(Xn
1 ;Mr) =

n−s∑
t=1

δ
F
(
Xt+s−1
t ;Mr

)
,Jr1
δxt+s,jr+1− (11)

� ÷àñòîòíàÿ ñòàòèñòèêà MC(s, r) äëÿ øàáëîíà Mr ∈ M;

µJr+1
1

(Mr) = P
{
F
(
X t+s−1
t ;Mr

)
= Jr1 , xt+s = jr+1

}
−

� ðàñïðåäåëåíèå âåðîÿòíîñòåé (r+ 1)-ãðàììû; òî÷êà âìåñòî ëþáîãî èíäåêñà îçíà-

÷àåò ñóììèðîâàíèå ïî âñåì åãî çíà÷åíèÿì: µJr1 ·(Mr)=
∑

jr+1∈A

µJr+1
1

(Mr).

Ñòàòèñòè÷åñêîå îöåíèâàíèå Q

Òåîðåìà 2. Åñëè øàáëîí ñâÿçåé M0
r èçâåñòåí, òî îöåíêà ìàêñèìàëüíîãî ïðàâäî-

ïîäîáèÿ (ÎÌÏ) äëÿ ìàòðèöû Q èìååò âèä:

Q̂ = (q̂Jr+1
1

)Jr+1
1 ∈Ar+1 ,

q̂Jr+1
1

=

{
µ̂Jr+1

1
(M0

r )/µ̂Jr1 ·(M
0
r ), åñëè µ̂Jr1 ·(M

0
r ) > 0,

1/N, åñëè µ̂Jr1 ·(M
0
r ) = 0,

(12)

ãäå µ̂Jr+1
1

(Mr)=νJr+1
1

(Xn
1 ;Mr)/(n − s) � ÷àñòîòíàÿ îöåíêà µJr+1

1
(Mr), J

r+1
1 ∈ Ar+1,

Mr∈M.

91



Òåîðåìà 3. Äëÿ ñòàöèîíàðíîé MC(s, r) ñòàòèñòèêè {q̂Jr+1
1

:Jr+1
1 ∈Ar+1}, îïðåäå-

ëåííûå (12), � àñèìïòîòè÷åñêè (n→∞) íåñìåùåííûå è ñîñòîÿòåëüíûå îöåíêè
ñ êîâàðèàöèÿìè, óäîâëåòâîðÿþùèìè àñèìïòîòè÷åñêîìó ðàçëîæåíèþ:

Cov{q̂Jr+1
1
, q̂Kr+1

1
} = σq̂

Jr+1
1 ,Kr+1

1

/(n− s) +O(1/n2), (13)

ãäå

σq̂
Jr+1
1 ,Kr+1

1

= δJr1 ,Kr
1

qJr+1
1

(δjr+1,kr+1 − qKr+1
1

)

µJr1 ·(M
0
r )

, Jr+1
1 , Kr+1

1 ∈ Ar+1.

Âäîáàâîê, âåðîÿòíîñòíîå ðàñïðåäåëåíèå N r+1-ìåðíîãî ñëó÷àéíîãî âåêòîðà(√
n− s

(q̂Jr+1
1
− qJr+1

1
)
)
Jr+1
1 ∈Ar+1 ïðè n→∞ ñõîäèòñÿ ê íîðìàëüíîìó ðàñïðåäåëåíèþ ñ

íóëåâûì ñðåäíèì è êîâàðèàöèîííîé ìàòðèöåé

Σq̂ =
(
σq̂
Jr+1
1 ,Kr+1

1

)
Jr+1
1 ,Kr+1

1 ∈Ar+1 .

Ñîñòîÿòåëüíûé ñòàòèñòè÷åñêèé òåñò äëÿ ïðîâåðêè ãèïîòåç H0: Q=Q0, H1=H0,
ñ ôèêñèðîâàííîé (ãèïîòåòè÷åñêîé) ìàòðèöåé Q0 = (q0

Jr+1
1

)Jr+1
1 ∈Ar+1 ñîñòîèò èç ñëå-

äóþùèõ ÷åòûðåõ øàãîâ.
1. Âû÷èñëåíèå ñòàòèñòèê νJr+1

1
(Xn

1 ;M0
r ), Jr+1

1 ∈ Ar+1 ñîãëàñíî (11).

2. Âû÷èñëåíèå ñòàòèñòèêè
(
DJr1

= {jr+1 ∈ A : q0
Jr+1
1

> 0}
)

ρ =
∑

Jr1∈Ar, jr+1∈DJr1

νJr1 ·(X
n
1 ;M0

r )
(
q̂Jr+1

1
− q0

Jr+1
1

)2

/q0
Jr+1
1
.

3. Âû÷èñëåíèå P -çíà÷åíèÿ: P=1 − GU(ρ), ãäå GU(·) � ôóíêöèÿ ðàñïðåäåëåíèÿ
χ2 ðàñïðåäåëåíèÿ ñ U =

∑
Jr1∈Ar

(|DJr1
| − 1) ñòåïåíÿìè ñâîáîäû.

4. Ðåøàþùåå ïðàâèëî (ε � àñèìïòîòè÷åñêèé óðîâåíü çíà÷èìîñòè): åñëè P ≥ ε,
òî çàêëþ÷àåì, ÷òî ãèïîòåçà H0 âåðíà; â ïðîòèâíîì ñëó÷àå âåðíà H1.

Ñëåäñòâèå 3. Åñëè MC(s, r) ñòàöèîíàðíà è ðàññìàòðèâàåòñÿ ñåìåéñòâî êîíòè-
ãóàëüíûõ àëüòåðíàòèâ H1n: Q=Q1n,

Q1n = (q1n
Jr+1
1

)Jr+1
1 ∈Ar+1 , q1n

Jr+1
1

= q0
Jr+1
1

(1 + dJr+1
1
/
√
n− s ), (14)∑

jr+1∈A

dJr+1
1
q0
Jr+1
1

= 0,
∑

Jr+1
1 ∈Ar+1

|dJr+1
1
| > 0, òî ïðè n→∞ ìîùíîñòü ðàçðàáîòàííîãî

òåñòà
w → 1−GU, a

(
G−1
U (1− ε)

)
,

ãäå GU, a(·) � ôóíêöèÿ ðàñïðåäåëåíèÿ íåöåíòðàëüíîãî χ2 ðàñïðåäåëåíèÿ ñ U ñòåïå-

íÿìè ñâîáîäû è ïàðàìåòðîì íåöåíòðàëüíîñòè a =
∑

Jr+1
1 ∈Ar+1

µJr+1
1

(
M0

r

)
d2
Jr+1
1

.
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Óðàâíåíèå (14) îçíà÷àåò ñâîéñòâî êîíòèãóàëüíîñòè àëüòåðíàòèâ H1n: ïðè óâå-
ëè÷åíèè äëèíû n àëüòåðíàòèâà H1n ïðèáëèæàåòñÿ ê H0 ñî ñêîðîñòüþ O(1/

√
n ).

Ñòàòèñòè÷åñêîå îöåíèâàíèå øàáëîíà ñâÿçåé M0
r

Ïðèìåì îáîçíà÷åíèÿ: M � ìíîæåñòâî äîïóñòèìûõ øàáëîíîâ Mr;

H(Mr) = −
∑

Jr+1
1 ∈Ar+1

µJr+1
1

(Mr) ln
(
µJr+1

1
(Mr)/µJr1 ·(Mr)

)
≥ 0− (15)

� óñëîâíàÿ ýíòðîïèÿ áóäóùåãî ñèìâîëà xt+s ∈ A ïðè óñëîâèè ïðåäûñòîðèè, âû-
äåëÿåìîé ñåëåêòîðîì F

(
X t+s−1
t ; Mr

)
∈ Ar, Mr ∈ M; Ĥ(Mr) � ¾ïîäñòàíîâî÷íàÿ¿

îöåíêà óñëîâíîé ýíòðîïèè, ïîëó÷àþùàÿñÿ ïîäñòàíîâêîé âìåñòî èñòèííûõ âåðîÿò-
íîñòåé µJr+1

1
(Mr) â (15) èõ îöåíîê µ̂Jr+1

1
(Mr), J

r+1
1 ∈ Ar+1.

Òåîðåìà 4. Åñëè s, r èçâåñòíû, òî ÎÌÏ äëÿ øàáëîíà ñâÿçåéM0
r ìèíèìèçèðóåò

îöåíêó óñëîâíîé ýíòðîïèè:

M̂r = arg minMr∈M Ĥ(Mr).

Åñëè MC(s, r) ñòàöèîíàðíà, òî M̂r ïðè n→∞ ñîñòîÿòåëüíà: M̂r
P−→M0

r .

Ñòàòèñòè÷åñêîå îöåíèâàíèå r, s

Ïóñòü s ∈ [s−, s+] , r ∈ [r−, r+], 1 ≤ s− < s+ <∞, 1 ≤ r− < r+ < s+ .
Äëÿ îöåíèâàíèÿ r, s ìû èñïîëüçóåì Áàéåñîâñêèé Èíôîðìàöèîííûé Êðèòåðèé

(Bayesian Information Criterion), êîòîðûé èìååò âèä:

BIC(s, r) = 2(n− s)Ĥ(M̂r) + U ln(n− s) , (16)

U =
∑
Jr1∈Ar

(|DJr1
| − 1 + δµ̂Jr1 ·(M̂r),0

), DJr1
= {jr+1 ∈ A : µ̂Jr+1

1
(M̂r) > 0}.

Ñòàòèñòè÷åñêèå îöåíêè s, r îïðåäåëÿþòñÿ ïðè ìèíèìèçàöèè:

BIC(s, r)→ mins−≤ s≤s+, r−≤ r≤r+ . (17)

Òåîðåìà 5. Åñëè MC(s, r) ñòàöèîíàðíà, òî BIC-îöåíêè r̂, ŝ îïðåäåëÿåìûå (16),
(17), ïðè n→∞ ñîñòîÿòåëüíû.

Ñòàòèñòè÷åñêóþ îöåíêó Q̂ óäîáíî èñïîëüçîâàòü äëÿ âèçóàëèçàöèè óêëîíåíèÿ îò
ãèïîòåçû H0 (äëÿ êîòîðîé qi1,...,ir+1 = N−1). Íà ðèñ. 3, 4 ïðåäñòàâëåíû ðåçóëüòàòû
òàêîé âèçóàëèçàöèè äëÿ ãåíåðàòîðà ñî ñëó÷àéíîé îáðàòíîé ñâÿçüþ è ãåíåðàòîðà
BelT (ÑÒÁ 34.101.27-2011 â ðåæèìå ãàììèðîâàíèÿ) ñîîòâåòñòâåííî; çäåñü êðàñíûé
öâåò � îöåíêà óñëîâíîé âåðîÿòíîñòè ïåðåõîäà â ¾0¿ q̂Kr

1 ,0
, çåëåíûé � â ¾1¿ q̂Kr

1 ,1
);

çäåñü ïî îñè àáñöèññ îòêëàäûâàåòñÿ Kr
1 = F

(
Js1 ; M̂r

)
∈ Ar.
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Ðèñ. 3. Îöåíêà Q̂ (s=63, r=4, T=105)
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Ðèñ. 4. Îöåíêà Q̂ (s=32, r=4,T = 8·106)

5.2 Öåïü Ìàðêîâà óñëîâíîãî ïîðÿäêà MCCO(s, L)

Ïðèìåì îáîçíà÷åíèÿ: l ∈ {1, 2, . . ., s−1}, K=N l−1; Q(1), . . ., Q(M) (1≤M≤K+1) �
M -ðàçëè÷íûõ êâàäðàòíûõ ñòîõàñòè÷åñêèõ ìàòðèö ïîðÿäêà N :

Q(m) =
(
q

(m)
i,j

)
, 0 ≤ q

(m)
i,j ≤ 1,

∑
j∈A

q
(m)
i,j ≡ 1, i, j ∈ A, 1 ≤ m ≤M ;

< Jmn >=
∑m

k=n
Nk−njk � ÷èñëîâîå ïðåäñòàâëåíèå ìóëüòèèíäåêñà Jmn ∈ Am−n+1;

I{C} � èíäèêàòîðíàÿ ôóíêöèÿ; 1 ≤ mk ≤M , 1 ≤ bk ≤ s− L, 0 ≤ k≤K.

Ïîñëåäîâàòåëüíîñòè {mk}, {bk} ôèêñèðîâàíû, min
0≤k≤K

bk=1, è âñå ýëåìåíòû ìíî-

æåñòâà {1, 2, ...,M} ïðåäñòàâëåíû â ïîñëåäîâàòåëüíîñòè m0, . . . ,mK .
Öåïü Ìàðêîâà {xt ∈ A : t ∈ N} íàçûâàåòñÿ öåïüþ Ìàðêîâà óñëîâíîãî ïîðÿäêà

(MCCO(s, L)), åñëè îäíîøàãîâûå âåðîÿòíîñòè ïåðåõîäîâ èìåþò ñëåäóþùåå ìàëî-
ïàðàìåòðè÷åñêîå ïðåäñòàâëåíèå:

pJs+1
1

=
K∑
k=0

I{< Jss−L+1 >= k}q(mk)
jbk ,js+1

; (18)

âåëè÷èíà sk = s− bk + 1 íàçûâàåòñÿ óñëîâíûì ïîðÿäêîì öåïè Ìàðêîâà. Ñîãëàñíî
(18) óñëîâíîå ðàñïðåäåëåíèå ñîñòîÿíèÿ xt+1 â ìîìåíò t + 1 çàâèñèò íå îò âñåõ s
ïðåäûäóùèõ ñîñòîÿíèé, à ëèøü îò L+1 èçáðàíûõ

(
jbk , J

s
s−L+1

)
. Çàìåòèì, ÷òî åñëè

L = s − 1, s0 = s1 = . . . = sK = s,òî ìû ïîëó÷àåì ïîëíîñâÿçíóþ öåïü Ìàðêîâà
ïîðÿäêà s: MC(s).

Ìåòîäû è àëãîðèòìû ñòàòèñòè÷åñêîãî àíàëèçà MCCO(s, L) ïðåäñòàâëåíû â [7].

6 Ìàëîïàðàìåòðè÷åñêèå ìîäåëè ÄÂÐ íà îñíîâå
ïîäõîäà II è èõ ñòàòèñòè÷åñêèé àíàëèç

6.1 Ìîäåëü Äæåêîáñà � Ëüþèñà

Ýòà ìîäåëü ïîðîæäàåòñÿ ñòîõàñòè÷åñêèì ðàçíîñòíûì óðàâíåíèåì [6]:
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xt = µtxt−ηt + (1− µt)ξt, (19)

ãäå t > s, {ξt, ηt, µt} � íåçàâèñèìûå â ñîâîêóïíîñòè ñëó÷àéíûå âåëè÷èíû ñ âåðîÿò-
íîñòíûìè ðàñïðåäåëåíèÿìè:

P{µt = 1} = 1−P{µt = 0} = ρ;

P{ηt = i} = λi, i ∈ {1, 2, . . . , s},
s∑
i=1

λi = 1, λs 6= 0; (20)

P{ξt = k} = πk, k ∈ A,
∑
k∈A

πk = 1;

P{x1 = k} = . . . = P{xs = k} = πk, k ∈ A.
Îòíîñèòåëüíîå ÷èñëî ïàðàìåòðîâ ýòîé ìîäåëè ëèíåéíî (à íå ýêñïîíåíöèàëüíî!)

çàâèñèò îò s:

κJL =
N + s− 1

N s(N − 1)
.

Òåîðåìà 6. ÄÂÐ xt, îïðåäåëÿåìûé (19), (20), � ýòî îäíîðîäíàÿ öåïü Ìàðêîâà
ïîðÿäêà s ñ íà÷àëüíûì ðàñïðåäåëåíèåì πi1,...,is = πi1 · . . . · πis è (s + 1)-ìåðíîé
ìàòðèöåé âåðîÿòíîñòåé îäíîøàãîâûõ ïåðåõîäîâ P (π, λ, ρ) = (pi1,...,is+1):

pi1,...,is,is+1 = (1− ρ)πis+1 + ρ
s∑
j=1

λjδis−j+1,is+1 , i1, . . . , is+1 ∈ A. (21)

Ñëåäñòâèå 4. ÎÌÏ (π̂, λ̂, ρ̂) ïàðàìåòðîâ π, λ, ρ ïî íàáëþäåíèÿì x1, . . . , xn îïðå-
äåëÿþòñÿ êàê ðåøåíèå çàäà÷è ìàêñèìèçàöèè:

l(π, λ, ρ)=
s∑
t=1

lnπxt +
n∑

t=s+1

ln

(
(1−ρ)πxt+ρ

s∑
j=1

λjδxt−j ,xt

)
→max

π,λ,ρ
. (22)

Ìåòîäû è àëãîðèòìû ñòàòèñòè÷åñêîãî àíàëèçà ìîäåëè Äæåêîáñà � Ëüþèñà
ïðåäñòàâëåíû â [2].

6.2 MTD-ìîäåëè Ðàôòåðè

MTD (Mixture Transition Distribution)-ìîäåëü [10] îïðåäåëÿåòñÿ ñëåäóþùèì ÷àñò-
íûì ñëó÷àåì óðàâíåíèÿ (7):

pi1,...,is,is+1 =
s∑
j=1

λjqij ,is+1 , i1, . . . , is+1 ∈ A,

ãäå Q = (qi,k) � íåêîòîðàÿ ñòîõàñòè÷åñêàÿ (N ×N)-ìàòðèöà,

0 ≤ qi,k ≤ 1,
∑
k∈A

qi,k ≡ 1, i, k ∈ A,
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λ = (λ1, . . . , λs)
′ � íåêîòîðîå äèñêðåòíîå ðàñïðåäåëåíèå âåðîÿòíîñòåé, λ1 > 0. Îáîá-

ùåííàÿ MTDg (generalized MTD)-ìîäåëü îïðåäåëÿåòñÿ ñëåäóþùåé ïàðàìåòðèçà-
öèåé (s+ 1)-ìåðíîé ìàòðèöû P:

pi1,...,is,is+1 =
s∑
j=1

λjq
(j)
ij ,is+1

, i1, . . . , is+1 ∈ A, (23)

ãäå Q(j) =
(
q

(j)
i,k

)
� íåêîòîðàÿ ñòîõàñòè÷åñêàÿ ìàòðèöà äëÿ j-ãî ëàãà.

Îòíîñèòåëüíîå ÷èñëî ïàðàìåòðîâ MTDg-ìîäåëè:

κMTDg = (s(N(N − 1)/2 + 1)− 1)/(N s(N − 1)).

Ñâîéñòâà ñòàöèîíàðíîãî ðàñïðåäåëåíèÿ âåðîÿòíîñòåé

Òåîðåìà 7. Äëÿ MTDg-ìîäåëè (22), åñëè ∃K ∈ N:
(
(Q(1))K

)
ij
> 0, ∀i, j ∈ A, òî

s-ìåðíîå ñòàöèîíàðíîå ðàñïðåäåëåíèå èìååò âèä (i1, . . . , is ∈ A):

π∗i1,...,is =
s−1∏
l=0

(
π∗is−l +

s∑
j=l+1

λj

(
q

(j)
ij−l,is−l

−
N−1∑
r=0

q
(j)
r,is−l

π∗r

))
.

Ñëåäñòâèå 5. Äëÿ ýðãîäè÷åñêîé MTD-ìîäåëè 2-ìåðíîå ñòàöèîíàðíîå ðàñïðåäå-
ëåíèå ñëó÷àéíîãî âåêòîðà (xt−m, xt)

′, 1 ≤ m ≤ s, èìååò âèä:

π∗ki(m) = π∗kπ
∗
i + π∗kλs−m+1(qki − π∗i ), i, k ∈ A.

Èñïîëüçóÿ ñâîéñòâà ñòàöèîíàðíîãî ðàñïðåäåëåíèÿ âåðîÿòíîñòåé, óñòàíîâëåí-
íûå Òåîðåìîé 7 è Ñëåäñòâèåì 5, ðàçðàáîòàíû ìåòîäû è àëãîðèòìû ñòàòèñòè÷åñêî-
ãî àíàëèçà MTD-ìîäåëè, ïðåäñòàâëåííûå â [2].

6.3 Áèíîìèàëüíàÿ óñëîâíî íåëèíåéíàÿ àâòîðåãðåññèîííàÿ

ìîäåëü BiCNAR(s)

Ýòà ìîäåëü ïîðîæäàåòñÿ ñïåöèàëüíûì (áèíîìèàëüíûì) ñëó÷àåì ïîðîæäàþùåãî
óðàâíåíèÿ (7):

pi1,...,is,is+1 = C
is+1

N−1θ
is+1(1− θ)N−1−is+1 , is+1 ∈ A = {0, 1, . . . , N − 1}, (24)

θ = θ (Is1) = F
(
a′Ψ (Is1)

)
, Is1 = (i1, . . . , is)

′ ∈ As,

ãäå Ψ (Is1) =
(
ψ1 (Is1) , . . . , ψm (Is1)

)′
: As → Rm � âåêòîð-ñòîëáåö m ≤ N s ëèíåéíî

íåçàâèñèìûõ ôóíêöèé, íàïðèìåð, ïîëèíîìîâ; F(·): R1 → [0, 1] � íåêîòîðàÿ ôóíê-
öèÿ ðàñïðåäåëåíèÿ, íàïðèìåð, ëîãèñòè÷åñêàÿ, íîðìàëüíàÿ èëè Êîøè:

Λ(ζ) =
1

1 + e−ζ
, Φ(ζ) =

1√
2π

ζ∫
−∞

e−
x2

2 dx, C(ζ) =
1

2
+

arctan(ζ)

π
, ζ ∈ R1;
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a = (a1, . . . , am)′ � âåêòîð-ñòîëáåö m íåèçâåñòíûõ ïàðàìåòðîâ ìîäåëè.

Îòíîñèòåëüíîå ÷èñëî ïàðàìåòðîâ ìîäåëè: κ = m
(
N s(N − 1)

)−1 ≤ 1.
Ïðèìåì îáîçíà÷åíèÿ: F−1(·) � êâàíòèëüíàÿ ôóíêöèÿ; XT

1 = (x1, . . . , xT )′ ∈ AT �
íàáëþäàåìûé ÄÂÐ äëèíû T ;

θ̂(J) =
1

N − 1
·

T∑
t=s+1

xtI{X t−1
t−s = J}

T∑
t=s+1

I{X t−1
t−s = J}

, J ∈ As; (25)

B = (bJ) � (N s × 1)-âåêòîð-ñòîëáåö, bJ = F−1(θ̂(J)); H = (hJ,J ′) � íåêîòîðàÿ
ôèêñèðîâàííàÿ (N s × N s)-ñèììåòðè÷íàÿ íåîòðèöàòåëüíî îïðåäåëåííàÿ ìàòðèöà;
Ψ = (Ψ(J)) � (m×N s)-ìàòðèöà; Om � íóëåâîé m-âåêòîð.

Òåîðåìà 8. Åñëè F(·) óäîâëåòâîðÿåò óñëîâèÿì ãëàäêîñòè: 0<F(ζ)<1,
0<F′(ζ)<+∞, F(·) è F−1(·) � äâàæäû äèôôåðåíöèðóåìû, è |ΨHΨ′|6=0, òî
FBE-îöåíêà (Frequencies Based Estimator)

â = (ΨHΨ′)−1ΨHB (26)

ñîñòîÿòåëüíà è àñèìïòîòè÷åñêè íîðìàëüíà ïðè T → +∞:

â
P→ a,

√
T (â− a)

D→ Nm(Om,ΣH),

ΣH = (ΨHΨ′)−1ΨHJ−1H(ΨHΨ′)−1,

ãäå J � èíôîðìàöèîííàÿ ìàòðèöà Ôèøåðà.

Ìåòîäû è àëãîðèòìû ñòàòèñòè÷åñêîãî àíàëèçà BiCNAR(s)-ìîäåëè, åå ÷àñòíûõ
ñëó÷àåâ è îáîáùåíèé ïðåäñòàâëåíû â [3,8,9].

7 Çàêëþ÷åíèå

1. Â êðèïòîëîãèè àêòóàëüíà ïðîáëåìà ïîñòðîåíèÿ è ñòàòèñòè÷åñêîãî àíàëèçà
ìîäåëåé äèñêðåòíûõ âðåìåííûõ ðÿäîâ, àäåêâàòíî îïèñûâàþùèõ îòêëîíåíèÿ
îò ìîäåëè ÐÐÑÏ.

2. Â ñòàòüå ïðåäñòàâëåíû òàêèå ñåìåéñòâà ìîäåëåé ÄÂÐ íà îñíîâå óêëîíåíèé
îò s-ìåðíîé ðàâíîìåðíîñòè è íà îñíîâå öåïåé Ìàðêîâà ïîðÿäêà s.

3. Äëÿ ïðåîäîëåíèÿ ¾ïðîêëÿòèÿ ðàçìåðíîñòè¿ â ñòàòüå ïðåäñòàâëåíû äâà ïîä-
õîäà ê ïîñòðîåíèþ ìàëîïàðàìåòðè÷åñêèõ ìîäåëåé öåïåé Ìàðêîâà âûñîêîãî
ïîðÿäêà.

4. Ðàçðàáîòàíû ìåòîäû è àëãîðèòìû ñòàòèñòè÷åñêîãî àíàëèçà (îöåíèâàíèå ïà-
ðàìåòðîâ, ïðîâåðêà ãèïîòåç) ìàëîïàðàìåòðè÷åñêèõ ìîäåëåé, ïîñòðîåííûõ íà
îñíîâå ïðåäëîæåííûõ ïîäõîäîâ.

5. Òåîðåòè÷åñêèå ðåçóëüòàòû èëëþñòðèðóþòñÿ ðåçóëüòàòàìè êîìïüþòåðíûõ
ýêñïåðèìåíòîâ ïî òåñòèðîâàíèþ âûõîäíûõ ïîñëåäîâàòåëüíîñòåé èçâåñòíûõ
êðèïòîãðàôè÷åñêèõ ãåíåðàòîðîâ.
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Ïðåäñòàâëåíà íîâàÿ ðàçðàáîòêà ìåòîäà âûïîëíåíèÿ â ïîðîãîâîì êðèï-
òîìîäóëå ðàçäåëåíèÿ ñåêðåòà ñ ìàñêèðóþùèì ïðåîáðàçîâàíèåì äåêîäèðóþ-
ùåé îïåðàöèè. Äëÿ ðåøåíèÿ ðàññìàòðèâàåìîé çàäà÷è ïðèìåíåíû ðåêóðñèâ-
íàÿ ñõåìà äåëåíèÿ íà äâîè÷íóþ ýêñïîíåíòó è âû÷èñëèòåëüíàÿ òåõíîëîãèÿ
íà äèàïàçîíàõ áîëüøèõ ÷èñåë òàáëè÷íî-ñóììàòîðíîãî òèïà, îñíîâàííàÿ íà
ìèíèìàëüíî èçáûòî÷íîé ìîäóëÿðíîé àðèôìåòèêå (ÌÈÌÀ). Îòëè÷èòåëüíîé
îñîáåííîñòüþ ðàçâèâàåìîãî ïîäõîäà ÿâëÿåòñÿ èñïîëüçîâàíèå â êà÷åñòâå îá-
ëàñòè ïðèíàäëåæíîñòè ñåêðåòà-îðèãèíàëà êîíå÷íûõ êîëåö âû÷åòîâ ïî ìîäó-
ëÿì, èìåþùèì âèä ñòåïåíåé ÷èñëà 2. Ýòî ñóùåñòâåííî óìåíüøàåò ñëîæíîñòü
ðåçóëüòèðóþùåé äåêîäèðóþùåé ÌÈÌÀ-ïðîöåäóðû.
Êëþ÷åâûå ñëîâà: ïîðîãîâîå ðàçäåëåíèå ñåêðåòà; êðèïòîñõåìû ðàçäåëåíèÿ
ñåêðåòà; ìàñêèðóþùåå ïðåîáðàçîâàíèå; äåêîäèðóþùàÿ îïåðàöèÿ; ìîäóëÿð-
íûé êîä; ìîäóëÿðíûå ñèñòåìû ñ÷èñëåíèÿ; ìèíèìàëüíî èçáûòî÷íàÿ ìîäóëÿð-
íàÿ àðèôìåòèêà

1 Ââåäåíèå

Âàæíåéøåé àêòóàëüíîé çàäà÷åé ñîâðåìåííîãî ïðîöåññà ðàçâèòèÿ ðàñïðåäåëåííûõ
êîìïüþòåðíûõ è èíôîêîììóíèêàöèîííûõ ñèñòåì ÿâëÿåòñÿ íàäåæíîå îáåñïå÷åíèå
íåîáõîäèìîãî óðîâíÿ áåçîïàñíîñòè ïðè õðàíåíèè, îáðàáîòêå è ïåðåäà÷å äàííûõ
[2,3]. Ïðè ðåøåíèè îáîçíà÷åííîé çàäà÷è îñîáóþ ðîëü âûïîëíÿåò ïðèìåíÿåìàÿ
òåõíîëîãèÿ óïðàâëåíèÿ êðèïòîãðàôè÷åñêèìè êëþ÷àìè. Â íàñòîÿùåå âðåìÿ ê íàè-
áîëåå ïåðñïåêòèâíûì òåõíîëîãèÿì òàêîãî ðîäà îòíîñÿò òåõíîëîãèþ àêòèâíîé áåç-
îïàñíîñòè [2,3], êîòîðàÿ áàçèðóåòñÿ íà ïåðèîäè÷åñêîì îáíîâëåíèè êëþ÷åé, îäíîðà-
çîâûõ ïàðîëÿõ è ïðîñòðàíñòâåííîì ðàçäåëåíèè ñåêðåòà. Íà ïðàêòèêå ðàçäåëåíèå
ñåêðåòíîé èíôîðìàöèè îáû÷íî îñóùåñòâëÿåòñÿ â ðàìêàõ ïîðîãîâûõ ñõåì [1,3,4,5].

Ðåàëèçóåìîå (t, n)-ïîðîãîâîé ñèñòåìîé ðåøàþùåå ïðàâèëî îáåñïå÷èâàåò ðàçäå-
ëåíèå ñåêðåòà n àáîíåíòàìè ñ âîçìîæíîñòüþ åãî âîññòàíîâëåíèÿ ïî êîìïîíåíòàì,
ïðèíàäëåæàùèì ëþáûì l ó÷àñòíèêàì ñåàíñà ñâÿçè (2 ≤ t ≤ l ≤ n; t � ïîðîãîâîå
÷èñëî àáîíåíòîâ). Ïðè ýòîì ãðóïïû àáîíåíòîâ ÷èñëîì k < t ðåêîíñòðóèðîâàòü
ñåêðåò-îðèãèíàë ïî ñîîòâåòñòâóþùèì êîìïîíåíòàì íå ìîãóò. Èñõîäíûé è äîëåâûå
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ñåêðåòû ïðåäñòàâëÿþò ñîáîé áîëüøèå öåëûå ÷èñëà (Ö×), ïîýòîìó ýôôåêòèâíîñòü
âûïîëíÿåìûõ â ïîðîãîâûõ êðèïòîñèñòåìàõ ïðåîáðàçîâàíèé îïðåäåëÿåòñÿ ðåàëèçà-
öèîííûìè ñâîéñòâàìè èñïîëüçóåìîé òåõíîëîãèè ïåðåâîäà îñóùåñòâëÿåìûõ âû÷èñ-
ëåíèé èç äèàïàçîíîâ áîëüøèõ ÷èñåë â äèàïàçîíû Ö× ñòàíäàðòíîé ðàçðÿäíîñòè.
Â ñâåòå ñêàçàííîãî â êà÷åñòâå êîìïüþòåðíî-àðèôìåòè÷åñêîé îñíîâû äëÿ êðèïòî-
ãðàôè÷åñêèõ ïðèëîæåíèé ðàññìàòðèâàåìîãî êëàññà öåëåñîîáðàçíî ïðèíÿòü ìîäó-
ëÿðíóþ àðèôìåòèêó � àðèôìåòèêó ìîäóëÿðíûõ ñèñòåì ñ÷èñëåíèÿ (ÌÑÑ). Ôóí-
äàìåíòàëüíûå ïðåèìóùåñòâà ÌÑÑ íàèáîëåå ïîëíî óäàåòñÿ ðåàëèçîâàòü â ðàìêàõ
òàê íàçûâàåìîãî ìèíèìàëüíî èçáûòî÷íîãî êîäèðîâàíèÿ [1,3].

Íàèáîëåå òðóäîåìêîé îïåðàöèåé â ïîðîãîâûõ êðèïòîñèñòåìàõ ìîäóëÿðíîé
àðèôìåòèêè ðàçäåëåíèÿ ñåêðåòíîé èíôîðìàöèè ÿâëÿåòñÿ ðåêîíñòðóêöèÿ ñåêðåòà-
îðèãèíàëà ïî ìîäóëÿðíûì êîäàì ìàñêèðóþùåãî àíàëîãà. Ýòî îáóñëîâëåíî ãëàâ-
íûì îáðàçîì èñïîëüçîâàíèåì â îïåðàöèÿõ äàííîãî êëàññà âû÷èñëèòåëüíûõ òåõ-
íîëîãèé, îðèåíòèðîâàííûõ íà äèàïàçîíû áîëüøèõ ÷èñåë, à òàêæå ñîîòâåòñòâóþ-
ùèõ êîíôèãóðàöèé èíòåãðàëüíî-õàðàêòåðèñòè÷åñêîé áàçû ñèñòåìû ñ÷èñëåíèÿ â
îñòàòêàõ. Íàñòîÿùåå ñîîáùåíèå ïîñâÿùåíî ðàçðàáîòêå ìåòîäà âûïîëíåíèÿ äåêî-
äèðóþùåé îïåðàöèè â ïîðîãîâîì êðèïòîìîäóëå ðàçäåëåíèÿ ñåêðåòà, áàçèðóþùåì-
ñÿ íà ìèíèìàëüíî èçáûòî÷íîé ìîäóëÿðíîé àðèôìåòèêå (ÌÈÌÀ) [1]. Ïðèìåíåíèå
âû÷èñëèòåëüíîé ÌÈÌÀ-òåõíîëîãèè íà äèàïàçîíàõ áîëüøèõ ÷èñåë äëÿ ðåøåíèÿ
ðàññìàòðèâàåìîé çàäà÷è ïîçâîëÿåò â çíà÷èòåëüíîé ìåðå ìèíèìèçèðîâàòü íåîáõî-
äèìûå âðåìåííûå è àïïàðàòóðíûå çàòðàòû.

2 Ïðèíöèïèàëüíûå îñíîâû ïîðîãîâûõ ÌÈÌÀ-
êðèïòîñõåì ðàçäåëåíèÿ ñåêðåòà ñ ìàñêèðóþùèì
ïðåîáðàçîâàíèåì

Ââåäåì îáîçíà÷åíèÿ:
bac è dae � íàèáîëüøåå è íàèìåíüøåå Ö× ñîîòâåòñòâåííî íå áîëüøåå è íå ìåíü-

øåå âåùåñòâåííîé âåëè÷èíû a;
ÍÎÄ(A,B) � íàèáîëüøèé îáùèé äåëèòåëü öåëûõ ÷èñåë A è B;
Zm = {0, 1, . . . ,m − 1} � ìíîæåñòâî íàèìåíüøèõ íåîòðèöàòåëüíûõ âû÷åòîâ

(îñòàòêîâ) ïî íàòóðàëüíîìó ìîäóëþ m > 1;
χ = |A/B|m = (A/B) (mod m) � ýëåìåíò ìíîæåñòâà Zm, óäîâëåòâîðÿþùèé

ñðàâíåíèþ Bχ ≡ A(mod m) (B 6= 0, ÍÎÄ(B,m) = 1);
M_l = {m1, m2, . . . , ml} � áàçèñ ÌÑÑ, ñîcòîÿùèé èç l > 1 ïîïàðíî ïðîñòûõ

ìîäóëåé (îñíîâàíèé);
(|X|m1

, |X|m2
, . . . , |X|ml) � ïðåäñòàâëåíèå Ö× X (ìîäóëÿðíûé êîä) â ÌÑÑ ñ

áàçèñîì M_l.
Ïóñòü p1, p2, . . . , pn � óïîðÿäî÷åííûå ïî âîçðàñòàíèþ ïîïàðíî ïðîñòûå áîëüøèå

íàòóðàëüíûå ÷èñëà (n > 1); Pi =
∏i

s=1 ps ; _Pj =
∏j

s=1 pn−s+1 = /Pn−j (i, j =
1, n); P = {p1, p2, . . . , pn }; I_l = {∀ (i1, i2, . . . , il)|1 ≤ i1 < i2 < · · · < il ≤ n ;
2 ≤ t ≤ l ≤ n} (t � ôèêñèðîâàííîå íàòóðàëüíîå ÷èñëî); I_l = (i1, i2, . . . , il) −
ïðîèçâîëüíûé ýëåìåíò ìíîæåñòâà I_l; PI_l = {pi1 , pi2 , . . . , pil}; PI_l =

∏l
j=1 pij .
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Êîíöåïòóàëüíóþ îñíîâó (t, n)-ïîðîãîâîé ñõåìû ðàçäåëåíèÿ ñåêðåòà ñ ìîäóëÿð-
íûì áàçèñîì P = P_n = {p1, p2, . . . , pn} êîòîðàÿ ðàññ÷èòàíà íà ïîëíîå ÷èñëî n
è ïîðîãîâîå ÷èñëî t àáîíåíòîâ ðàñïðåäåëåííîé ñèñòåìû, ñîñòàâëÿþò íèæåñëåäóþ-
ùèå îïðåäåëÿþùèå ïîëîæåíèÿ.

À. Èñõîäíûé ñåêðåò (ñåêðåò-îðèãèíàë) ïðåäñòàâëÿåò ñîáîé Ö× S ∈ Zp (p �
áîëüøîé ìîäóëü, âçàèìíî ïðîñòîé ñ p1, p2, . . . , pn).

Á. Íàä S â ÌÑÑ ñ áàçèñîì P âûïîëíÿåòñÿ ìàñêèðóþùåå ïðåîáðàçîâàíèå âèäà

S̃ = S + C · p, (1)

ãäå C � ïñåâäîñëó÷àéíûé öåëî÷èñëåííûé ïàðàìåòð.

Öèôðû σ̃i =
∣∣∣S̃∣∣∣

pi
=
∣∣∣σi + |C · p|pi

∣∣∣
pi

(σi = |S|pi ; i = 1, n) ïîëó÷àåìîãî êîäà

(σ̃1, σ̃2, . . . , σ̃n) ðàññìàòðèâàþòñÿ êàê äîëåâûå (÷àñòè÷íûå) ñåêðåòû, ïðèíàäëå-
æàùèå îäíîèìåííûì àáîíåíòàì.

Â. Ëþáûå l àáîíåíòîâ (t ≤ l ≤ n) ìîãóò âîññòàíîâèòü ñåêðåò-îðèãèíàë S ïî
ïðèíàäëåæàùèì èì äîëåâûì (ìàñêèðóþùèì) ñåêðåòàì. Íî íèêàêàÿ ãðóïïà àáî-
íåíòîâ êîëè÷åñòâîì k < t ñäåëàòü ýòîãî íå ìîæåò.

Ïðåäñòàâëÿåìûå èññëåäîâàíèÿ íàöåëåíû íà ðåøåíèå çàäà÷è âîññòàíîâëåíèÿ
ñåêðåòà-îðèãèíàëà Sïî êîäàì (σ̃i1 , σ̃i2 , . . . , σ̃il) ÌÑÑ ñ áàçèñàìè PI_l(I_l ∈ I_l)
ìàñêèðóþùåãî àíàëîãà (1) (ñì. ïóíêò À) ñ îáåñïå÷åíèåì ìèíèìèçàöèè âðåìåííûõ
çàòðàò íà âûïîëíåíèå ðåçóëüòèðóþùåé äåêîäèðóþùåé ïðîöåäóðû ïðè ñîõðàíåíèè
ìàêñèìàëüíîãî óðîâíÿ êðèïòîñòîéêîñòè, ïðèñóùåãî êëàññè÷åñêèì ïîðîãîâûì ñõå-
ìàì, òàêèì, â ÷àñòíîñòè, êàê ñõåìû Øàìèðà, Áëýêëè è äðóãèå [5]. Ïðè ýòîì äëÿ
ñèíòåçà èñêîìîãî äåêîäèðóþùåãî àëãîðèòìà (àëãîðèòìà âîññòàíîâëåíèÿ ñåêðåòà-
îðèãèíàëà) èñïîëüçóþòñÿ ìåòîä äåëåíèÿ íà äâîè÷íóþ ýêñïîíåíòó, à òàêæå âû÷èñ-
ëèòåëüíàÿ ÌÈÌÀ-òåõíîëîãèÿ [4].

Îñíîâîïîëàãàþùàÿ èäåÿ ïðåäëàãàåìîé àëãîðèòìèçàöèè ïðåîáðàçîâàíèÿ S̃ > S
ñîñòîèò â èñïîëüçîâàíèè äëÿ êîäèðîâàíèÿ ñåêðåòà-ìàñêè S̃ ñåìåéñòâà ìèíèìàëü-
íî èçáûòî÷íûõ ÌÑÑ (ÌÈÌÑÑ), îïðåäåëÿåìûõ áàçèñàìè PI_l, êîòîðûå îòâå÷àþò
ãðóïïàì àáîíåíòîâ ÷èñëîì l. Áåç íàðóøåíèÿ îáùíîñòè èçëîæåíèå äàëüíåéøåãî ìà-
òåðèàëà ïðåèìóùåñòâåííî ïðîâîäèòñÿ íà ïðèìåðå ãðóïïû àáîíåíòîâ, çà êîòîðûìè
çàêðåïëÿþòñÿ îñíîâàíèÿ p1, p2, . . . , pl íàáîðà P_l � ïðåäñòàâèòåëÿ ìíîæåñòâà PI_l

ñ I_l = (1, 2, . . . , l) ∈ I_l. Äîëåâûå ñåêðåòà, ïðèíàäëåæàùèå àáîíåíòàì óêàçàííîé
ãðóïïû ÿâëÿþòñÿ öèôðàìè êîäà (σ̃1, σ̃2, . . . , σ̃l) ÌÑÑ ñ ìîäóëÿìè p1, p2, . . . , pl
ñåêðåòà-ìàñêè S̃.

Â êîìïüþòåðíûõ àëãîðèòìàõ ÌÈÌÀ ôóíäàìåíòàëüíóþ ðîëü âûïîëíÿåò
èíòåðâàëüíî-ìîäóëÿðíàÿ ôîðìà ÷èñåë. Â ñëó÷àå Ö× S̃ = (σ̃1, σ̃2, . . . , σ̃l) îíà èìååò
âèä

S̃ =
l−1∑
i=1

Pi,l−1σ̃i, l−1 + Pl−1Il

(
S̃
)
, (2)

ãäå Pi,l−1 = Pl−1

pi
, Pl−1 =

∏l−1
s=1 ps;

σ̃i, l−1 =
∣∣P−1

i,l−1σ̃i
∣∣
pi

; (3)
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Il

(
S̃
)
− èíòåðâàëüíûé èíäåêñ ÷èñëà S̃ ïî áàçèñó P_l. Ïðèíöèï ìèíèìàëüíî èç-

áûòî÷íîãî ìîäóëÿðíîãî êîäèðîâàíèÿ ðàñêðûâàåò íèæåñëåäóþùàÿ òåîðåìà [4].

Òåîðåìà 1. Äëÿ òîãî, ÷òîáû â ÌÑÑ ñ áàçèñîì P_l èíòåðâàëüíûé èíäåêñ Il

(
S̃
)

êàæäîãî ýëåìåíòà S̃ äèàïàçîíà Z = {0, 1, ..., P − 1} (P = p0Pl−1; p0 � âñïîìîãà-

òåëüíûé ìîäóëü) ïîëíîñòüþ îïðåäåëÿëñÿ âû÷åòîì Îl(S̃) =
∣∣∣Il(S̃)

∣∣∣
pl
, íåîáõîäèìî

è äîñòàòî÷íî âûïîëíåíèÿ óñëîâèÿ

pl ≥ 2p0 + l − 2 (p0 ≥ l − 2). (4)

Ïðè ýòîì äëÿ Il(S̃) âåðíû ðàñ÷åòíûå ñîîòíîøåíèÿ:

Il(S̃) =

{
Îl(S̃), åñëè Îl(S̃) < p0,

Îl(S̃)− pl, åñëè Îl(S̃) ≥ p0;
(5)

Îl(S̃) =

∣∣∣∣∣
l∑

i=1

Ri,l(σ̃i)

∣∣∣∣∣
pl

; (6)

Ri,l(σ̃i) =
∣∣∣−p−1

i

∣∣ P−1
i,l−1σ̃i

∣∣
pi

∣∣∣
pl

(i 6= l), Rl,l(σ̃l) =

∣∣∣∣ σ̃lPl−1

∣∣∣∣
pl

. (7)

Ãëàâíîå ïðåèìóùåñòâî ÌÈÌÑÑ ñ áàçèñàìè PI_l (I_l ∈ I_l) íàä íåèçáûòî÷-
íûìè àíàëîãàìè îáóñëîâëåíî l-êðàòíûì ñîêðàùåíèåì ðåàëèçàöèîííûõ çàòðàò íà
âû÷èñëåíèå èíòåðâàëüíîãî èíäåêñà, îñóùåñòâëÿåìîå ïî ôîðìóëàì âèäà (5) � (7)
[4].

Êîððåêòíîå ñîãëàñîâàíèå ïîðîãîâîãî ïðèíöèïà ðàçäåëåíèÿ ñåêðåòà è ìèíè-
ìàëüíî èçáûòî÷íîãî ìîäóëÿðíîãî êîäèðîâàíèÿ ñ îáåñïå÷åíèåì íåîáõîäèìîãî óðîâ-
íÿ êðèïòîñòîéêîñòè ðåçóëüòèðóþùåé ÌÈÌÀ-ñõåìû äàåò íèæåñëåäóþùàÿ òåîðå-
ìà.

Òåîðåìà 2. Äëÿ òîãî, ÷òîáû ëþáûå l àáîíåíòîâ (2 ≤ t ≤ l ≤ n; t � ôèêñèðîâàí-
íîå Ö×) ìîãëè âîññòàíîâèòü S ïî ñîîòâåòñòâóþùåìó êîäó ÌÑÑ ìàñêèðóþùåãî
ñåêðåòà S̃, óäîâëåòâîðÿþùåé óñëîâèþ âèäà (4) ìèíèìàëüíîé èçáûòî÷íîñòè (ñì.
òåîðåìó 1), íî íèêàêàÿ ãðóïïà àáîíåíòîâ ÷èñëîì k < t íå èìåëà òàêîé âîçìîæ-
íîñòè, äîñòàòî÷íî âûïîëíåíèÿ ñèñòåìû óñëîâèé:{

S̃ ∈ S̃ =
{
S̃íï, S̃íï + 1, . . . , S̃âï

}
⊆ {_Pt−1,_Pt−1 + 1, .., p0Pt−1 − 1},

C ∈ C̃ = (C\Cp) ,

ãäå S̃íï è S̃âï � èñïîëüçóåìûå íèæíåå è âåðõíåå ïîðîãîâûå çíà÷åíèÿ ñåêðåòà-
ìàñêè S̃; p0 � âñïîìîãàòåëüíûé ìîäóëü, óäîâëåòâîðÿþùèé îãðàíè÷åíèþ p0 ≤
pt − t + 2; C = {CÍÏ, CÍÏ + 1, . . . , CÂÏ} (CÍÏ =

⌊
S̃ÍÏ/p

⌋
; CÂÏ =

⌊
S̃ÂÏ/p

⌋
);

Cp =
{
∀C ∈ C|S + C · p ∈ (S̃ÍÏ; S̃ÂÏ); Q

(
S̃; j1, j2, . . . , jk

)
=
⌊

S̃∏k
i=1 pji

⌋
(1 ≤

j1 < j2 < · · · < jk ≤ n; 2 ≤ k < t)}, p � äåëèòåëü Ö× Q.
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3 Ìåòîä âûïîëíåíèÿ äåêîäèðóþùåé îïåðàöèè
â ïîðîãîâîì ÌÈÌÀ-êðèïòîìîäóëå ðàçäåëåíèÿ
ñåêðåòà ñ ìàñêèðóþùèì ïðåîáðàçîâàíèåì

Ðåêîíñòðóêöèÿ ñåêðåòà-îðèãèíàëà ïî ìîäóëÿðíûì êîäàì ìàñêèðóþùåãî àíàëîãà
ÿâëÿåòñÿ íàèáîëåå òðóäîåìêîé îïåðàöèåé â ïîðîãîâûõ ÌÀ-êðèïòîñèñòåìàõ ðàçäå-

ëåíèÿ ñåêðåòà. Èç (1) âûòåêàåò ðàâåíñòâî S =
∣∣∣S̃∣∣∣

p
, óêàçûâàþùåå íà òî, ÷òî äëÿ

ïîëó÷åíèÿ S ïî S̃ äîñòàòî÷íî Ö× S̃ ïðèâåñòè ê îñòàòêó ïî ìîäóëþ p.
Ðàññìîòðèì ñëó÷àé, êîãäà p ïðåäñòàâëÿåò ñîáîé äâîè÷íóþ ýêñïîíåíòó: p = 2b_p

è ïóñòü r = 2b_r, b_r ≤ b_p, ν = db_p/b_re, (s̃ν−1 s̃ν−2 . . . s̃0)r (s̃j ∈ Zr; j =

0, ν − 1) � êîä ÷èñëà
∣∣∣S̃∣∣∣

rν
â ïîçèöèîííîé ñèñòåìå ñ÷èñëåíèÿ (ÏÑÑ) ñ îñíîâàíèåì

r ðàçðÿäíîñòüþ ν öèôð. Òîãäà îñíîâîé äëÿ âîññòàíîâëåíèÿ ñåêðåòà-îðèãèíàëà S
ïî ìàñêèðóþùåìó ñåêðåòó S̃ ìîæåò ñëóæèòü ôîðìóëà

S =
∣∣∣S̃∣∣∣

p
=
∣∣∣S̃∣∣∣

2b_p
= (sν−1 sν−2 . . . s0)r (8)

ãäå

sj =

{
s̃j ïðè j = 0, ν − 2,

s̃ν−1 (mod (exp2 (b_p− (ν − 1) b_r))) ïðè j = ν − 1.
(9)

Èç (8), (9) ñëåäóåò, ÷òî â ñëó÷àå p = 2b_p ðåøåíèå ïîñòàâëåííîé çàäà÷è: P_l =
{p1, p2, . . . , pl}, ñâîäèòñÿ ê ïðåîáðàçîâàíèþ ìèíèìàëüíî èçáûòî÷íîãî ìîäóëÿðíîãî
êîäà (ÌÈÌÊ) (σ̃1, σ̃2, . . . , σ̃l) â ïîçèöèîííûé r-è÷íûé êîä (s̃ν−1 s̃ν−2 . . . s̃0)r.
Ýòî ïðåîáðàçîâàíèå ìîæåò áûòü îñóùåñòâëåíî ïî ìåòîäó äåëåíèÿ íà äâîè÷íóþ
ýêñïîíåíòó [4]: ìàñêèðóþùåãî ñåêðåòà S̃ = (σ̃1, σ̃2, . . . , σ̃l) íà r = 2b_r, ïðè÷åì ïî
óïðîùåííîìó ÌÈÌÀ-àëãîðèòìó.

Ïðåîáðàçîâàíèå ìèíèìàëüíî èçáûòî÷íîãî ìîäóëÿðíîãî êîäà (σ̃1, σ̃2, . . . , σ̃l) â
ïîçèöèîííûé r-è÷íûé êîä (s̃ν−1 s̃ν−2 . . . s̃0)r ÷èñëà S̃ ìåòîäîì äåëåíèÿ íà äâî-
è÷íóþ ýêñïîíåíòó r = 2b_r áàçèðóåòñÿ íà îïåðàöèîííîì êîðòåæå ðåêóðñèâíîãî
òèïà:〈

S̃0 = S̃, s̃0 =
∣∣∣S̃0

∣∣∣
r
; S̃1 =

⌊
S̃0/r

⌋
, s̃1 =

∣∣∣S̃1

∣∣∣
r
; S̃2 =

⌊
S̃1/r

⌋
, s̃2 =

∣∣∣S̃2

∣∣∣
r
; . . . ;

S̃ν−1 =
⌊
S̃ν−2/r

⌋
, s̃ν−1 =

∣∣∣S̃ν−1

∣∣∣
r

〉
.

(10)

Íà j-é èòåðàöèè ïðîöåññà ðåàëèçàöèè (10) ñíà÷àëà ôîðìèðóåòñÿ ìèíèìàëüíî èç-

áûòî÷íûé ìîäóëÿðíîé êîä (σ̃
(j)
1 , σ̃

(j)
2 , . . . , σ̃

(j)
l ) Ö× S̃j, à çàòåì íàõîäèòñÿ öèôðà

s̃j åãî r-è÷íîãî ïîçèöèîííîãî êîäà ïóòåì ðàñøèðåíèÿ ïîëó÷åííîãî ìèíèìàëüíî
èçáûòî÷íîãî ìîäóëÿðíîãî êîäà íà ìîäóëü r = 2b_r ñîãëàñíî ïðàâèëó:

s̃j =
∣∣∣S̃j∣∣∣

r
=

∣∣∣∣∣
l−1∑
i=1

∣∣∣Pi,l−1σ̃
(j)
i, l−1

∣∣∣
r

+
∣∣∣Pl−1Il(S̃j)

∣∣∣
r

∣∣∣∣∣
r

(
j = 0, ν − 1

)
, (11)

ãäå

σ̃
(j)
i, l−1 =

∣∣∣P−1
i,l−1σ̃

(j)
i

∣∣∣
pi

; (12)
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èíòåðâàëüíî-èíäåêñíàÿ õàðàêòåðèñòèêà Il

(
S̃j

)
÷èñëà S̃j îïðåäåëÿåòñÿ ïî ðàñ÷åò-

íûì ñîîòíîøåíèÿì (5)-(7) ïðè S̃ = S̃j è σ̃i = σ̃
(j)
i (i = 1, l).

×òî êàñàåòñÿ ÷èñëà S̃j, òî â ñîîòâåòñòâèè ñ (10) äëÿ öèôð åãî ìèíèìàëüíî
èçáûòî÷íîãî ìîäóëÿðíîãî êîäà âåðíà ôîðìóëà

σ̃
(j)
i =

∣∣∣∣∣
⌊
S̃j−1

r

⌋∣∣∣∣∣
pi

=


σ̃i ïðè j = 0,∣∣∣∣∣∣∣σ̃(j−1)

i − s̃j−1

∣∣∣
pi
· |r−1|pi

∣∣∣∣
pi

ïðè j = 1, ν − 1
(13)

(
i = 1, l

)
.

Êîíêðåòíûé âûáîð ñïîñîáà êîìïüþòåðíîé ðåàëèçàöèè áàçîâûõ ðàñ÷åòíûõ ñîîòíî-
øåíèé (10) � (13) ïðåäëàãàåìîãî ìåòîäà ìîäóëÿðíî-ïîçèöèîííîãî êîäîâîãî ïðåîá-
ðàçîâàíèÿ â ïåðâóþ î÷åðåäü îïðåäåëÿåòñÿ íåîáõîäèìîñòüþ îïåðèðîâàíèÿ â äèà-
ïàçîíàõ áîëüøèõ ÷èñåë � â êîíå÷íûõ êîëüöàõ ïî áîëüøèì ìîäóëÿì p1, p2, . . . , pn.
Â ÷àñòíîñòè, ýòî îòíîñèòñÿ ê íîðìèðîâàííûì îñòàòêàì (12), âû÷åòàì (7) è (13).

Ñðàâíèòåëüíûé àíàëèç ýôôåêòèâíîñòè ðàçðàáîòàííîãî ìåòîäà ñ íåèçáûòî÷-
íûìè âåðñèÿìè ïîêàçûâàåò, ÷òî ïî ïðîèçâîäèòåëüíîñòè îí ïðåâîñõîäèò àíàëîãè
êàê ìèíèìóì â l(19l − 3)/(22l − 6) ðàç. Â ÷àñòíîñòè, ïðè l = 7 ÷ 40 äîñòèãàåòñÿ
(6÷ 35)-êðàòíîå ïîâûøåíèå ïðîèçâîäèòåëüíîñòè.

4 Çàêëþ÷åíèå

Ïðåäëîæåíà ÌÈÌÀ-êîíôèãóðàöèÿ ìåòîäà äåëåíèÿ íà äâîè÷íóþ ýêñïîíåíòó äëÿ
âûïîëíåíèÿ äåêîäèðóþùåé îïåðàöèè â ïîðîãîâîì êðèïòîìîäóëå ðàçäåëåíèÿ ñåê-
ðåòà ñ ìàñêèðóþùèì ïðåîáðàçîâàíèåì. Ãëàâíûå îòëè÷èòåëüíûå îñîáåííîñòè ðàç-
ðàáîòàííîãî ïîäõîäà ê ðåøåíèþ ðàññìàòðèâàåìîé çàäà÷è îáóñëîâëåíû èñïîëü-
çîâàíèåì êîëåö ïðèíàäëåæíîñòè ñåêðåòà-îðèãèíàëà ïî ìîäóëÿì, èìåþùèì âèä
ñòåïåíåé ÷èñëà 2, à òàêæå âû÷èñëèòåëüíîé ÌÈÌÀ-òåõíîëîãèè, ñîãëàñîâàííîé ñ
ïîðîãîâûì ïðèíöèïîì. Ýòî ïðèâîäèò ê ñóùåñòâåííîìó ñîêðàùåíèþ ðåàëèçàöèîí-
íûõ çàòðàò íà ýòàïå ðåêîíñòðóêöèè èñõîäíîãî ñåêðåòà ïî êîäàì ìàñêèðóþùåãî
àíàëîãà.
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Â ñòàòüå èññëåäóåòñÿ íîâîå íàïðàâëåíèÿ â çàùèòå èíôîðìàöèè � êëåï-
òîãðàôèÿ, è åå ñâÿçü ñ êðèïòîãðàôèåé è ñòåãàíîãðàôèåé. Ââîäèòñÿ ïîíÿòèå
êëåïòîãðàôè÷åñêîãî ìåõàíèçìà è ïðèâîäèòñÿ èõ îáùàÿ êëàññèôèêàöèÿ. Äå-
ìîíñòðèðóþòñÿ íåêîòîðûå èçâåñòíûå êðèïòîïðèìèòèâû ñ âñòðîåííûì êëåï-
òîãðàôè÷åñêèì ìåõàíèçìîì.
Êëþ÷åâûå ñëîâà: êëåïòîãðàôèÿ; êðèïòîãðàôèÿ; ñòåãàíîãðàôèÿ; êàíàë
óòå÷êè èíôîðìàöèè

1 Ââåäåíèå

Ïðè ñîâðåìåííîì ðàçâèòèè èíôîðìàöèîííûõ òåõíîëîãèé è ôîðìèðîâàíèè êèáåð-
ïðîñòðàíñòâà ïðîáëåìà çàùèòû èíôîðìàöèè ñòàíîâèòñÿ åùå áîëåå àêòóàëüíîé.
Îñîáîå ìåñòî â åå ðåøåíèè èãðàþò êðèïòîãðàôè÷åñêèå è ñòåãàíîãðàôè÷åñêèå ìå-
òîäû çàùèòû. Åñëè ñ ïîìîùüþ êðèïòîãðàôèè ñêðûâàþò ñîäåðæèìîå çàùèùàåìîé
èíôîðìàöèè, òî ñòåãàíîãðàôè÷åñêèå ìåòîäû (êàíàëû ñêðûòîé ïåðåäà÷è äàííûõ,
öèôðîâûå îòïå÷àòêè ïàëüöåâ, öèôðîâûå âîäÿíûå çíàêè è ïð.) ïîçâîëÿþò ñêðûòü
ñàì ôàêò íàëè÷èÿ òàêîé èíôîðìàöèè.

Ëþáîå ãîñóäàðñòâî ïûòàåòñÿ êîíòðîëèðîâàòü, ïî êðàéíåé ìåðå, ñâîé ñåãìåíò
êèáåðïðîñòðàíñòâà. Ýòî âîçìîæíî ðàçíûìè ñïîñîáàìè. Íàïðèìåð, ñóùåñòâóåò âè-
äèìàÿ êîëëàáîðàöèÿ c ãîñóäàðñòâåííûìè ñòðóêòóðàìè (â ïåðâóþ î÷åðåäü ñïåö-
ñëóæá ÑØÀ, Êèòàÿ è Ðîññèè) êðóïíûõ ôèðì-ïðîèçâîäèòåëåé ìèêðîýëåêòðîíèêè,
âû÷èñëèòåëüíîé è òåëåêîììóíèêàöèîííîé òåõíèêè ñ öåëüþ ñáîðà èíôîðìàöèè î
ïîëüçîâàòåëÿõ è äîñòóïå ê èõ èíôîðìàöèè. Â ÑÌÈ íåîäíîêðàòíî ïîÿâëÿëèñü äàí-
íûå î ñîòðóäíè÷åñòâå ñî ñïåöñëóæáàìè èçâåñòíûõ ïðîèçâîäèòåëåé ñðåäñòâ òåëå-
êîììóíèêàöèé (Cisco, Huawei), øèôðàòîðîâ (Crypto AG, Omnisec, Mils Electronic),
ïðîãðàììíîãî îáåñïå÷åíèÿ (Microsoft), ñîöèàëüíûõ ñåòåé (Facebook, Âêîíòàêòå,
Îäíîêëàññíèêè), àíòèâèðóñíûõ ñèñòåì (Êàñïåðñêèé, Radware, McAfee), ïîñòàâùè-
êîâ óñëóã ýëåêòðîííîé ïî÷òû è ñåòåâûõ Èíòåðíåò-ãèãàíòîâ (Google, Yahoo, ÀÒ&T,
CenturyLink, Verizon). Òàêîå ñîòðóäíè÷åñòâî âêëþ÷àåò ðàçðàáîòêó è âñòðàèâàíèå
íåîáõîäèìûõ ¾áýêäîðîâ¿ ñ ïîñëåäóþùåé ïåðåäà÷åé ñïåöñëóæáàì òàéíûõ ñâåäå-
íèé î óÿçâèìîñòÿõ â àïïàðàòíîì è ïðîãðàììíîì îáåñïå÷åíèè, â òîì ÷èñëå è î
äåéñòâóþùèõ êëþ÷àõ øèôðîâàíèÿ.
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2 Êëåïòîãðàôèÿ è åå ñâÿçü ñ êðèïòîãðàôèåé, ñòå-
ãàíîãðàôèåé

Âîïðîñàìè ðàçðàáîòêè è âñòðàèâàíèÿ çàêëàäîê â ñèñòåìû çàùèòû èíôîðìàöèè
çàíèìàåòñÿ êëåïòîãðàôèÿ. Êëåïòîãðàôèÿ èçó÷àåò ìåòîäû ñèíòåçà è àíàëèçà êà-
íàëîâ ñêðûòîé ïåðåäà÷è äàííûõ (embedded trapdoor, subliminal channel), êîòîðûå
ïîçâîëÿþò ëèöó, âíåäðèâøåãî òàêîé êàíàë, ïîëó÷àòü ÷óâñòâèòåëüíóþ èíôîðìà-
öèþ îòíîñèòåëüíî êðèïòîñèñòåìû, êëþ÷åé øèôðîâàíèÿ èëè îðãàíèçîâûâàòü âû-
êà÷êó çàùèùàåìûõ äàííûõ ñ èíôîðìàöèîííûõ ñèñòåì. Êëåïòîãðàôèÿ ñòàëà ñè-
ñòåìíî ðàçâèâàòüñÿ â 70-õ ãîäàõ ïðîøëîãî ñòîëåòèÿ ñ ôîðìèðîâàíèåì ðûíêà ýëåê-
òðîííûõ øèôðàòîðîâ, à çàòåì è îòêðûòîãî ïðîãðàììíîãî îáåñïå÷åíèÿ, âêëþ÷àÿ
îïåðàöèîííûå ñèñòåìû. Ìåòîäû êëåïòîãðàôèè â ïîñëåäíåå âðåìÿ òàêæå óñïåøíî
îñâàèâàþòñÿ è ïðèìåíÿþòñÿ õàêåðàìè.

Êëåïòîãðàôèÿ, êàê íàïðàâëåíèå èíôîðìàöèîííîé áåçîïàñíîñòè, òåñíî ñâÿçàíà
ñ êðèïòîãðàôèåé è ñòåãàíîãðàôèåé (ðèñ. 1).

Ñâÿçü êëåïòîãðàôèè ñ êðèïòîãðàôèåé îáóñëîâëåíà òåì, ÷òî îáúåêòîì åå èñ-
ñëåäîâàíèé ÿâëÿåòñÿ êëåïòîãðàôè÷åñêàÿ çàêëàäêà (ìåõàíèçì), êîòîðàÿ ÿâëÿåòñÿ
÷àñòüþ êðèïòîñèñòåìû. Ìåòîäû êðèïòîàíàëèçà ÷àñòî èñïîëüçóþòñÿ äëÿ âûÿâëå-
íèÿ çàêëàäîê, òî åñòü ÿâëÿþòñÿ è èíñòðóìåíòàìè êëåïòîàíàëèçà.

Êëåïòîãðàôèÿ áëèçêà òàêæå ê ñòåãàíîãðàôèè. Îáùåé îòïðàâíîé òî÷êîé êàê
êëåïòîãðàôèè, òàê è ñòåãàíîãðàôèè ìîæíî ñ÷èòàòü ðàáîòû Ã.Ñàéìîíñà, â êîòîðûõ
ñôîðìóëèðîâàíû è èññëåäîâàíû ¾ïðîáëåìà óçíèêà¿ (¾the prisoner's problem¿) è
ñêðûòûå êàíàëû ïåðåäà÷è (¾subliminal channels¿) [6,7].

Ðèñ. 1. Ñâÿçü êðèïòîãðàôèè, ñòåãàíîãðàôèè è êëåïòîãðàôèè

Ôóíêöèîíèðîâàíèå êëåïòîãðàôè÷åñêèõ è ñòåãàíîãðàôè÷åñêèõ ìåõàíèçìîâ â
íåêîòîðûõ àñïåêòàõ ñõîæè èëè ïåðåñåêàþòñÿ:

1. Êëåïòîìåõàíèçì, êîòîðûé âûïîëíÿåò ïåðåäà÷ó ñåêðåòà, ìîæåò ðàññìàòðè-
âàòüñÿ êàê ñòåãàíîãðàôè÷åñêèé êàíàë.
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2. Ñêðûòíî âñòðîåííûé ñòåãàíîãðàôè÷åñêèé ìåõàíèçì ìîæåò èñïîëüçîâàòüñÿ
ðàçðàáîò÷èêîì äëÿ êëåïòîãðàôè÷åñêèõ àòàê ïåðåäà÷è ñåêðåòà.

3. Êëåïòîãðàôè÷åñêèé ìåõàíèçì è ñòåãàíîñèñòåìà ìîãóò ñîñóùåñòâîâàòü íåçà-
âèñèìî. Íàïðèìåð, â îäíîé èç ìîäèôèêàöèé SETUP, êðîìå ñõåìû ïåðåäà÷è
êëþ÷à ñóùåñòâóþò òàêæå ñòåãîêàíàëû, êîòîðûå áàçèðóþòñÿ íà âðåìåííûõ
çàäåðæêàõ îòïðàâëåíèÿ, âåðîÿòíîñòíîì êîíòðîëå îïðåäåëåííûõ áèò îòêðû-
òûõ ñëó÷àéíûõ ïàðàìåòðîâ, èìèòàöèè ñáîåâ è ïð.

3 Îñíîâíûå íàïðàâëåíèÿ ðàçâèòèÿ êëåïòîãðàôèè

Íà äàííûé ìîìåíò, îñíîâíûì íàïðàâëåíèåì ïðàêòè÷åñêîé êëåïòîãðàôèè ÿâëÿ-
åòñÿ ñèíòåç êðèïòîñèñòåì è êðèïòîïðèìèòèâîâ ñ ñîîòâåòñòâóþùèìè çàêëàäêàìè.
Êðèïòîñèñòåìîé ñ êëåïòîçàêëàäêîé áóäåì íàçûâàòü òàêóþ êðèïòîñèñòåìó, ó êî-
òîðîé:

1. Ñòðóêòóðà ñèñòåìû ñãåíåðèðîâàíà ñ èñïîëüçîâàíèåì ¾ñåêðåòà ðàçðàáîò÷è-
êà¿.

2. ¾Ñåêðåò ðàçðàáîò÷èêà¿ ïðàêòè÷åñêè íåâîçìîæíî ïîëó÷èòü ïóòåì àíàëèçà
êðèïòîñèñòåìû èëè òàêîé àíàëèç âîîáùå íåâîçìîæíûé.

3. Êðèïòîãðàôè÷åñêèå ñâîéñòâà ñèñòåìû ñóùåñòâåííî îñëàáåâàþò â ñëó÷àå çíà-
íèÿ �ñåêðåòà ðàçðàáîò÷èêà�.

Òî åñòü, â êëåïòîãðàôè÷åñêîé ìîäåëè êðèïòîñèñòåìû äîáàâëÿåòñÿ ðîëü ¾ðàç-
ðàáîò÷èêà¿, öåëü êîòîðîãî ñîñòîèò â ìîäèôèöèðîâàíèè êðèïòîñèñòåìû (ëèáî ïî-
ñòðîåíèå åå ñ íóëÿ) òàêèì îáðàçîì, ÷òîáû îíà ñîäåðæàëà çàêëàäêó, êîòîðàÿ áû
ïîçâîëÿëà â ïðîöåññå ðàáîòû ñèñòåìû íåçàìåòíî ïåðåäàâàòü îïðåäåëåííóþ ñåê-
ðåòíóþ èíôîðìàöèþ ðàçðàáîò÷èêó èëè óïðîùàëà åìó çàäà÷ó ïîíèæåíèÿ êðèïòî-
ãðàôè÷åñêèõ ñâîéñòâ ñèñòåìû.

Ïîñòðîåíèå êàíàëà óòå÷êè ïóòåì ìîäèôèêàöèè ðåàëèçàöèè ñòàíäàðòíîãî ïðî-
òîêîëà � îäíà èç íàèáîëåå èçó÷åííûõ êëåïòîãðàôè÷åñêèõ ïðîáëåì [4]. Ïåðâîé
ïîïûòêîé ôîðìàëèçàöèè êëåïòîãðàôè÷åñêîãî ìåõàíèçìà ÿâëÿåòñÿ ìîäåëü SETUP
(Secretly Embedded Trapdoor with Universal Protection), ïðåäëîæåííàÿ ßíîì èÞí-
ãîì, êîòîðàÿ ïîçâîëÿåò îðãàíèçîâàòü ñêðûòóþ ïåðåäà÷ó ñåêðåòíîãî êëþ÷à êðèï-
òîñèñòåì íà áàçå RSA è çàäà÷è äèñêðåòíîãî ëîãàðèôìà [8].

Ó÷èòûâàÿ øèðîêîå èñïîëüçîâàíèå êðèïòîãðàôè÷åñêîé çàùèòû â
èíôîðìàöèîííî-òåëåêîììóíèêàöèîííûõ ñèñòåìàõ, îñîáóþ îñòðîòó ïðèîáðå-
òàþò âîïðîñû çàùèòû ñàìèõ êðèïòîñèñòåì íà âñåõ óðîâíÿõ èõ æèçíåííîãî
öèêëà: ýòàïå ïðîåêòèðîâàíèÿ, ðåàëèçàöèè, ðàçâåðòûâàíèÿ è èñïîëüçîâàíèÿ.
Àêòóàëüíûìè â ýòîì àñïåêòå ÿâëÿþòñÿ âîïðîñû:

âîçìîæíîñòè ïîñòðîåíèÿ êðèïòîñèñòåì, óñòîé÷èâûõ ê ðàçëè÷íûì òèïàì êëåï-
òîãðàôè÷åñêèõ àòàê;

ðàçðàáîòêè êðèòåðèåâ íàëè÷èÿ/îòñóòñòâèÿ êëåïòîãðàôè÷åñêèõ çàêëàäîê ïðè-
ìèòèâîâ;
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Òàáëèöà 1 Êëàññèôèêàöèÿ êëåïòîãðàôè÷åñêèõ ìåõàíèçìîâ

Êëàññèôèêàöèÿ Òèï êëåïòîìåõàíèçìà Ïðèìåðû
Ïî ñòåïåíè çàêðû-
òîñòè ðåàëèçàöèè

Çàêðûòûå ñòàíäàðòèçîâàí-
íûå ðåàëèçàöèè

Ïðîãðàììíûå áèáëèîòåêè,
ñõåìîòåõíè÷åñêèå îïèñàíèÿ,
ñïåöèôèêàöèè àëãîðèòìîâ

Çàêðûòûå ðåàëèçàöèè Ïðîïðèåòàðíûå ïðîãðàìì-
íûå ïðîäóêòû ñ îáôóñêàöè-
åé ïðîãðàììíîãî îáåñïå÷å-
íèÿ è ïîòîêîâ äàííûõ

Àïïàðàòíûå ðåàëèçàöèè Êðèïòîãðàôè÷åñêèå ìèêðî-
êîíòðîëëåðû, àïïàðàòíûå
êðèïòîìîäóëè

Ïî ðåçóëüòàòàì
àíàëèçà

Íåäåñòðóêòèâíûå (ñ âîçìîæ-
íîñòüþ äàëüíåéøåãî èñïîëü-
çîâàíèÿ)

Àíàëèç ïðîãðàììíûõ êîì-
ïîíåíòîâ, ìàñêèðóþùèõñÿ
àïïàðàòíûõ êîìïîíåí-
òîâ, ëîãè÷åñêèé àíàëèç
ñïåöèôèêàöèé è ò.ä.

Äåñòðóêòèâíûå (áåç âîçìîæ-
íîñòè äàëüíåéøåãî èñïîëü-
çîâàíèÿ)

Àíàëèç êðèïòîãðàôè÷åñêèõ
êîíòðîëåðîâ, âñòðîåííîé
EEPROM-ïàìÿòè è ò.ä.

Ïî óðîâíþ ïî-
ñòðîåíèÿ

Ìîäèôèêàöèÿ ãîòîâûõ
êðèïòîñèñòåì

Äîáàâëåíèÿ êàíàëà óòå÷êè
â ðåàëèçàöèþ ñèñòåìû, íà-
ïðèìåð, àòàêà BEAST ïðî-
òîêîëà TLS1.0 i íèæå

Ïîñòðîåíèå íîâûõ êðèïòîàë-
ãîðèòìîâ ñî âñòðîåííûìè çà-
êëàäêàìè

Ïðèìåðû âåðîÿòíî òàêèõ
àëãîðèòìîâ: DES, DualEC,
DRGB

Ïî ñïîñîáó âíåä-
ðåíèÿ

Îòêðûòîå ðàñïðîñòðàíåíèå
êëåïòîãðàôè÷åñêèõ ìîäèôè-
êàöèé ðåàëèçàöèè àëãîðèò-
ìîâ

Íàïðèìåð, â âèäå ïðîãðàìì-
íûõ êîìïîíåíòîâ

Ðàñïðîñòðàíåíèÿ ïðîïðèå-
òàðíûõ çàêðûòûõ êðèïòî-
ñèñòåì â âèäå àïïàðàòíûõ
ìîäóëåé
Ëîááèðîâàíèå ñòàíäàðòè-
çàöèè êëåïòîãðàôè÷åñêèõ
êðèïòîñèñòåì, íàâÿçûâàíèå
èõ èñïîëüçîâàíèÿ ÷åðåç
ïðàâîâûå ìåõàíèçìû, êîð-
ïîðàòèâíûå ïîëèòèêè èëè
ìàðêåòèíãîâûå êàìïàíèè
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ñèíòåçà êðèïòîãðàôè÷åñêèõ ñèñòåì è êðèïòîïðèìèòèâîâ ñ çàêëàäêàìè ñ öåëüþ
ðàñøèðåíèÿ ìíîæåñòâà øàáëîíîâ ïðîåêòèðîâàíèÿ çàêëàäîê äëÿ èññëåäîâàíèÿ ìå-
òîäîâ èõ âûÿâëåíèÿ è ïðîòèâîäåéñòâèÿ èì.

Êëåïòîãðàôè÷åñêèå ìåõàíèçìû ðàçíÿòñÿ ïî ñöåíàðèþ ïîñòðîåíèÿ, ñïîñîáó çà-
ùèòû êàíàëà ðàçðàáîò÷èêà, óðîâíþ àáñòðàêöèè è òîìó ïîäîáíîå. Èçâåñòíûå ðàáî-
òû, êàñàþùèåñÿ ïðîáëåì êëåïòîãðàôèè, ôîêóñèðóþòñÿ íà îòäåëüíûõ àëãîðèòìàõ
ñ ïîòåíöèàëüíîé çàêëàäêîé èëè ïîñòðîåíèåì êîíêðåòíûõ ïðîòîêîëîâ ñ êàíàëàìè
íåçàìåòíîé óòå÷êè ñåêðåòà, ïîýòîìó ðàçíîîáðàçèå ìåòîäîâ â îïðåäåëåííîé ìåðå
ðàçìûâàåò îáùóþ êàðòèíó íàïðàâëåíèÿ. Êëàññèôèêàöèÿ êëåïòîãðàôè÷åñêèõ ìå-
õàíèçìîâ ïðèâåäåíà â òàáëèöå 1.

Ïðîáëåìîé âñåõ ïðàêòè÷åñêèõ êëåïòîãðàôè÷åñêèõ ìåõàíèçìîâ ÿâëÿåòñÿ òî, ÷òî
äàæå ïðè íàõîæäåíèè çàêëàäêè èëè êàíàëà óòå÷êè íåâîçìîæíî ïðàêòè÷åñêè äîêà-
çàòü ¾óìûøëåííîñòü¿ åå ïîñòðîåíèÿ, ïîñêîëüêó îíè òàêæå ìîãóò ñâèäåòåëüñòâî-
âàòü ëèøü î íåäîñòàòî÷íîñòè èìåþùèõñÿ ìåòîäîâ èëè êâàëèôèêàöèè àíàëèòèêîâ.
Ïîýòîìó ïîä êðèïòîïðèìèòèâîì ñ âñòðîåííûì êëåïòîãðàôè÷åñêèì ìåõàíèçìîì
ìû ïîíèìàåì òàêóþ ñõåìó, ãäå òîëüêî ïîòåíöèàëüíî ìîæåò áûòü íàìåðåííî îðãà-
íèçîâàí êàíàë óòå÷êè èëè íàðóøåíèÿ êðèïòîãðàôè÷åñêèõ ñâîéñòâ.

4 Îáçîð ñîâðåìåííûõ êëåïòîãðàôè÷åñêèõ ìåõà-
íèçìîâ

Ïðèâåäåì íåñêîëüêî ïðèìåðîâ, êîòîðûå, ïî âñåé âåðîÿòíîñòè, ñîäåðæàò êëåïòî-
ãðàôè÷åñêèå ìåõàíèçìû.

1. Àëãîðèòì øèôðîâàíèÿ DES. Àëãîðèòì ñèììåòðè÷íîãî øèôðîâàíèÿ DES
áûë ïðåäëîæåí â 1974 ãîäó ôèðìîé IBM, áàçèðóåòñÿ íà ñåòè Ôåéñòåëÿ, ðàçìåð
îòêðûòîãî òåêñòà è ñîîáùåíèÿ ñîñòàâëÿåò 64 áèò, ðàçìåð êëþ÷à � 56 áèò. Â îðèãè-
íàëüíóþ ñõåìó ÀÍÁ ÑØÀ áûë âíåñåí ðÿä èçìåíåíèé (óìåíüøåíèå äëèíû êëþ÷à
ñ 64 äî 56 áèò, ¾ïîìîùü¿ ñîòðóäíèêîâ ÀÍÁ â ãåíåðàöèè S-áëîêîâ), ÷òî ñíèçèëî
óñòîé÷èâîñòü àëãîðèòìà ê àòàêàì ïåðåáîðà è äèôôåðåíöèàëüíûõ àíàëèçà. Ýòî
íàâîäèëî íà ïîäîçðåíèÿ, ÷òî òàêèå èçìåíåíèÿ áûëè âíåñåíû ïðåäíàìåðåííî äëÿ
òîãî, ÷òîáû ñïåöñëóæáû ÑØÀ, èìåâøèå äîñòàòî÷íûå âû÷èñëèòåëüíûå âîçìîæíî-
ñòè, ìîãëè ïðîâîäèòü äåøèôðîâàíèå ñîîáùåíèé áåç çíàíèÿ ñåêðåòíûõ êëþ÷åé. Â
÷àñòíîñòè, åñòü ïîäîçðåíèÿ, ÷òî îíè âëàäåëè ìåòîäàìè äèôôåðåíöèàëüíîãî êðèï-
òîàíàëèçà äî åãî ïóáëèêàöèè Áèõàìîì [2].

2. Ðîññèéñêèé ñòàíäàðò õåøèðîâàíèÿ ÃÎÑÒ Ð34-11-2012. Ðîññèéñêèé ñòàí-
äàðò õåøèðîâàíèÿ ÃÎÑÒ Ð34-11-2012 ïðèøåë íà ñìåíó óñòàðåâøåìó ñòàíäàðòó
ÃÎÑÒ Ð34-11-94. Äàííûé àëãîðèòì èìååò ðàçìåð áëîêà 512 áèò è äëèíó õåø-êîäà
256/512 áèò, çàÿâëåííûå ñëîæíîñòè ïîèñêà ïðîîáðàçà è ñèëüíîé êîëëèçèè áûëè
2512/2256 è 2256/2128 ñîîòâåòñòâåííî. Îäíàêî ïîñëå ñòàíäàðòèçàöèè ïîÿâèëîñü ðÿä
ðàáîò, äåìîíñòðèðóþùèõ ìåòîäû ïîñòðîåíèÿ êîëëèçèé è ïîèñêà ïðîîáðàçà óñå÷åí-
íûõ âåðñèé. Ñ òî÷êè çðåíèÿ êëåïòîãðàôèè, âàæåí òîò ôàêò, ÷òî ìåòîäû ãåíåðà-
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öèè áîëüøèíñòâà êîíñòàíòíûõ ïàðàìåòðîâ ÿâëÿþòñÿ íåèçâåñòíûìè, ÷òî íàâîäèò
íà ïîäîçðåíèå íà òî, ÷òî îíè ìîãóò áûòü ñåêðåòîì ðàçðàáîò÷èêà, ÷òî óïðîùàåò
äëÿ âëàäåëüöà ñåêðåòà îïðåäåëåííûå çàäà÷è êðèïòîàíàëèçà.

3. Ðîññèéñêèé ñòàíäàðò ñèììåòðè÷íîãî øèôðîâàíèÿ ÃÎÑÒ Ð34-12-2015.
Ñòàíäàðò áëî÷íîãî ñèììåòðè÷íîãî øèôðà ÃÎÑÒ Ð34-12-2015, ðàçðàáîòàííûé
Öåíòðîì çàùèòû èíôîðìàöèè è ñïåöèàëüíîé ñâÿçè ÔÑÁ Ðîññèè, ïðåäñòàâëÿåò
ñîáîé SP -ñåòü ñî ñõåìîé Ôåéñòåëÿ äëÿ êëþ÷åâîãî ðàñïèñàíèÿ. Áûëî ïîêàçàíî,
÷òî S -áëîê àëãîðèòìà ñãåíåðèðîâàí íå èñòèííî ñëó÷àéíûì îáðàçîì (êàê ýòî
óêàçàíî â ñòàíäàðòå), à ñ èñïîëüçîâàíèåì ãåíåðàòîðà, ñõåìó êîòîðîãî óäàëîñü
âîññòàíîâèòü. Â ñâîþ î÷åðåäü, ýòîò ôàêò õîòÿ íàïðÿìóþ è íå óêàçûâàåò íàëè÷èå
ëàçåéêè, îäíàêî íàâîäèò íà ïîäîçðåíèÿ î öåëåíàïðàâëåííîì ñíèæåíèè ñòîéêîñòè
ïðèìèòèâà ñ öåëüþ óïðîùåíèÿ êðèïòîàíàëèçà ðàçðàáîò÷èêàìè.

4. Ñèñòåìà àïïàðàòíîãî øèôðîâàíèÿ Skipjack è ñòàíäàðò EES. Ñòàíäàðò
EES (Escrowed Encryption Standard) àïïàðàòíîãî øèôðîâàíèÿ ðàçðàáîòàí ÀÍÁ
ÑØÀ â ðàìêàõ ïðîåêòà Capstone äëÿ ñèñòåì çàùèùåííîé ïðàâèòåëüñòâåííîé
ñâÿçè ñ çàêëàäêîé. Ñòàíäàðò âêëþ÷àåò â ñåáÿ áëî÷íûé àëãîðèòì ñèììåòðè÷íîãî
øèôðîâàíèÿ Skipjack è àðõèòåêòóðó LEAF (Law Enforcement Access Field � ïîëå
äîñòóïà äëÿ ïðàâîîõðàíèòåëüíûõ îðãàíîâ). Äëÿ èìïëåìåíòàöèè ñòàíäàðòà èñ-
ïîëüçîâàëñÿ çàùèùåííûé ÷èï Clipper. Ïðåäïîëàãàëîñü, ÷òî ñòîéêîñòü øèôðàòîðà
áóäåò áàçèðîâàòüñÿ íà ñåêðåòíîì àëãîðèòìå øèôðîâàíèÿ Skipjack, à ïðîöåññ
èíèöèàëèçàöèè êëþ÷åé áóäåò ïðîèçâîäèòüñÿ íåïîñðåäñòâåííî ðàçðàáîò÷èêîì
÷èïà. Àðõèòåêòóðà LEAF ïîçâîëÿåò èñïîëüçîâàòü äâà êëþ÷à ðàñøèôðîâàíèÿ:
îäèí � äëÿ ïîëüçîâàòåëÿ, à äðóãîé � äëÿ ïðàâîîõðàíèòåëüíûõ îðãàíîâ. Ïîýòîìó
ðàçðàáîò÷èêè ìîãóò ðàñøèôðîâûâàòü ïåðåõâà÷åííîå ñîîáùåíèå, â òî âðåìÿ
êàê îáû÷íûå ïîëüçîâàòåëè ìîãóò ýòî äåëàòü òîëüêî ñ ïîìîùüþ ñîáñòâåííûõ
ñåêðåòíûõ êëþ÷åé, êîòîðûå çàøèòû àïïàðàòíî.

5.Êàíàë óòå÷êè â ñèñòåìàõ íà îñíîâå êðèïòîãðàôèè íà ýëëèïòè÷åñêèõ êðèâûõ.
Èçâåñòíû êàê ìèíèìóì äâà ïðèíöèïèàëüíûõ ïîäõîäà ê ïîñòðîåíèþ ëàçåéêè íà
áàçå êðèïòîãðàôèè íà ýëëèïòè÷åñêèõ êðèâûõ:

1. ãåíåðàöèÿ êðèïòîãðàôè÷åñêè ñëàáîé ýëëèïòè÷åñêîé êðèâîé, ïîñòðîåíèå è
ïóáëèêàöèÿ èçîìîðôíîé ê íåé (èçîìîðôèçì ÿâëÿåòñÿ ñåêðåòíûì ïàðàìåò-
ðîì ðàçðàáîò÷èêà);

2. èñïîëüçîâàíèå ñòîéêîé ýëëèïòè÷åñêîé êðèâîé òàêîãî âèäà, ÷òî îòñóòñòâèå
ïðîâåðêè òîãî, ÷òî òî÷êà íàõîäèòñÿ íà êðèâîé ïðèâîäèò ê ïåðåâîäó îïåðàöèé
íàä êëàññîì êðèâûõ, â êîòîðîì ðàçðàáîò÷èê ìîæåò çà ïðèåìëåìîå âðåìÿ
ðåøàòü çàäà÷ó äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ.

Èäåÿ ïåðâîãî ïîäõîäà çàêëþ÷àåòñÿ â òîì, ÷òî ðàçðàáîò÷èê ñíà÷àëà âûáèðàåò ýë-
ëèïòè÷åñêèõ êðèâóþ Es, çàäà÷ó äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ êîòîðîé ìîæíî
ñâåñòè ê çàäà÷å äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ â ïîëå FN2 , èñïîëüçóÿ îïðåäåëåí-
íóþ ôóíêöèþ ñïàðèâàíèÿ Âåéëÿ òàê, ÷òî ïîñëåäíÿÿ ïðàêòè÷åñêè ðåøàåòñÿ ðàç-
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ðàáîò÷èêîì. Äàëåå, ðàçðàáîò÷èê ñòðîèò èçîìîðôíóþ êðèâóþ Epb, èñïîëüçóÿ ñåê-
ðåòíîå ïðåîáðàçîâàíèå ϕ: Es → Epb ìåòîäîì, îïèñàííûì â [3]. Çàòåì êðèâàÿ Epb
ïóáëèêóåòñÿ (íàïðèìåð, êàê ÷àñòü ñòàíäàðòà) è èñïîëüçóåòñÿ æåðòâîé. Â òàêîì
ñëó÷àå çàäà÷à äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ, íàïðèìåð, ïîèñê x : xG = P ïî
èçâåñòíûì G è P, ñëîæíàÿ äëÿ ïîëüçîâàòåëÿ ñèñòåìû, îäíàêî ðàçðàáîò÷èê ìîæåò
åå ñâåñòè ê çàäà÷å íà êðèâîé Es : P → ϕ−1(P ), G → ϕ−1(G), ÷òî ñâåäåíèåì ê çà-
äà÷å äèñêðåòíîãî ëîãàðèôìèðîâàíèÿ íàä ïîëåì îñòàòêîâ ïî ìåòîäó, îïèñàííîìó
â [5] ïîçâîëÿåò ðàçðàáîò÷èêó ðåøèòü çàäà÷ó ECDLP çà ïðèåìëåìîå âðåìÿ.

Êëåïòîìåõàíèçì âòîðîãî ïîõîäà ïðîäåìîíñòðèðîâàí íà ïðèìåðå ñõåìû öèôðî-
âîé ïîäïèñè íà áàçå ýëëèïòè÷åñêèõ êðèâûõ ECKCDSA [1]. Èäåÿ çàêëþ÷àåòñÿ â
òîì, ÷òî â àëãîðèòì ãåíåðàöèè öèôðîâîé ïîäïèñè æåðòâû ââîäèòñÿ îøèáêà (ñåê-
ðåòíûé ïàðàìåòð ðàçðàáîò÷èêà), ÷òî ïîçâîëÿåò ðàçðàáîò÷èêó, ïåðåõâàòèâ îïðåäå-
ëåííîå êîëè÷åñòâî ïîäïèñåé æåðòâû, ïîëó÷èòü åå ñåêðåòíûé êëþ÷.

6. Êàíàëû óòå÷êè ñåêðåòà â ïðîòîêîëàõ. Îäíèì èç èçâåñòíûõ ïðèìåðîâ òàêèõ
ìåõàíèçìîâ ÿâëÿåòñÿ ìåòîä SETUP, êîòîðûé ïîçâîëÿåò îðãàíèçîâàòü çàâëàäåíèå
ñåêðåòíûì êëþ÷îì ïóòåì ïðåäíàìåðåííîé ìîäèôèêàöèè ðåàëèçàöèè êðèïòîñè-
ñòåìû íà îñíîâå çàäà÷è ôàêòîðèçàöèè áîëüøèõ ÷èñåë èëè çàäà÷è äèñêðåòíîãî
ëîãàðèôìèðîâàíèÿ â êîíå÷íûõ ïîëÿõ.

Íà äàííûé ìîìåíò ýòîò ìåòîä ÿâëÿåòñÿ òåîðåòè÷åñêèì (îáùåèçâåñòíûõ ôàê-
òîâ åãî ïðèìåíåíèÿ íå èçâåñòíî), îäíàêî âïîëíå ðåàëüíûé äëÿ èñïîëüçîâàíèÿ íà
ïðàêòèêå. Äðóãîé òèï àòàêè � BEAST (CVE-2011-3389) íà ïðîòîêîë SSL äî âåðñèè
TLS 1.0, êîòîðûé èñïîëüçóåò êîìáèíàöèè óÿçâèìîñòåé XSS (Cross Site Scripting)
âåá ñåðâèñà è Session Fixation â ðåàëèçàöèè CBC ðåæèìà øèôðîâàíèÿ ïðîòîêîëà
SSL. Çëîóìûøëåííèê ìîæåò ïðèíóäèòü æåðòâó âûïîëíèòü áðàóçåðíûé êîä òà-
êèì îáðàçîì, ÷òî â ïîëó÷åííîé çàøèôðîâàííîé ïîñëåäîâàòåëüíîñòè íàðóøàåòñÿ
óíèêàëüíîñòü ñòàðòîâîãî âåêòîðà (CBC ðåæèì øèôðà) äëÿ êîæíîãî îòêðûòîãî
ñîîáùåíèÿ, ïîçâîëÿÿ íàïàäàþùåìó äåøèôðîâàòü ñåêðåòíóþ ÷àñòü ñîîáùåíèÿ. Â
äåéñòâèòåëüíîñòè, ìàëîâåðîÿòíî, ÷òîáû äàííàÿ àòàêà áûëà ñïëàíèðîâàííûì êëåï-
òîãðàôè÷åñêèì ìåõàíèçìîì, îäíàêî îíà èìååò îïðåäåë¼ííûå ïðèçíàêè òàêîãî:
âñëåäñòâèå âìåøàòåëüñòâà â ñèñòåìó æåðòâû îáðàçóåòñÿ êàíàë ñêðûòíîé óòå÷êè
ñåêðåòà.

Îòäåëüíîå âíèìàíèå ñëåäóåò îáðàòèòü íà àòàêè, êîòîðûå íàïðàâëåííûå íà îò-
êðûòûå ðåàëèçàöèè êðèïòîïðîòîêîëîâ. Îäíîé èç èõ îñîáåííîñòåé åñòü òî, ÷òî
èçìåíåíèÿ îòêðûòîé ðåàëèçàöèè ìîæåò äåëàòü ïðàêòè÷åñêè ëþáîé ðàçðàáîò÷èê,
ïðè ýòîì ïðîöåññ àóäèòà áåçîïàñíîñòè íå âñåãäà èäåò äîëæíûì îáðàçîì.

5 Çàêëþ÷åíèå

1. Îáîçíà÷åíà àêòóàëüíîñòü íîâîãî íàïðàâëåíèÿ â çàùèòå èíôîðìàöèè � êëåï-
òîãðàôèè è åå ñâÿçü ñ êðèïòîãðàôèåé è ñòåãàíîãðàôèåé.

2. Ââåäåíî íåôîðìàëüíîå ïîíÿòèå êëåïòîãðàôè÷åñêîãî ìåõàíèçìà êàê ðàñøè-
ðåíèå êðèïòîñèñòåìû, êîòîðîå äàåò äîïîëíèòåëüíûå âîçìîæíîñòè ðàçðàáîò-
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÷èêó.

3. Ïðèâåäåíà îáùàÿ êëàññèôèêàöèÿ êëåïòîãðàôè÷åñêèõ ìåõàíèçìîâ.

4. Ïðîäåìîíñòðèðîâàíû íåêîòîðûå èçâåñòíûå êðèïòîïðèìèòèâû ñ âñòðîåííûì
êëåïòîãðàôè÷åñêèì ìåõàíèçìîì: àëãîðèòì áëî÷íîãî øèôðîâàíèÿ DES, ñè-
ñòåìà àïïàðàòíîãî øèôðîâàíèÿ Skipjack, à òàêæå àëãîðèòì õåøèðîâàíèÿ ñ
ïîòåíöèàëüíîé ëàçåéêîé ÃÎÑÒ Ð34-11-2012.
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We model distributed proof generation for ZK-SNARKs-based blockchains
via discrete Markov chains. Two di�erent types of proof construction models are
considered: those in which all the proofs to be built are independent (they can
be considered as leaves on the Merkle tree) and those in which the proofs are
located at all nodes of the Merkle tree, and hence form a partially ordered set.
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1 Introduction

The paper considers the problem of estimating the number of steps to build a complete
set of SNARK proofs in the Merkle tree for blockchains. In doing so, we consider two
di�erent types of proof construction models: those in which all the proofs to be built
are independent (they can be considered as leaves on the Merkle tree) and those in
which the proofs are located at all nodes of the Merkle tree, and hence form a partially
ordered set. The �rst one obviously is much more simpler, and we partially solved it.

The article is organized in the next way. The Chapter 3 illustrate the lumping of
states technique for Markov chains on the sample of coupon collector's problem. This
technique and this sample are used the further sections. Section 3 considers the problem
of the number of steps to construct a complete set of proofs that are leaves of the Merkle
tree. We proof that the model from Example 5 initially formulated as non-Markovian
is stochastically equivalent to the Markov chain from Example 4, and study its lumped
form from Example 6. The recurrent formulas for the expectation and variance of
the number of steps are received. We show that dependence of expectation on two
parameters the number of provers n and the number of leaves m can asymptotically
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reduces to a function h of single parameter n/m and describe this function. Section
4 covers the construction of the entire Merkle tree. Moreover, it is convenient to
generalize the models from Sections 2 and 3 to the case of a partially ordered set.
This generalization leads to some useful ideas, such as a more appropriate probability
distribution on poset items. We are interested in the case of a complete Merkle tree
with 2` − 1 nodes. It is hardly possible to expect a complete analytical solution. The
corresponding numerical results and their analysis are supposed to be considered in
the expanded version of these theses.

This work was supported in part by the National Research Foundation of Ukraine
under Grant 2020.01/0351.

2 Preliminary models

The Stirling numbers of the second kind can be de�ned in the context of the Stanley's
twelvefold way [5,1.9]: S(m,n) =

{
m
n

}
is the number of partitions of the m labeled

elements into n non-empty nonlabelled blocks. Denote m := {1, 2, . . . ,m}. Then the
number of surjections m � n is n!

{
m
n

}
. It can be calculated as a sum of multinomial

coe�cients
(

m
m1,...,mn

)
:= m!

m1!···mn!
, using the forward di�erence operator ∆ or the

inclusion-exclusion principle:

n!

{
m

n

}
=

∑
m1+···+mn=m

mi>1

(
m

m1, . . . ,mn

)
= ∆n0m =

n∑
r=0

(−1)r
(
n

r

)
(n− r)m.

Here we assume that Markov chains are discrete-time, stationary and with �nite or
countable state-space S. We write elements of transition matrix in the form

pij = p(i, j) = P(X(n+ 1) = j | X(n) = i), i, j ∈ S.

This a stochastic matrix with
∑

j∈S pij = 1.

De�nition 1 ([2,�6.3]). Let p = (pss′)s,s′∈S be a stochastic matrix over a state-space
S. A surjection π : S � T is called a lumping map (and the corresponding partition
S =

∐
t∈T π

−1(t) lumpable) if for any t′ ∈ T the sum
∑

s′∈π−1(t′) pss′ is locally constant

on s ∈ π−1(t) for each t ∈ T .

Proposition 1. Let (pss′)s,s′∈S be a stochastic matrix and π : S � T a lumping map.

1. Then one can de�ne a new stochastic matrix over a state-space T with entries
pπtt′ :=

∑
s′∈π−1(t′) pss′, s ∈ π−1(t).

2. Let v = (δπ(s),t)s∈S,
t∈T

be the incidence matrix corresponding to the lumping map π,

and u = (vtv)−1vt the transpose matrix, normalized to stochastic, then the lumped
k-fold transition matrix is

(upv)k = upkv. (1)
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We describe a so called coupon collector model as a result of lumping constructions.
It is closely related to the our further models, in particular leads to the classical
occupancy distribution described via Stirling numbers of the second kind.

Example 1. Consider the asymmetric random walk on the n-dimensional hyperoctant
Zn>0 with nonzero transition probabilities p(a, a+ ei) = 1/n for each a ∈ Zn>0 and basic
vectors ei = (0, . . . , 0︸ ︷︷ ︸

i−1

, 1, 0, . . . , 0︸ ︷︷ ︸
n−i

). Then nonzero entries of m-fold transition matrix are

pm(a, a+ h) = n−m
(

m
h1,...,hn

)
, where h1 > 0 and h1 + · · ·+ hn = m.

Example 2. The type map conversion map (-) : Z>0 → {0, 1}, a =

{
0, if a = 0,

1, if a > 0,

applied to each coordinate gets a lumping map Zn>0 → {0, 1}n for the previous Markov
chain. According to (1) for the obtained Markov chain on the hypercube {0, 1}n m-step
transition matrix pm is the following: if pm(a, b) then ai 6 bi for all i; and

pm(a, b) = n−m
∑

m1+···+mn=m
mi>1

(
m

m1, . . . ,mn

)
=

r!

nm

{
m

r

}
, where r =

∑
i

(bi − ai), if a 6= b.

pm(a, a) =
(∑

i

ai/n
)m
.

Example 3 (Coupon collector's problem). The projection of hypercube to the main
diagonal

{0, 1}n → {0, 1, . . . , n}, (ai)16i6n 7→
∑
i

ai

is a lumping map. Combining the states we get so called coupon collecting Markov
chain [3,2.2], where nonzero m-step transition probabilities are the following:

pm(k, k) =
km

nm
, pm(k, k + r) =

1

nm

(
n− k
r

)
r!

{
m

r

}
=

(n− k)r
nm

{
m

r

}
, (2)

where (n)r = n(n− 1) · · · (n− r + 1) is the falling factorial.
There are n distinct coupons in the urn. A collector draw with replacement one

random coupon in a step. The number ξm = ξ0p
m of distinct coupons selected after m

steps has the classical occupancy distribution [4]: P(ξm = r) = pm(0, r).
The expectation of number ζnr of steps to obtain exactly r distinct coupons is

described via harmonic numbers Hn = 1 + 1/2 + · · ·+ 1/n:

E ζnr = n(Hn −Hn−r). (3)

3 Distributed generation of sets of proofs

Example 4. Suppose that there exist m > 0 nodes in a network called provers and
a �nite set N of proof-candidates for which they need to construct proofs. We model
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this situation as a Markov chain, where states are subsets of N ′ ⊆ N of candidates
for which proofs are not yet constructed. On each step in the state N ′ each prover
independently selects a single candidate from N ′ and construct its proof, i.e. selection
is given by a function g : m→ N ′ uniformly distributed among all functions m→ N ′.
For given selections the next state is obtained by removing all candidates proved in
this step. So nonzero transition probabilities described via number of surjections:

p(N ′, N ′′) = |N ′ rN ′′|! ·
{

m

|N ′ rN ′′|

}
· |N ′|−m, N ′′ ⊆ N ′, |N ′ rN ′′| 6 m. (4)

Example 5. To force provers to act independently, rules are modi�ed in the following
way: Denote ordN the set of linear orderings of N i.e. bijections σ : {1, 2, . . . , |N |}

∼=−→
N . (Note that | ordN | = |N |!.) Suppose that at the beginning each prover randomly
selects its own priority ordering σi ∈ ordN , 1 6 i 6 m (We assume a uniform
distribution on ordN). After that the process becomes completely deterministic: In
the �rst step all provers select candidates according to the function g : m → N given
by g(i) := σi(1). The next state in N ′ = N r Im(g). There is a natural projection
ρNN ′ : ord(N)→ ord(N ′), which removes foreign elements from an ordering. And provers
can do the next step with priority orderings ρNN ′(σi).

Proposition 2. The model from Example 5 is stochastically equivalent to the Markov
chain from Example 4.

Äîêàçàòåëüñòâî. (Sketch.) Uniform distributions of σi imply 1) uniform distribution
of the �rst selection function g, and 2) uniform distributions of ρNN ′(σi), because the
�ber of ρNN ′ over each point has the same cardinality | ordN |/| ordN ′| = |N |!/|N ′|!.

Example 6. Note that the Markov chain from Example 4 admits a lumping map
N ′ 7→ |N |. For each m,n > 0 and we obtain a Markov chain with states {0, 1, . . . , n}.
Exactly from de�nition one can see that for �xed m and for n′ 6 n, one Markov chain
is included in other. So one can consider the colimit (union) of these chains for all n.
So for each m ∈ Z>0 we obtain a Markov chain, where states are nonnegative integers
and the only nonzero elements of transition matrix are the following

p(0, 0) = 1,

p(n, n− r) =
1

nm

(
n

r

)
r!

{
m

r

}
=

(n)r
nm

{
m

r

}
, n > 0, 1 6 r 6 m.

(5)

The formula coincides with the classical occupancy distribution from Example 3.
So if we start from the state ξmn0 ≡ n, then the evolution on the kth step is de�ned

via kth power of transition matrix:

ξmnk = ξmn0 pk.

The absorbing state is 0. All trajectories are strictly decreasing and ξmnk ≡ 0 for k > n.
The subject of our interest is the absorption time τmn, a random variable which

measure the exact number of steps m provers needs to obtain all n proofs. I.e. τmn =
k + 1 i� ξmnk+1 = 0 and ξmnk 6= 0.
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Taking into account the lower triangular form of our transition matrix we get
recurrent and explicit formulas

P(τmn = 0) = δn0,

P(τmn=k+1) =

min(m,n)∑
r=1

pnn−r P(τmn−r = k) =

min(m,n)∑
r=0

(n)r
nm

{
m

r

}
P(τmn−r = k)

(6)

P(τmn=k+1) =
∑

nk<···<n1<n0=n

pn0n1 · · · pnk−1nkpnk0

=
∑

nk<···<n1<n0=n

n!

(n0n1 · · ·nk)m

{
m

n0 − n1

}
· · ·
{

m

nk−1 − nk

}{
m

nk

}
.
(7)

Multiplying (6) by k` and taking a sum over k we get the recurrent formula for `th
moment:

E(τmn − 1)` =

min(n,m)∑
r=1

pmn−r E(τmn−r)`.

In particular, this allows to calculate expectation and variance:

Proposition 3. Let m > 0. Then τm0 ≡ 0 and for n > 0

E τmn = 1 +

min(n,m)∑
r=1

(n)r
nm

{
m

r

}
E τmn−r,

E(τmn)2 = −1 + 2 E τmn +

min(n,m)∑
r=1

(n)r
nm

{
m

r

}
E(τmn−r)2,

Var τmn = E(τmn)2 − (E τmn)2.

Here we compare the values of E τmn as results of analytic calculation using Wolfram
Mathematica (3 last digits in numerator) and of 105 random tests of model from
Example 5 (3 last digits in denominator):

n\m 10 20 30 40 50 100 200 300
10 2.16869

787
1.78542

357
1.37086

051
1.14190

100
1.05090

099
1.00027

027
1.00000

000
1.00000

000

20 3.47931
927

2.34507
533

2.00865
842

1.96422
396

1.83582
516

1.11346
316

1.00070
055

1.00000
001

30 4.67850
932

3.04330
296

2.48512
367

2.05429
539

2.00238
236

1.66514
691

1.03364
183

1.00115
112

40 5.80575
489

3.76690
573

2.99443
496

2.59552
423

2.13500
559

1.97687
744

1.22719
433

1.01995
928

50 6.89606
594

4.20784
602

3.27580
637

2.98450
461

2.68236
375

1.99990
982

1.60171
019

1.11091
170

100 12.16720
615

7.06755
721

5.24624
792

4.36879
869

3.98029
051

2.90527
516

2.00005
003

1.99585
578

200 22.47230
252

12.37230
229

9.00099
246

7.13489
424

6.06816
896

4.00045
029

2.99159
165

2.05752
897

300 32.65910
976

17.60450
329

12.50050
043

9.98039
139

8.27088
058

5.02111
084

3.30483
400

2.99925
942

Conjecture 1. • There exists a monotone increasing function h : R>0 → R>0

given by the limit
h(z) := lim

m,n→∞
n/m→z

E τmn;
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• h(z)↘ 1 when z ↘ 0;

• h(1) = 3 (for example E τ 750 750 ≈ 3− 1.1 · 10−8);

• h(z)/z ↘ 1 and h(z) = z + 1
2

log z +O(1) when z → +∞;

Äîêàçàòåëüñòâî. We can proof only part of the above statements, other are results of
numerical experiments. 1. For �xed m,n ∈ Z>0 the function Z>0 → R>0, a 7→ E τaman

is monotone increasing. 2. The expectation E τmn can be majorized by E ζnr form
coupon collector model:

E τmbm − E τmm 6 (E ζbmm + E ζ(b−1)m
m + · · ·+ E ζ2m

m )/m

= b(Hbm −H(b−1)m) + (b−1)(H(b−1)m−H(b−2)m) + · · ·+ 2(H2m−Hm)

≈ log
bb

(b− 1)!
≈

b�1
b+

1

2
log

b

2π
.

The graph of h(x) for small x looks like a ladder. From other hand we can see
the asymptotic of h(x) for x → ∞. On the �gures bellow graphs of the functions
n/750 7→ E τ 750n and n/50 7→ E τ 50n−n/50−ln(n/50)/2 give suitable approximations:

The behaviour of the variance Var τmn is more complicated. Our numerical
calculations allows to suppose that Var τmn < 1 if m > 10 and n/m < 10000.

Remark 1. Example 5 allows to obtain rough but very quick estimation of proof
construction success. Note that ξmnk > n−r implies that #{σi(j)|1 6 i 6 m, 1 6 j 6 r}.
So calculating probabilities we have P(ξmnk > n− r) 6

(
n
`

) ( (r)k
(n)k

)m
. In particular,

P(τmn > k) = P(ξmnk > 1) 6 n (1− k/n)m ≈
k/n�1

ne−k
m
n .

4 Distributed generation of Merkle trees

Our practical task is to generate proofs for nodes of Merkle tree. The nodes form a
partially ordered set (poset) whose Hasse diagram is the tree itself.

Some basic facts about posets can be found in [5,ch.3]. Let P be a poset. A subset
I ⊆ P is called a down-set (resp. up-set) if for each x ∈ I and y ∈ P with y 6 x (resp.
y > x) we have y ∈ I. Note that down-sets in P are up-sets in the opposite poset P op
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and vice versa. And I ⊆ P is a down-set i� its complement P r I is an up-set. The
set of up-sets in P form a distributive lattice ordered by inclusion (this statement is a
part of Birkho�'s representation theorem). Denote minP the set of minimal elements
in P .

A Merkle tree M` with 2` − 1 nodes as a poset consists of words of length < ` in
alphabet of two letters, say {0, 1}; and w > w′ i� w′ start with w. So the empty word
corresponds to the greatest element, the root. The number u` of up-sets in this poset
satis�es the recurrent relation u`+1 = u2

` + 1 (the sequence A003095).
One can generalise Makov chains from Examples 1,2 to the case of poset N . In

particular, for poset-guided analog of coupon collector Markov chain: a graph (not
mentioning loops) is the Hasse diagram for the lattice of down-sets in N . The further
lumping like in Example 3 exists only for special posets.

Let N be a poset. We consider a Markov chain, where states are up-sets in N .
Non-zero elements of transition matrix are

p(N ′, N ′′) = |N ′ rN ′′|! · S(m, |N ′ rN ′′|) · |minN ′|−m,
where N ′ r minN ′ ⊆ N ′′ ⊆ N ′ and |N ′ rN ′′| 6 m. If N is a discrete poset we obtain
a Markov chain from Example 4.

Note that very similar constructions around Birkho�'s representation theorem
describe shapes of cells of higher categories in [1].

Remark 2. We can extend the model from Example 5 to the case of poset N . The

only modi�cation is to de�ne a linear ordering of N as a monotone bijections σ : N
∼=−→

{1 < 2 < · · · < |N |}.
The number of linear orderings of a Merkle tree: | ord(M`+1)| = | ord(M`+1)|2

(
2`−2

2`−1−1

)
and | ord(M`+1)| =

∏`−1
k=1

(
2k+1−2
2k−1

)2`−k−1

= (2` − 1)!/
∏`

k=2(2k − 1)2`−k .
In this more general situation Proposition 2 is broken if we use equiprobability

distributions. An analog of this proposition remains true if we consider a system of
agreed probability distributions in general di�erent from uniform.
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IN STEGANOGRAPHY

Yu. Kharin1,a, E. Vecherko1,b

1,2Research Institute for Applied Problems of Mathematics and Informatics
Minsk, BELARUS

e-mail: akharin@bsu.by, bvecherko@bsu.by

This paper is concerned with topical problems in steganography on detection
of embeddings and statistical estimation of the models parameters. Binary
stationary Markov chains with known and unknown parameters are used as
mathematical models of cover-sequences. ML-estimators for models parameters
are constructed. Statistical tests for detecting embeddings are constructed based
on run statistic, short run statistic and likelihood ratio statistic. For a family of
contiguous alternatives the asymptotic power of tests based on run statistics is
found. A polynomial algorithm is developed for the statistical estimation of the
positions of embeddings. Two approaches for evaluating security of steganographic
schemes are proposed.
Keywords: steganography; embedding; Markov chain; statistical estimators;
short run; test; security

1 Introduction

The majority papers on the problem of detection of embeddings in steganography are
based on some empirical characteristics of cover-sequences and stego-sequences. Using
mathematical models in steganography provides construction of new estimators for
security of steganographic schemes. The problem of detection of embeddings using
mathematical models are considered in [1,3,4]. For example, in [4] the most powerful
statistical test was constructed in the case when the cover-sequence is a Bernoulli
scheme of independent trials. In this paper we draw attention to the interesting results
on detection of embeddings, estimation of positions of embeddings [3] and statistical
estimation for model parameters [2] when the cover-sequence mathematical model is
Markov chain of the �rst order.

2 Mathematical model

First, we introduce the notations: V = {0, 1} is a binary alphabet, VT is a set of
the binary T -dimensional vectors, N is a set of integer numbers, I{A} is an indicator
function of the event A, ut2t1 = (ut1 , . . . , ut2) ∈ Vt2−t1+1 (t1, t2 ∈ N, t1 ≤ t2) is a binary
string of t2 − t1 + 1 bits, w(·) is Hamming weight, L{ξ} is probability distribution of
a random variable ξ, B(θ) is Bernoulli probability distribution with parameter θ =
P{ξ = 1}, Φ(·) is the distribution function for the standart normal law N (0, 1), sgn(·)
is the sign function.
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A general mathematical (q, r)-model of embedding which is described in [3] allows
to embed r-bits message block into a q-bits cover-sequence block. The secret is a key
which contains the information of the positions of embeddings. Here we consider a
(1,1)-model of embedding with q = r = 1.

As it is shown in [2], an adequate model of the cover-sequence for embedding a
message is a binary sequence xT1 = (x1, x2, . . . , xT ) ∈ VT , xt ∈ V, t = 1, . . . , T, which is
a homogeneous Markov chain of order 1 with a symmetric matrix of one-step transition
probabilities P :

P =
1

2

(
1 + ε 1− ε
1− ε 1 + ε

)
, |ε| < 1, ε 6= 0. (1)

Here ε is the model parameter: the case ε = 0 corresponds to a scheme of independent
trials and was examined in [4]. We note that the Markov chain (1) satis�es the
ergodicity conditions and has uniform stationary probability distribution (1/2, 1/2).
Let us further assume that the Markov chain (1) is stationary, so its initial state
probability distribution coincides with the uniform distribution.

In practical applications a message is subjected to a cryptographic transformation
before being embedded in the cover-sequence, and hence we assume that a message
ξM1 = (ξ1, . . . , ξM) ∈ VM , M ≤ T, is a sequence of M independent Bernoulli random
variables, L{ξt} = B(θ1), θ1 ∈ (0, 1).

A secret key γT1 = (γ1, . . . , γT ) ∈ VT speci�es the positions at which the message
bits {ξt} are embedded in the cover-sequence xT1 . For the (1,1)-model of embedding the
key is a sequence of T independent Bernoulli random variables, L{γt} = B(δ), where
δ ∈ (0, 1) indicates the embeddings fraction.

Under the above model the popular methods of embedding in steganography
(�LSB replacement� and �±1 embedding�) are equivalent and the stego-sequence yT1
is generated as follows:

yt = xt ⊕ γtxt ⊕ γtξτt , τt =
t∑

j=1

γj ≤M. (2)

The random sequences {xt}, {ξt}, {γt} are assumed to be independent.
From a practical point of view the case θ1 = 1/2 in (2) is the most useful and

di�cult case for the proposed model of embedding as the one-dimensional probability
distribution of the cover-sequence is not changed after embedding: P{xt = 1} = P{yt =
1} = 1/2, t = 1, 2, . . . , T.

3 Statistical estimation for parameters of embeddings

We build the likelihood function for the observed stego-sequence νT1 ∈ VT . Following
[2,3], we divide the set Vt of the binary t-dimensional vectors into t+1 disjoint subsets:
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Vt = Γ
(t)
0 ∪ Γ

(t)
1 ∪ . . . ∪ Γ

(t)
t ,

Γ
(t)
0 = {ut1 ∈ Vt : ut = 1}, Γ

(t)
1 = {ut1 ∈ Vt : ut−1 = ut = 0},

Γ
(t)
j = {ut1 ∈ Vt : ut−j = 0, ut−j+1 = . . . = ut−1 = 1, ut = 0}, 1 < j < t,

Γ
(t)
t = {ut1 ∈ Vt : u1 = . . . = ut−1 = 1, ut = 0},

which generates the all possible key subsequences γt1 = ut1 ∈ Vt.
The set Γ(q,r) of all keys for (q, r)-model (every q-size block of secret key has a

Hamming weight of 0 or r) is

Γ(q,r) = {uT1 ∈ VT : w(uT1 ) = rbr(u
T
1 )} ⊆ VT , |Γ(q,r)| = (1 + Cr

q )
T/q,

bh(u
T
1 ) =

T/q∑
k=1

I{w(uqkq(k−1)+1) = h}, h ∈ {0, . . . , q}.

Lemma 1. The likelihood function for the (q, r)-model of embedding is as follows:

L(ε, δ) = P{yT1 = νT1 } = 2−T
∑

uT1 ∈Γ(q,r)

(1− δ)b0(uT1 )(δ/Cr
q )
br(uT1 )

T∏
t=1

ϕt(u
t
1, ν

t
1),

ϕt(u
t
1, ν

t
1) =

{
1, ut1 ∈ Γ

(t)
j , j ∈ {0, t}

1 + (−1)νt−j+νtεj, ut1 ∈ Γ
(t)
j , 1 ≤ j ≤ t− 1.

Maximum likelihood estimators (ML-estimators) ε̂, δ̂ of the model
parameters ε, δ are the solution of the following maximization problem:
L(ε, δ) → max

ε∈[−1,1], δ∈[0,1]
. In [2] the polynomial algorithm is provided for calculating a

value of likelihood function L(·) in a �xed point (ε, δ) in case r < q. The ML-estimators
construction is based on that algorithm.

4 Statistical detection of embeddings

4.1 Run test

We de�ne two hypotheses concerning the embeddings fraction δ ∈ [0, 1]:

H0 : {δ = 0}, H1 : {δ > 0}. (3)

The hypothesis H0 means that there is no embeddings and the stego-sequence yT1 is
equal to the cover-sequence xT1 . The composite alternative H1 means the presence of
embeddings of some unknown fraction δ > 0. If the parameter of the cover-sequence ε
is known then the null hypothesis is simple and will be denoted by H0,ε, otherwise H0

is also a composite hypothesis. If the hypothesis H0 holds then the probability measure
P will be denoted by P0, otherwise by Pδ.
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We introduce the run statistic

BT = BT (yT1 ) = 1 +
T−1∑
t=1

yt ⊕ yt+1,

that is used in the �run test� [6] and means the total number of runs. By virtue (1)
under the null hypothesis H0,ε the sequence of indicators I{yt ⊕ yt+1 = 1} consists of
independent random variables with Bernoulli distribution B(2−1(1 − ε)). In practice
it is convenient to use the asymptotic version of test as T →∞ which is given by the
critical region

XB1α = {yT1 : sgn(ε)BT ≥ sgn(ε)(1 + 1
2
T (1− ε))− 1

2
tα
√
T (1− ε2)}, (4)

where tα is a quantile of level α ∈ (0, 1) for the standard normal distribution,
Φ(tα) = α.

Theorem 1. Let the model of embedding (2) holds. Then as T → ∞ the asymptotic
size of the test (4) for hypotheses H0,ε,H1 that is based on the total number of runs BT
coincides with a preassigned signi�cance level α ∈ (0, 1). The asymptotic expression for
the power of this test for the (1, 1)-model of embedding under the family of contiguous

alternatives H1,δ : {δ =
ρ

T β
}, β > 0, is as follows

WB
1 →


1, 0 < β < 1/2,

Φ(tα + 2ρ
|ε|√

1− ε2
), β = 1/2,

α, β > 1/2.

(5)

Let us now construct the sequence of indicators of the states changing (a change
from �1� to �0� and vice versa) for the stego-sequence y1, . . . , yT ∈ VT :

zt = yt ⊕ yt+1 ∈ V, t = 1, . . . , T − 1. (6)

Then we de�ne a set of patterns in the new sequence (6):

{b1, b2, . . .}, bτ = (1, 0, . . . , 0︸ ︷︷ ︸
τ

, 1), τ ∈ N ∪ {0},

where bτ is a subsequence of τ states �0� which is bounded from the left and from the
right by states �1�. Such patterns specify the runs of �0� and �1� of length τ + 1 in the
stego-sequence {yt}.

4.2 Short run test

Let us consider the bivariate short run statistic

(BT,1, BT,2) = (
T−2∑
t=1

zt,

T−2∑
t=1

ztzt+1), (7)
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where the statistic BT,2 is the total number of runs of �0� and �1� of length 1 in the
stego-sequence {yt}.

Under the alternative H1 the initial �rst-order moments of statistic (BT,1,BT,2) are

Eδ{BT,1} = (T − 2)1
2
(1− (1− δ)2ε) =

= E0{BT,1}+ T 1
2
δ(2− δ)ε+ o(T ), T →∞,

Eδ{BT,2} = (T − 2)1
4
(1− (1− δ)2ε(2− ε)) =

= E0{BT,2}+ T 1
4
δ(2− δ)ε(2− ε) + o(T ), T →∞.

(8)

Lemma 2. Under the (1, 1)-model of embedding, if the alternative H1 holds, then the
random variables zt, zs are independent with |t− s| ≥ 2, the random variables zt, zszs+1

are independent with |t− s| ≥ 2, and ztzt+1, zszs+1 are independent with |t− s| ≥ 3.

In [3] it is shown that the random bivariate variable

1√
T

(
BT,1 − 1

2
T (1− (1− δ)2ε),BT,2 − 1

4
T (1− (1− δ)2ε(2− ε))

)′
has an asymptotically normal probability distribution N2((0, 0)′,Σ1), with zero mean,
and its covariation matrix Σ1 = (σ1,ij), i, j = 0, 1, is being the follows:

σ1,00 = 1
4
(1− (1− δ)2ε2(1− 6δ + 3δ2)),

σ1,01 = σ1,10 = 1
4
(1− (1− δ)2ε(1− ε)2 − (1− δ)4ε2(3− 2ε)),

σ1,11 = 1
16

(5− (1− δ)2(2(4 + δ3)ε+ 2(1− 10δ + 5δ2)ε2−
−2(4− 16δ + 8δ2 + δ3)ε3 + (3− 10δ + δ2)ε4)).

Unfortunately, using the bivariate statistic (7) does not allow to obtain an analytic
expression of the test power because the covariance matrix depends on δ (see [3]). The
following important property of the asymptotically normal distribution of the random
variable (7) under the alternative H1,δ is that with δ changing from 0 to 1 the center
of distribution of (BT,1,BT,2) always lies on the line{

b1 = 1
2
Tε∆ + 1

2
T (1− ε),

b2 = 1
4
Tε(2− ε)∆ + 1

4
T (1− ε)2,

∆ = δ(2− δ). (9)

Taking into account the above property (9) we construct a statistical test for hypotheses
H0,ε,H1 based on the statistic obtained as the orthogonal projection of (BT,1,BT,2) on

the line (9). With ε > 0 the test is given by the critical region X
h+
1α :

{yT1 : BT,1 + 1
2
(2− ε)BT,2 ≥ 1

2
T (1− ε) + 1

8
T (1− ε)2(2− ε)− tα

√
Tdh}, (10)

dh = 2−6(1− ε2)(68− 100ε+ 65ε2 − 20ε3 + 3ε4).

Theorem 2. Let the model of embedding (2) holds and let ε > 0. Then as T →∞ the
asymptotic size of the test (10) for the hypotheses H0,ε,H1 based on the projection of
short run statistic

h = BT,1 − 1
2
T (1− ε) + 1

2
(2− ε)(BT,2 − 1

4
T (1− ε)2) (11)
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coincides with the signi�cance level α ∈ (0, 1). The asymptotic power of this test for the

(1, 1)-model of embedding under the family of contiguous alternatives H1,δ : {δ =
ρ√
T
}

is as follows:

W h+
1 → Φ

(
tα +

ρε(1 + 1
4
(2− ε)2)√
dh

)
, T →∞. (12)

The proves of Lemma 2, Theorem 1 and Theorem 2 we give in [3].

4.3 Likelihood ratio test

Let us now consider the case when the parameter ε in (1) is unknown and separeted
from zero: ε0 ≤ |ε| < 1, where ε0 > 0 is a known boundary value.

To test the hypotheses H0,H1 we now construct the statistical likelihood ratio test.
The statistic λT of this test for the hypotheses H0, H1 is

λT = λT (yT1 ) = −2 ln
L(ε̂, 0)

max{L(ε̂1, δ̂1), L(ε̂, 0)}
≥ 0, (13)

where ε̂, (ε̂1, δ̂1) are the ML-estimators under the hypotheses H0 and H1 respectively.

The statistic (13) is equivalent to the likelihood ratio statistic

max
|ε|<1,δ>0

Pδ{y1, . . . , yT}

max
|ε|<1

P0{y1, . . . , yT}
.

The statistical test of size α ∈ (0, 1) based on the statistic λT is de�ned by the
critical region

Xλ
1α = {yT1 ∈ VT : λT ≥ λα}, (14)

where λα > 0 is the solution of the equation

sup
ε0≤|ε|<1

P0{λT ≥ λ} = sup
ε0≤|ε|<1

(1− F0(ε, T, λT )) = α. (15)

Here F0(ε, T, λT ) is the probability distribution function of the statistic (13) under the
null hypothesis H0.

To estimate the value of λα, satisfying (15), we use the Monte-Carlo procedure: we
modelM0 samples of Markov chain of length T with the parameter ε0. For each sample
we calculate the value of the statistic by (13). Let λ(1), . . . , λ(M0) be the calculated
values. Then λα can be estimated by the sample quantile of level 1−α: λ̂α = λ([(1−α)M0]);
the accuracy of this procedure increases as M0 →∞. So, the test (14) for hypotheses
H0,H1: the hypothesis H0 (respectively H1) is adopted if p ≥ α (p < α), where

p =
1

M0 + 1
(1 +

M0∑
i=1

I{λ(i) > λT}).
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5 Statistical estimation of embeddings positions

If the alternative H1 is adopted, then there is one more problem: estimate positions of
embeddings � the indexes t ∈ {1, . . . , T} at which in accordance with (2) a bit of the
cover-sequence {xt} is replaced by a bit of the hidden message {ξt}.

The estimator by the maximum a posteriori probability criterion admits the
following equivalent representation:

γ̂T∗1 = arg max
uT1 ∈Γ(q,r)

Pδ{γT1 = uT1 |yT1 = νT1 } =

= arg max
uT1 ∈Γ(q,r)

Pδ{γT1 = uT1 , y
T
1 = νT1 }.

(16)

The solution of the maximization problem (16) for the (q, r)-model [3] of embeddings
by the brute force has a computational complexity O(T (1 + Cr

q )
T/q). So, we develop a

polynomial algorithm for solving this problem based on the classical Viterbi algorithm
[5].

We denote:

st(ut−c, . . . , ut) = max
u1,...,ut−c−1∈V

log Pδ{yt1 = νt1, γ1 = u1, . . . , γt = ut},

c = max{2r + 1, q − 1}.

The initial values of st(u1, . . . , ut) ïðè t = 1, . . . , c are as follows:

s1(u1) = logϕ1(u1, ν1) + log Pδ{γ1 = u1},
st(u1, . . . , ut) = st−1(u1, . . . , ut−1) + logϕt(u

t
1, ν

t
1)+

+ log Pδ{γt = ut|γt−1 = ut−1, . . . , γ1 = u1}, 2 ≤ t ≤ c,

(17)

where ϕt(·) is found in Lemma 1.

Theorem 3. Under the (q, r)-model of embeddings [3] with q > r, the recurrence
relation

st(ut−c, . . . , ut) = log Pδ{γt = ut|γt−1 = ut−1, . . . , γt−c = ut−c}+
+ max
ut−c−1∈V

st−1(ut−c−1, ut−c, . . . , ut−1) + log ft(u
t
t−2r−1, ν

t
t−2r−1)− log 2, (18)

holds for st(·) with t > c, where

ft(u
t
t−2r−1, ν

t
t−2r−1) =

{
1, ut1 ∈ Γ

(t)
0 ,

1 + (−1)νt−j+νtεj, ut1 ∈ Γ
(t)
j , 1 ≤ j ≤ 2r + 1.

Under Theorem 3 conditions the estimator γ̂T1 = (γ̂1, . . . , γ̂T ) of the key γT1 by the
maximum a posteriori probability criterion is

(γ̂T−c, . . . , γ̂T ) = arg max
uT−c,...,uT∈V

sT (uT−c, . . . , uT ),

γ̂t = arg max
v∈V

st+c(v, γ̂t+1, . . . , γ̂t+c), t = T − c− 1, . . . , 1.
(19)
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The estimator γ̂T1 = (γ̂1, . . . , γ̂T ) of the key is obtained as a backward step of the
algorithm for �nding max

uT−c,...,uT∈V
sT by (17),(18).

The algorithm of estimating the positions of embeddings (forward step by (17),(18)
and backward step (19)) has a computational complexity O(2c + (T − c)22c+2).

Computer experiments for estimating the models parameters and detecting the
embeddings based on the run test, the short run test and the likelihood ratio test
are done with simulated data [2,3]. The experiments agree with the presented here
theoretical results.

6 Security of a steganographic scheme

Here we propose an approach for evaluating security of a steganographic scheme based
on statistical tests developed in Section 4.

Security of a steganographic scheme with respect to some statistical test with
signi�cance level α ∈ (0, 1), determined by the critical region Xα, � is a property of
the steganographic scheme that indicates its ability to resist some steganalytic attack
when the goal of such attack is to prove the fact of embeddings presence using the test
Xα. To evaluate security of a steganographic scheme with respect to the test Xα we use
the probability of type II error:

SXα
α = Pδ{yT1 ∈ Xα} ∈ [0, 1− α], δ > 0. (20)

The security of a steganographic scheme is the greater, the greater the value of SXα
α .

The security SXα
α is connected with the powerW1 of the test: S

Xα
α = 1−W1. We de�ne

a steganographic scheme to be κ-secured (κ ∈ [0, 1 − α]) w.r.t. the test Xα with the
�xed signi�cance level α if the following inequality holds:

SXα
α = Pδ{yT1 ∈ Xα} ≥ κ. (21)

The dependence of the security SXα
α on the embeddings fraction δ ∈ [0, 1] we call

the security pro�le of the considered steganographic scheme. The maximum value of
fraction δ+ which satis�es the inequality (21):

δ+ = sup{δ : SXα
α ≥ κ},

is called the critical fraction of embeddings.
To construct the steganographic scheme the developer needs to analyze the security

of it for some �xed set of values of the signi�cance level: α ∈ [α−, α+]. In this situation
the averaged security of the steganographic scheme can be used:

SX = 1
α+−α−

∫ α+

α−

SXα
α dα.

For illustration on the simulated data, Figure 1 represents the plots of the

averaged (α− = 0, α+ = 1
2
) security pro�les SX

h+
1 ∈ [0, 3

4
] of the (1, 1)-

steganographic scheme (1),(2) w.r.t. the test X
h+
1 for three situations: (ε, T ) ∈
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Figure 1. Averaged security pro�les w.r.t. Xh+
1 when α− = 0, α+ = 1

2

{(0.08, 218), (0.08, 213), (0.04, 213)}. The curves of the theoretical averaged security
w.r.t. the test Xh+

1 are marked by the solid lines; these theoretical values are calculated
using the asymptotic expression (12) for the power W1 of the test. The experimental
values of the averaged security in situation (0.08, 213) are marked by the circles; these
experimental values are calculated using K = 29 simulated stego-sequences (2) for
each value of α from the lattice {0.00, 0.01, 0.02, . . . , 0.5}. It is seen from Figure 1,

for example, that the steganographic scheme (1),(2) is 0.70-secured (SX
h+
1 ≥ 0.70),

if the embeddings fraction δ is not more than the critical embeddings fraction δ+ =
0.0024, 0.0136, 0.0284 for situations (0.08, 218), (0.08, 213) è (0.04, 213) respectively.

Note that the similar approach for evaluating security of a steganographic scheme
is based on statistical estimators δ̂ for the embeddings fraction presented in Section 3
of this paper. In this approach the security of a steganographic scheme is de�ned by
the relative mean square error:

Sδ̂ = E{( δ̂ − δ
δ

)2}.

7 Conclusion

Under the proposed (q, r)-model of embeddings into a binary stationary Markov chain
(as a model of cover-sequence) we constructed the following statistical inferences
on the model: ML-estimators for model parameters; statistical tests for detection of
embeddings based on run statistic, short run statistic and likelihood ratio statistic;
statistical estimator for positions of embeddings. Performance of statistical inferences
is evaluated. Two approaches for evaluating security of steganographic schemes are
proposed using performance characteristics of constructed statistical inferences.
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